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In the ever-evolving landscape of cybersecurity threats, new groups like Hunt3r Kill3rs
emerge with claims of disruptive capabilities. This analysis aims to provide an initial
understanding of their activities, considering the limited timeframe and absence of concrete
evidence substantiating their claims.
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Hunt3r Kill3rs’ logo

Overview of Hunt3r Kill3rs:

Hunt3r Kill3rs, a recently surfaced threat group, assert their prowess in cyber operations,
including Industrial Control Systems (ICS) breaches, communication network intrusions,
and web application vulnerabilities exploitation. Despite their claims, the verifiable impact
and sophistication of their operations remain unclear.

The group frequently claims to attack Operational Technology (OT)_systems, including recent
assertions of compromising companies using Unitronics PLCs. Unitronics PLC devices have
been a common target for Iranian threat actors, particularly during the Israel-Hamas conflict.

In response even CISA has issued advisories to enhance the security of these devices.
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In a notable announcement, Hunt3r Kill3rs claimed to be launching a joint attack

with HapogHasa Kubep Apmusa (Cyber Army of Russia). Their stated targets include the US
nuclear and electric power industries, specifically mentioning the Nuclear Energy Institute
and the Electric Power Research Institute. They allege these resources have been disabled,

though independent verification is lacking.

'|

+ % kT %
.:* 4
HighiSociety ¥ X
k

. ’
v » HaumMHaemM COBMEeCTHYI aTaky ¢ Apy3bAmun 13 HapoaHoii Kubep
Apmun. HaueneHsl Ha ADepHYHO U 31eKMPO3HEe2emMuYecKyr
npomMelwneHHocme CLUA. Ha daHHeIT MOMeHM omKA4YuAU dsa
kpynHeliwud 8 coepe pecypca. Nuclear Energy Institute & Electric
Power Research Institute.

We are launching a joint attack with friends from the HapopaHas
Cyber Apmwus. They are aimed at the US nuclear and electric power
industry. At the moment, two of the largest resources in the field have
been disabled. Nuclear Energy Institute & Electric Power Research
Institute.

Collaboration announcement

It is observed that Iranian groups often collaborate with Russian threat actors or at least
target similar objectives. In this context, it is plausible that information exchange occurs
within this pro-Russian hacktivist sphere.
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This hypothesis is supported by the group’s claimed association with Cyber Army of Russia.
Cyber Army of Russia’s extensive network, encompassing pro-Russian or in some context
anti-Israel hacktivist collectives like High Society from various countries including Yemen to
India, likely facilitates the sharing of information and tactics.

Techniques, Claims and Targets of Hunt3r Kill3rs

Some of the techniques and claims that we consider important are as follows:
Industrial Control Systems (ICS) Allegations

Hunt3r Kill3rs boast about infiltrating ICS, targeting prominent brands

like Siemens and Unitronics. However, without corroborated evidence, the extent of their
success in disrupting critical infrastructure remains speculative. Thus, they share
screenshots.
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31, Unitronics, 6e30nacHOCTb BalWWX CUCTEM - 3TO NPOCTO WYTKa!
Mel cHoBa B3noManu Bawwm MK u cuctemsl. @@

Hey Unitronics, your systems security is a joke!
We hacked your PLCs and systems again. @
Latest Telegram post, an alleged claim of Unitronics PLC infiltration

Communication Network Intrusions:

The group alleges breaches in communication networks, particularly targeting IP phone
systems from vendors such as Cisco. Verification of these intrusions and their implications
on communication services is pending.
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Mbl B3nameiBaem cucremsl IP-TenedoHmm Cisco M HacTparBaem Mx
Nno CBOEMY BKYCY.
Hac He ocTaHoBUTL. @

We hack into Cisco IP Phone systems and configure them to our
liking.
We are unstoppable. @

Claims about Cisco IP Phone systems

Web Application Vulnerabilities Exploitation

Hunt3r Kill3rs claim to exploit vulnerabilities in web applications, citing instances like SQL
injection attacks on platforms such as WordPress-based e-commerce sites. The actual
impact on targeted websites and data integrity requires thorough investigation. If the claim is
true, attacks made by such groups often only result in the website being defaced.
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Industries Supposedly Impacted

Considering the claims they shared on their Telegram channels, we arrive at the following
data.

Claims of disruptions in manufacturing, suggested breaches in transportation
systems. Lastly, joint attacks with HapogHas Kubep Apmus have allegedly targeted the
US nuclear and electric power sectors, specifically the Nuclear Energy Institute and the
Electric Power Research Institute.

Geopolitical Targets

Israel: The group’s claims of targeting Israeli cybersecurity centers and critical infrastructure,
the first post on their Telegram channel is also about Israel.

ransisrael’s Data, All for Free
Loads of Data are / and will be available for you. Download and
enjoy the data.
e are sure that you can make the most of what you have access
to. Transisrael is yours now!
Down : transisrael.co.il_Backup_Emails_Part1
Down : transisrael.co.il_Backup_Emails_Part2
Download: transisrael.co.il_Backup_Emails_Part3
Download: transisrael.co.il_Backup_Emails_Part4
Download: transisrael.co.il_Backup_Emails_Part5

Download: transisrael.co.il_Backup_Emails_Parté

Download: transisrael.co.il_Backup_Emails_Part7

1.13 GB file on MEGA

One of the first posts in their Telegram channel
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Germany: Alleged surveillance network breaches and infrastructure disruptions. Their latest
alleged attack on Germany targeted a company called Mobotix. The claim suggested that the
threat actors have fully penetrated the infrastructure and gained live access to cameras
around the world.

Ukraine: Claims of strategic cyber actions in Ukraine highlight geopolitical motivations, yet
evidence is inconclusive.

United States: The claimed joint attack with HapogHas Knbep Apmusa on US nuclear and
electric power sectors and targeting companies with Unitronics products were a few
examples of their targeting of the US.

Conclusion

Hunt3r Kill3rs’ emergence underscores the ongoing challenges in discerning_genuine
threats from exaggerated claims in the cybersecurity domain. As a relatively new group with
unverified assertions, their activities warrant cautious monitoring and thorough investigation
by cybersecurity experts and relevant authorities.

Recommendations

Given the speculative nature of Hunt3r Kill3rs’ claims, organizations should:

Maintain heightened vigilance and threat intelligence monitoring without overestimating
unverified threats.

Conduct rigorous assessments and forensic analysis to validate alleged incidents and
assess actual risks.

Enhance collaboration and information sharing within the cybersecurity community to
collectively address emerging threats.

Stay informed about evolving tactics and techniques employed by threat actors to
adapt defensive strategies accordingly.

Finally, it should not be forgotten that operations operating under the name of “hacktivism”
can be a screen for more dangerous cyber operations, or individual small actions of these
groups can cause devastating consequences when they act together.

Therefore, this analysis serves as an initial assessment and encourages a balanced
approach in evaluating emerging cybersecurity threats like Hunt3r Kill3rs.

The Ultimate Dark Web Compass
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Meet the Dark Web Search Engine by SOCRadar, often referred to as the “Google of the
Dark Web.” This tool is your ultimate guide for navigating the hidden corners of the internet.
With state-of-the-art search algorithms and highly customizable news feeds tailored to your
industry or region, it reveals potential threats with pinpoint accuracy. Think of it as your
advanced radar, scanning the digital landscape and enabling your organization to identify
and neutralize risks before they breach your defenses.

Dark Web News: Receive curated news feeds that provide industry-specific or country-
specific intelligence exactly when you need it.

SOCRadar* Dark Web News fmsocn,dm

Pro-Russian Threat Group Claims Multiple Industrial System Breaches; API Keys for Sale on Russian Hacker Forum
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Nature of Dark Web News:
The news highlights two significant cybersecurity threats:

* Industrial System Breachas: A pro-Russian threat group chaims to have compromised industrial systems, including Siemens PLCs, Cisca IP phones. a.

Date of Report

Executive Summary

SOCRadar, Dark Web News

Dark Web Search: Effortlessly search for keywords, IP addresses, emails, domains, hashes,
and URLs to conduct efficient and effective threat hunting.

SOCRadar

Your Eyes Beyond
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Learn more >

© 2025 SOCRadar. All rights reserved.
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Protecting your personal data is one of the core principles of our organization, SOCRadar,
which operates the internet site (www.socradar.com). This Cookie Usage Policy (“Policy”)
explains the types of cookies used and the conditions under which they are used to all
website visitors and users.

Cookies are small text files stored on your computer or mobile device by the websites you
visit.

Cookies are commonly used to provide you with a personalized experience while using a
website, enhance the services offered, and improve your overall browsing experience,
contributing to ease of use while navigating a website. If you prefer not to use cookies, you
can delete or block them through your browser settings. However, please be aware that this
may affect your usage of our website. Unless you change your cookie settings in your
browser, we will assume that you accept the use of cookies on this site.

1. WHAT KIND OF DATA IS PROCESSED IN COOKIES?

Cookies on websites collect data related to your browsing and usage preferences on the
device you use to visit the site, depending on their type. This data includes information about
the pages you access, the services and products you explore, your preferred language
choice, and other preferences.

2. WHAT ARE COOKIES AND WHAT ARE THEIR PURPOSES?

Cookies are small text files stored on your device or web server by the websites you visit
through your browsers. These small text files, containing your preferred language and other
settings, help us remember your preferences on your next visit and assist us in making
improvements to our services to enhance your experience on the site. This way, you can
have a better and more personalized user experience on your next visit.

The main purposes of using cookies on our Internet Site are as follows:

» Improve the functionality and performance of the website to enhance the services
provided to you,
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e Enhance and introduce new features to the Internet Site and customize the provided
features based on your preferences,

o Ensure legal and commercial security for the Internet Site, yourself, and the
Organization, and prevent fraudulent transactions through the Site,

« Fulfill legal and contractual obligations, including those arising from Law No. 5651 on
the Regulation of Publications on the Internet and the Fight Against Crimes Committed
Through These Publications, as well as the Regulation on the Procedures and
Principles Regarding the Regulation of Publications on the Internet.

3. TYPES OF COOKIES USED ON OUR INTERNET SITE 3.1. Session Cookies

Session cookies ensure the smooth operation of the internet site during your visit. They are
used for purposes such as ensuring the security and continuity of our sites and your visits.
Session cookies are temporary cookies and are deleted when you close your browser; they
are not permanent.

3.2. Persistent Cookies

These cookies are used to remember your preferences and are stored on your device
through browsers. Persistent cookies remain stored on your device even after you close your
browser or restart your computer. These cookies are stored in your browser’s subfolders until
deleted from your browser’s settings. Some types of persistent cookies can be used to
provide personalized recommendations based on your usage purposes.

With persistent cookies, when you revisit our website with the same device, the website
checks if a cookie created by our website exists on your device. If so, it is understood that
you have visited the site before, and the content to be presented to you is determined
accordingly, offering you a better service.

3.3. Mandatory/Technical Cookies

Mandatory cookies are essential for the proper functioning of the visited internet site. The
purpose of these cookies is to provide necessary services by ensuring the operation of the
site. For example, they allow access to secure sections of the internet site, use of its
features, and navigation.

3.4. Analytical Cookies

These cookies gather information about how the website is used, the frequency and number
of visits, and show how visitors navigate to the site. The purpose of using these cookies is to
improve the operation of the site, increase its performance, and determine general trend
directions. They do not contain data that can identify visitors. For example, they show the
number of error messages displayed or the most visited pages.

3.5. Functional Cookies

11/14



Functional cookies remember the choices made by visitors within the site and recall them
during the next visit. The purpose of these cookies is to provide ease of use to visitors. For
example, they prevent the need to re-enter the user’s password on each page visited by the
site user.

3.6. Targeting/Advertising Cookies

They measure the effectiveness of advertisements shown to visitors and calculate how many
times ads are displayed. The purpose of these cookies is to present personalized
advertisements to visitors based on their interests.

Similarly, they determine the specific interests of visitors’ navigation and present appropriate
content. For example, they prevent the same advertisement from being shown again to the
visitor in a short period.

4. HOW TO MANAGE COOKIE PREFERENCES?

To change your preferences regarding the use of cookies, block or delete cookies, you only
need to change your browser settings.

Many browsers offer options to accept or reject cookies, only accept certain types of cookies,
or receive notifications from the browser when a website requests to store cookies on your
device.

Also, it is possible to delete previously saved cookies from your browser.

If you disable or reject cookies, you may need to manually adjust some preferences, and
certain features and services on the website may not work properly as we will not be able to
recognize and associate with your account. You can change your browser settings by
clicking on the relevant link from the table below.

5. EFFECTIVE DATE OF THE INTERNET SITE PRIVACY POLICY

The Internet Site Privacy Policy is dated The effective date of the Policy will be updated if
the entire Policy or specific sections are renewed. The Privacy Policy is published on the
Organization’s website (www.socradar.com) and made accessible to relevant individuals
upon request.

SOCRadar

Address: 651 N Broad St, Suite 205 Middletown, DE 19709 USA
Phone: +1 (571) 249-4598

Email: [email protected]

Website: www.socradar.com
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