U.S. Faces Cyber Onslaught: Fico Breach, ID, CC, Military
Data Sale
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Explore the latest dark web threats uncovered by SOCRadar’s Dark Web Team. From
breaches affecting major corporations such as Fico to the sale of sensitive data, the digital
underworld continues to pose significant risks.

Receive a Free Dark Web Report for Your Organization:

JustEvil Claims to Have Obtained Sensitive Data from BAE Systems
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The SOCRadar Dark Web Team has identified a concerning development involving the
threat group/actor JustEvil aka KillMilk. According to reports, JustEvil claims to have
successfully accessed sensitive personal data belonging to UK defense personnel

from BAE Systems. This data allegedly includes resumes, professional certifications, and job
roles, potentially exposing individuals to identity theft, phishing_attacks, and other cyber
threats.

Identity Documents of American Citizens are on Sale
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In another alarming discovery, our team observed the sale of identity documents of American
citizens on a hacker forum. This data, which includes names, addresses, Social Security
numbers, and phone numbers, poses a high risk of identity theft, financial fraud, and
reputational damage for affected individuals.

Credit Cards Belonging to the United States are on Sale

Selling 100+ CC | First hand USA | Ready to guarantee

In stock more than 100 CC USA
Wholesale/pieces
Ready to issue for testing.

Communication - forum or jabber

Further exacerbating the situation, stolen credit cards belonging to individuals in the United
States have been spotted for sale on the dark web. With over 100 cards in stock and priced
at $13 per card, this development signals a potential data breach at financial institutions or
payment processors, highlighting the urgent need for enhanced security measures and
vigilance.

USDoD Exposes Fico.com Database
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A major threat surfaced, idle for a long time; USDoD came back to the cybercrime arena. An
alleged data breach involving FICO, a major analytics software company was shared by the
threat actor on a hacker forum. The leaked database reportedly contains personal and
professional information of individuals associated with FICO, raising serious concerns about
data security and privacy.

Cyber Niggers’ Alleged US Military Files
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Lastly, the threat group CyberNiggers has purportedly released US military files, including
precompiled JARs and certificate files belonging to the Air Force and Navy. This breach
underscores the ongoing risks of insider threats and unauthorized access to sensitive military
data, necessitating comprehensive security measures and collaboration among
stakeholders.

These developments highlight the dynamic and evolving nature of cyber threats on the dark
web. Organizations must remain vigilant, implement robust security protocols, and leverage
threat intelligence solutions like SOCRadar to detect and mitigate risks effectively.

Powered by DarkMirror™

Gaining visibility into deep and dark web threats can be extremely useful from an actionable
threat intelligence and digital risk protection perspective. However, monitoring all sources is
simply not feasible, which can be time-consuming and challenging. One click-by-mistake can
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result in malware bot infection. To tackle these challenges, SOCRadar’s DarkMirror™ screen
empowers your SOC team to follow up with the latest posts of threat actors and groups
filtered by the targeted country or industry.
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PROTECTION OF PERSONAL DATA COOKIE POLICY FOR THE INTERNET SITE

Protecting your personal data is one of the core principles of our organization, SOCRadar,
which operates the internet site (www.socradar.com). This Cookie Usage Policy (“Policy”)
explains the types of cookies used and the conditions under which they are used to all
website visitors and users.

Cookies are small text files stored on your computer or mobile device by the websites you
visit.

Cookies are commonly used to provide you with a personalized experience while using a
website, enhance the services offered, and improve your overall browsing experience,
contributing to ease of use while navigating a website. If you prefer not to use cookies, you
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can delete or block them through your browser settings. However, please be aware that this
may affect your usage of our website. Unless you change your cookie settings in your
browser, we will assume that you accept the use of cookies on this site.

1. WHAT KIND OF DATA IS PROCESSED IN COOKIES?

Cookies on websites collect data related to your browsing and usage preferences on the
device you use to visit the site, depending on their type. This data includes information about
the pages you access, the services and products you explore, your preferred language
choice, and other preferences.

2. WHAT ARE COOKIES AND WHAT ARE THEIR PURPOSES?

Cookies are small text files stored on your device or web server by the websites you visit
through your browsers. These small text files, containing your preferred language and other
settings, help us remember your preferences on your next visit and assist us in making
improvements to our services to enhance your experience on the site. This way, you can
have a better and more personalized user experience on your next visit.

The main purposes of using cookies on our Internet Site are as follows:

e Improve the functionality and performance of the website to enhance the services
provided to you,

e Enhance and introduce new features to the Internet Site and customize the provided
features based on your preferences,

o Ensure legal and commercial security for the Internet Site, yourself, and the
Organization, and prevent fraudulent transactions through the Site,

« Fulfill legal and contractual obligations, including those arising from Law No. 5651 on
the Regulation of Publications on the Internet and the Fight Against Crimes Committed
Through These Publications, as well as the Regulation on the Procedures and
Principles Regarding the Regulation of Publications on the Internet.

3. TYPES OF COOKIES USED ON OUR INTERNET SITE 3.1. Session Cookies

Session cookies ensure the smooth operation of the internet site during your visit. They are
used for purposes such as ensuring the security and continuity of our sites and your visits.
Session cookies are temporary cookies and are deleted when you close your browser; they
are not permanent.

3.2. Persistent Cookies

These cookies are used to remember your preferences and are stored on your device
through browsers. Persistent cookies remain stored on your device even after you close your
browser or restart your computer. These cookies are stored in your browser’s subfolders until
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deleted from your browser’s settings. Some types of persistent cookies can be used to
provide personalized recommendations based on your usage purposes.

With persistent cookies, when you revisit our website with the same device, the website
checks if a cookie created by our website exists on your device. If so, it is understood that
you have visited the site before, and the content to be presented to you is determined
accordingly, offering you a better service.

3.3. Mandatory/Technical Cookies

Mandatory cookies are essential for the proper functioning of the visited internet site. The
purpose of these cookies is to provide necessary services by ensuring the operation of the
site. For example, they allow access to secure sections of the internet site, use of its
features, and navigation.

3.4. Analytical Cookies

These cookies gather information about how the website is used, the frequency and number
of visits, and show how visitors navigate to the site. The purpose of using these cookies is to
improve the operation of the site, increase its performance, and determine general trend
directions. They do not contain data that can identify visitors. For example, they show the
number of error messages displayed or the most visited pages.

3.5. Functional Cookies

Functional cookies remember the choices made by visitors within the site and recall them
during the next visit. The purpose of these cookies is to provide ease of use to visitors. For
example, they prevent the need to re-enter the user’s password on each page visited by the
site user.

3.6. Targeting/Advertising Cookies

They measure the effectiveness of advertisements shown to visitors and calculate how many
times ads are displayed. The purpose of these cookies is to present personalized
advertisements to visitors based on their interests.

Similarly, they determine the specific interests of visitors’ navigation and present appropriate
content. For example, they prevent the same advertisement from being shown again to the
visitor in a short period.

4. HOW TO MANAGE COOKIE PREFERENCES?

To change your preferences regarding the use of cookies, block or delete cookies, you only
need to change your browser settings.
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Many browsers offer options to accept or reject cookies, only accept certain types of cookies,
or receive notifications from the browser when a website requests to store cookies on your
device.

Also, it is possible to delete previously saved cookies from your browser.

If you disable or reject cookies, you may need to manually adjust some preferences, and
certain features and services on the website may not work properly as we will not be able to
recognize and associate with your account. You can change your browser settings by
clicking on the relevant link from the table below.

5. EFFECTIVE DATE OF THE INTERNET SITE PRIVACY POLICY

The Internet Site Privacy Policy is dated The effective date of the Policy will be updated if
the entire Policy or specific sections are renewed. The Privacy Policy is published on the
Organization’s website (www.socradar.com) and made accessible to relevant individuals
upon request.

SOCRadar

Address: 651 N Broad St, Suite 205 Middletown, DE 19709 USA
Phone: +1 (571) 249-4598

Email: [email protected]

Website: www.socradar.com
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