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Welcome to our live blog, “Reflections of the Israel-Palestine Conflict on the Cyber World.”
This blog actively documents significant cyber incidents occurring during the Israeli-
Palestinian conflict.

You can navigate to a specific section of updates by clicking on the dates below.

[November 2, 2023] Concluding the live blog

[November 1, 2023] Anonymous Sudan Continues to Target Media Agencies

[October 31,

2023] Beyond Hacktivism: The Sabotage Strategies of APT Groups

[October 30,

2023] APT Groups Have Surfaced

[October 27,

2023] Old Tactics, New War

[October 26,

2023] War on the Google Maps

[October 25,

2023] Don'’t Give a Man Fish, Teach Him How to Fish

[October 24,

2023] Google’s Intervention in Telegram

[October 23,

2023] Doubtful Claims and Hacktivist Cooperation

[October 20,

2023] An Iron Dome for cyber lands

[October 19,

2023] Quality over quantity

[October 18,

2023] The calm before the storm

[October 17,

2023] Hacktivists continue to share their attack methods

[October 16,

2023] Hacktivists are trying to maximize their potential

[October 13,

2023] Bombs Explode, and So Do the Borders of Cyber War

[October 12,

2023] DDoS, Defacement, Data Leaks, and now Ransomware are in the

arsenal of hacktivists.

[October 11, 2023] Attacks are accelerating, cyber conflict has spread to a global scale
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[October 10,_2023] Many hacktivist groups have come back to life, operations have begun

In the midst of the ongoing Israel-Palestine conflict, a notable upsurge of hacktivist
collectives has emerged, announcing an unceasing barrage of digital assaults directed at a
wide range of targets from both sides of the conflict.

This situation unfolds as a response to the ongoing Israel-Palestine conflict, which involves
Palestinian militant groups led by Hamas initiating a large-scale offensive originating from the
Gaza Strip and targeting Israel.

Although the cyber world sometimes seems like a stand-alone entity, it must be a reflection
of the physical world, so just like the hacktivism resurgence that came with the Ukraine-
Russia war, this sad conflict situation for humanity will also show an increasing business of
war in the cyber world.

The Hacker Groups Involved in the Israel-Palestine Conflict

In the ongoing conflict, where the global landscape is mainly split into two factions, NATO
and Western-aligned nations often lean towards supporting Israel. Conversely, many
countries in Asia tend to align themselves with the Palestinian cause. However, it is worth
noting that some nations, like India, may adopt positions that diverge from their geographic
affiliations. Both political alliances and geopolitical priorities influence this dynamic.

When we analyze these events through this lens, it becomes increasingly challenging to
categorize countries definitively into one camp or the other. This complexity is even more
pronounced in the realm of cyberspace. While hacktivist groups typically align with the
political objectives of their home country, there are instances where they may adopt
alternative stances.

Eve ry second, Act before them

Start Dark Web Monitoring Trial
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Indian Cyber Force KillNet ThreatSec

UCC Team Anonymous Sudan Cyber Army Of Russia
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Pro-Israel Groups Pro-Palestine Groups Neutral Groups
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Anonymous Algeria
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Here’s a mapping of the threat groups involved in the Israel-Palestine conflict. You can
navigate around the mind map by dragging and dropping.

Hacktivist Dynamics

The abundance of pro-Palestinian hacktivists can be attributed to one primary factor:
Hacktivism enjoys greater popularity in the Eastern hemisphere. When examining the
landscape, it becomes apparent that even pro-Israel groups have their origins in Asia.

Notably, significant hacktivist collectives like KillNet and Anonymous Sudan have not only
drawn numerous followers but have also significantly inflated this number, leading to
considerable disruptions. KillNet, a pro-Russian hacking collective, justified its actions
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against Israel by referencing Israel’s support for Ukraine in 2022, which Russia perceived as
a betrayal and this also applies to many pro-Russian groups.

Anonymous Sudan, highly suspected of having Russian support, targeted Israeli alert
systems, claiming responsibility for disrupting Israel’s Tzeva Adom early warning radar
system and launching a DDoS attack on the Jerusalem Post news service.

Anonymous Sudan
i Post

]'P The Jerusalem Post

The Jerusalem Post is currently experiencing downtime due to a
series of cyberattacks initiated against us since yesterday morning.

We are actively addressing the situation and will be back soon,
continuing to serve as your top source of information on Operation
Swords of Iron and the violent attacks by Hamas.

e

2Ry €
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Vour tears.
Anonymous Sudan’s Post on Telegram

Groups with Islamic tendencies gather on the Palestinian side. Furthermore, one of Stucx
Team’s claims is that they hacked an Israeli SCADA system’s website.
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STUCX TEAM

161.9 MB

_ Wakeup Call All Muslim Hacktivist and All Hacker All Over The
world.
#0pslsrael Engaged #OplsraelV2 #AlAgsaFlood

IsraHell better you get ready for tonight.. @

Takhbir! Allahuakhbar
Stucx Team’s Post on Telegram
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GREETZ FROM STUCXTEAM
WE HAVE ENTER ONE SITE OF ISRAEL SCADA § §

Domain:www.pazor.co.il/
Stucx’s claim about Israeli Scada

On the Israeli side, Indian hacktivist groups stand out, and it should be stressed that they call
on non-Muslim hackers in the UCC’s and Garuna Ops’ post to take action for an anti-

Palestinian stance.

10T
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lhll « TeAm UcC OpErAtioNs = illill
Forwarded from Garuna Ops

We Warn Countries Supporting Palestinians, Stop Supporting
Palestinians Else Be Ready To Face It's Consequences....

We Call All Non-Muslim Hackers From The World...Fuck
Palestinie...

#WeSupportlsrael
UCC'’s Post on Telegram

Not every group with Russian origin has taken a completely anti-Israeli stance yet. The

Cyber Army of Russia consults its users on what stance it should take, as seen in the figure
below.
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HapopaHasa CyberApmus

ManectnHa unu Mspannek?

Al noaaepxwveaw M3pannb
Al noaaepxuearo MNanectuHy

fl 3a P@ 1 He 0400psAK0 BIOOp Ybeid NMB0 K3 CTOPOH paaw
xaina B cetm™ = =

Cyber Army of Russia’s Post on Telegram

Some groups are just looking for chaos, with Five Families member ThreatSec stating that
they are not on any side, but adding that they will still target Israel.

ThreatSec

ThreatSec
As you might know, we don't like Israel, but... We also do...

Just to clarify since this post has been getting a lot of nonsense
feedback, we are not on Israel's side, nor are we on the side of
Palestine

We chose to be neutral since we dislike both parties in this war,
which means that we will continue to target both!

Attacks against Israel are coming soon

ThreatSec’s Post On Telegram

The IT Army of Ukraine posted a message stating it is on Israel’s side, but it does not look
like they will take action.
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IT ARMY of Ukraine o |

e

i

Hawi gymen 3 Hapoaom [3paina y Ui BaxKi 4acu.
ChOrogHilWHI aTakK € MOPCTOKMM HaragysaHHAM, Wo
BopoTeda 3a ceobogy Ta Be3neky HE MOMHAE NPUMHUHWUTK.
Hawi mMonnuTewn 2 ciM'AMKM MepTE Ta BCiMa, XTO YMHWTE
BiACY 3aXMILAKYH BRACHY KpaTHY.

TinbkK conigapHicTe 4eMOKPaTHYHUX KpalH 3mMome
YOE3MNeYnTH BCiX HAC Big arpecHBHMX 4iA. JanvwWanTeck
cuneHrmu, nioau Ispainio. G §)

Our thoughts are with the people of Israel during these
difficult times. Today's attacks serve as a cruel reminder
that the fight for freedom and security must never cease.
Our prayers are with the families of the victims and all
those who are pushing back to defend their country.

Only the solidarity of democratic nations can secure us all

against aggressive actions. Stay strong, people of Israel.
IT Army of Ukraine’s post on Telegram

November 2, 2023

Targets such as Japan, Azerbaijan, and India continue to be targeted by hacktivists. There
are also leak claims about an attack targeting a company in Japan. Yokajawa, an
international company based in Japan specializing in information technology and digital
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services, is reportedly a victim of a cyberattack. Threat actors asserted that they had
obtained sensitive employee information. Hacktivist groups also carried out DDoS attacks on
many Japanese websites yesterday.

01:54
19.9 MB

In the name of God the Merciful;

We announce the hacking of the famous |Japanese company
"YOKAJAWA" and the control of the company's system

All important data was extracted from the names and address
numbers of employees.

Sensitive data was also withdrawn, such as agreements, documents,
software projects, scientific research, etc

Yokagawa Company is a global company founded in Japan that works
in the field of information technology and digital services. It has a
strong presence in global markets and works in many fields such as
software construction, application development, and artificial
intelligence solutions.

This is the reward for every supporter of the Zionist entity. We will

never hesitate to discipline him and return him to his original place.

Alleged hacking of “Yokajawa”
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The 4 Exploitation Channel group, consistently striving to guide website administrators
during defacement attacks, expressed their fatigue and the desire for a temporary respite.
Interestingly, today is the day we are concluding this live blog documentary and shifting to
alternative content formats.

4 EXPLOITATION Channel 41

Pwned By

Hello Sysadmin , We found some
Vulnerability on your site
Please check back your website and
make sure it is patched before your
website get stamped again

Try become Professional webmaster by

knowing to patch the vulnerabilities
Remember Us. Remember Our Name.
Greastz:
{}
i {}

Laughing At Your Security Since

This Is Our Closure.

By This Defacement that We Pwned Under One Server,
We Officially Stopped and Rest For A While.

See You Guys Next Time. =13

— We Come — We Own — We Conquer — We Share —

Closure announcement of the 4 Exploit
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We will no longer provide daily updates to this live blog, which we’ve been consistently
updating with the latest developments since October 9th, unless significant changes or

developments arise.

November 1, 2023

We have entered a new month, and the cyber war storm has relatively calmed down. Today’s
highlights were as follows:

Anonymous Sudan is targeting AP News with DDoS attacks, and the site was down for 13+
hours. Anonymous Sudan, which also targets Fox News, has been targeting Sudanese press
organizations for a while.

Anonymous Sudan

Anonymous Sudan
‘ https://apnews.com/ | The Associated Press | xiuiguwl...

Error: Server Error
The server encountered a temporary error and could not complete your request.

Please try again in 30 seconds.

rnu +1

Anonymous Sudan’s Telegram post after 13 hours

Although Team Insane Pakistan targeted the intergovernmental agency OECD Nuclear
Energy Agency website with a DDoS attack, it seems like an attack that does not have much
effect or logical purpose.
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Team_insane_Pakistan

Is Oecd-nea.org down?

It's not just you! pecd-nea org is down.

Last updated: Nov 1, 2023, 9:47 AM (1 second
ago)

MNuclear Energy Agency (NEA) - Home has been down by
Team insane Pakistan gc
G gl | Tl UISy (NEA) - Jhass J 33l

European Nuclear Energy Agency (ENEA)—the United
States participated as an Associate Member—the name
was changed on 20 April 1972 to its current name

after Japan became a member.

https://www.cecd-nea.org

8c1abk819

eport/12e8c2e2kaZa

Team Insane Pakistan’s Telegram post

The 177 Member group, a South Asian hacktivist collective, shares database leaks from its
American and Indian targets.
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177 Members Team 177 Members Team

477 MEMBER

: s «v) Simple Indian Database Leak By 177 Members
., American Express Leak By AnonTanjak X 177 Members B i i e °

+ Desclaimer: J
We have hacked one of the banks in America, where we have 18,000 =
valid bank account details. This proves that even a country as v hic methods.
advanced as America still has bugs in their banking system. database.

imple databas
s been ac by bers using

1is is what we refer to as a simple public

The 177 Member’s Telegram posts

October 31, 2023

As we mentioned yesterday, the activities of APT groups continue to come to light as time
goes by, unlike hacktivists. Amid the ongoing Israeli-Hamas conflict, a pro-Hamas hacktivist
group has introduced a new Linux-based malware named BiBi-Linux Wiper, specifically
targeting Israeli entities. This malware, an x64 ELF executable, can potentially compromise
an entire operating system if executed with root permissions. Notably, it's designed to corrupt
files rapidly, overwrite them, and rename with a “BiBi” extension, a term associated with the
Israeli Prime Minister, Benjamin Netanyahu.

Recent insights from Sekoia suggest that the suspected Hamas-affiliated threat actor, Arid
Viper, operates in two distinct sub-groups, each focusing on cyber espionage activities in the
conflict, against either Israel or Palestine. Their tactics include targeting specific individuals
and broader groups from sectors like defense and government, using methods such as
social engineering, phishing, and deploying a variety of custom malware for surveillance
purposes. That being said, it seems that we will witness the actions of APT groups, the elite
units of cyber warfare, in the coming days, months, and years.

Again, as we said before, hacktivist actions continue to decrease in number, but they still
occur in high numbers. Global targets continue to be attacked by hacktivists, “defacements,”
and DDoS attack announcements regarding the US, India, and Israel continue to be shared
on Telegram channels. However, the claims, especially in South Asian hacktivist groups,
seem random and unfounded these days. Although many groups cannot even identify the
institutions they target, they continue their random attacks, e.g., America Website Bank(?)
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GARUDA SECURITY GANOSEC TEAM 4
Forwarded from GARUDA SECURITY

[ +]The American Twitter database has been leaked by

GarudaSecurity [+]

<1z [ +] The America website bank has been Hacked by
;IE :I: ; b GarudaSecurity [ +]

Type database Json Anon Was Here
Garuda Security’s claims
The Cyber Error System group continues its defacement attacks, with India being one of its

primary targets, and does not forget to leave a note for the Web Administrator on the
“‘hacked” web pages.
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CYBER ERROR SYSTEM

AGENMASSIVE x POYS_H g4

This is For You Web Administrator

I just want to inform you that I
found vulnerable that results to your web security failure
Delete this or else your web page will be compromise

* 30 INDIA SITE -

HACKED BY CYBER EROR S5YSTEM

Cyber Error System’s Telegram post

Today’s most important incident came from a hacktivist group that can speak English.
SiegedSec breached BEZEQ, the leading telecom firm in Israel. Moreover, the group alleges
that the Embassies of Finland, Hungary, and the U.S. in Israel were affected by the intrusion.
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SiegedSec is here for a special Halloween Hack!

(drum roll please)
BEZEQ! Israel's largest telecommunications company!
We have brought several surprises for Bezeq, we hope they enjoy
our treats~

For our first treat to Bezeq, we have exfiltrated their customer
database, containing nearly 50,000 customer full names, email
addresses, and phone numbers.

Our second treat affects the entirety of Israel's infrastructure, we
have accessed the portal that controls devices from around the
country, and we've shut them down~ :3 This also affects devices
from the Hungary, Finland, and U.S Embassies in Israel. so exciting
amirite?

Last but not least, our third and final treat, we've used Bezeq's
campaign management portal to send a fun little email to Bezeq
customers! >w<

We hope you enjoy this special halloween hack! We have lots more
in mind for future hacks so stay tuned~

SiegedSec’s claims, posted on Telegram

October 30, 2023

While the cyber conflict ran in parallel with the ongoing Israel-Palestine war, hacktivist groups
dominated the spotlight for an extended period due to the strength of their voices. However,
this doesn’t diminish the significance of their actions, as such activities can accumulate and
lead to significant problems. Additionally, hacktivist movements can serve as distractions for
other activities. Thus, the most profound cyber threats come from APT (Advanced Persistent
Threat) groups, and the cyber realm is becoming increasingly crucial in the evolving warfare
landscape. Naturally, this situation will inevitably have reflections on the Israel-Hamas
conflict. Moses Staff, a pro-lranian group APT, has now resumed full-scale operations,
continuing their previous campaign by executing data breaches and disruptive attacks. They
have set up a comprehensive information operation and are present on platforms like X,
Telegram, and their website.

19/121


https://socradar.io/from-zero-to-adversary-apts/

Moses Staff
@StaffofMosest

You will undergo irreparable damage in the field of cyber and
infrastructure.

From now on you should pay for each spilled blood.

Wait for huge combined attacks ..

Our target is #clear, #specified and Haccur

#SMS #BTS

#Public Alert

ng,gs-staff .se

Moses Staff’s tweet about the incoming attacks

Team Insane Pakistan, a hacktivist group we frequently feature, targeted important
government bodies from many countries today. It carried out a DDoS attack on the websites

of many critical organizations, from the State Oil Company to the Ministry of Defense across
many Pro-Israeli countries.

20/121



Team_insane_Pakistan 41'

Today we targeted defense websites of 13 pro-lsrael
countries

List- &

¥ Azerbaijan state oil Company
check-host.net/check-report/12dd1k
¥ Austria Federal Ministry of Defense ==
ost.net/check-report/12dd97f

¥ Ministry of Defense Republic of Croatia ==

neck-nost.net/cnec

¥ Ministry of Defense of the Czech Republic ==

¥ Ministry of Defense Hungary w=
host.net/check-

# Government of Micronesia g

¥ Ministry of Australia =

heck-host. net/check-repart/12de052 7kb

¥ Ministry of Defense United Kingdom =

nost.net

¥ Ministry of Defense Canada g
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Team Insane Pakistan’s Telegram post

The official spokesperson representing Anonymous Sudan has announced that Western
media outlets sharing ‘false information’ will face Distributed Denial of Service (DDoS)
attacks. Following this, CNN, NYPost, Washington Post, and Daily Mail UK were subjected to
DDoS attacks, with the attacks lasting an average of approximately two hours. In the initial
stages of the conflict, Anonymous Sudan had also targeted the Jerusalem Post for a similar
motive, highlighting the ongoing trend of media companies being frequent targets for such
attacks.

Anonymous Sudan

Error 503 Maximum threads for service reached
Slaximum iheeads for senvice reached

Errar 54113

Attack duration: one hour

#AnonymousSudan

& 217 @ 204

Leave a comment

Anonymous Sudan'’s first post about the recent attacks on media

October 27, 2023

The heart of hacktivism beats in Asia in recent years, but the first group that came to mind
for a long time was Anonymous. Although various subgroups of Anonymous have been on
both sides of this conflict, An “official” announcement came from Anonymous today. Although
they expressed their good wishes to people on both sides of the war without taking an
ideological or political side, they still accused the Israeli government of warmongering and
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displayed a pro-Palestinian attitude. However, many Twitter users approached this
announcement cynically, thinking that this event would not yield any results or that the so-
called official Anonymous group would not take any action.

Anonymous &
1" ¥ @anonewsco

Anonymous Message To Citizens Of #lsrael.

0:00/058 o) {& Y3 7

Screenshot of the Twitter profile @anonewsco’s post

Similar to the targeting of Singapore and Japan, a new hacktivism target has become
Thailand. Team Insane Pakistan group carried out a DDoS attack on a hospital’'s website of
Thailand. Unfortunately, civilian infrastructures continue to be targeted in such attacks.

23/121



Team_insane_ Pakistan

Krabi hosipital of Thailand HaCked

Site

Team Insane Pakistan’s Telegram post, a hospital is on the target

Again, one of the most preferred attacks continues to be data leaks, an example of which
was posted today by Irox Team, an American E-tracker website database leaked for
“supporting” Israel.
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Forwarded from IRoX Team

¢ US eTrackster_Data Leaked By - IRoX Team.zip

Assalamu Alaikum,
American eTrackster website Databases Leaked For
Supporting Israeli Jews

We always stand by our Palestinian Muslim brothers
We always want peace and those who are creating

unrest by supporting the Jewish state of Israel will not
be spared In Shaa Allah

Irox Team’s Telegram post, database leaked publicly

Lastly, although various sources provide new publications, if you follow this live blog
regularly, you may not have come across anything that will surprise you, but we would like to
share the 10Cs of malware used by hacktivists included in SentinelOne’s article that we found
useful. The RedLine stealer, Private Loader and their current 10Cs detected by SentinelOne
in the Israel-Hamas:

Redline Stealer (SHA1)
0b0123d06d46aa035e8f09f537401ccc1ac442e0

PrivateLoader (SHA1)
a25e93b1cf9cf58182241a1a49d16d6c26a354b6

8adeb64ade8ee865e1011effebe338aba8a7d931b

October 26, 2023

Google has temporarily suspended live traffic conditions on its mapping services, Google
Maps and Waze, within Israel. According to CNN’s news, This decision comes in response to
the escalating conflict in the region and the ground invasion of Gaza. Notably, Google took a
similar step during the Russia-Ukraine conflict, temporarily turning off real-time vehicle data
in Ukraine.

After Google’s decision, an interesting cyber attack or, in other words, vandalism took place.
As stated in CNN’s news, cyber activists have exploited a feature of Google Maps, allowing
them to post anti-Israel messages on the platform, mainly targeting the Rafah border
crossing with statements like “F**k Israel” and “May god curse Israel’s Jerusalem.”
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Certainly, this situation doesn’t point to any security breach or attack on Google’s part.
However, it does underscore the potential for manipulation in user-generated content. As we
observe the growing role of smart devices and artificial intelligence in modern conflicts, a
concerning vulnerability arises — the likelihood of orchestrating deceptive data flows to these
devices, a threat we believe will gain greater significance.

While we understand the significant harm that disinformation and misinformation can inflict in
the real world, it is evident that false narratives can propagate at an accelerated pace within
the digital world. Moreover, digital communication platforms and methods like social media
can generate confusion -within the concept of hyperreality- even seemingly minor actions,
regardless of malicious intent, have the potential to exert substantial influence.
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Google Maps image of Israel

On the cyber side of the war, South Asia continues to be a battlefield, at least as much as the
Middle East. India continues to be under intense attack with its pro-Israel stance. An Indian
military/aircraft company was one of the targets of this day.

26/121



https:ihal-india.co.m S
P HTTP TCP pait UDP post DS
Check website https:ihal-india.co.in/ = P
he incredibie is real Profitable VPS 67 G4z & locations, and more
Location Resull Tirria Cods IP addieis
= F Pau &
- L 4, 5ol
- -
- "
£ H ¥ L}
- -
i
» ;
fan
- wan, Vil 2148
-1 v, 2 g i 3
== M1l
ol &
o Foriug &k
- Pl 1]
- L
il
i "
] by
— Farcs
3 Swilzeria
3
I Ty, stangal
= UAE, [
o UK, Ciow
= |l ThETT,
= g
Urame, SpaceX
&= USa ia
m il Ang 3

The site has been down by Dark Team

Target:

A newly monitored threat actor-group(?) Dark Team in South Asian hacktivist arena

Other Indian websites are also continuing to be targeted with defacement attacks as well as
DDoS attacks.
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SUL4AWES1 TENG4H BLACKHAT e

1 + =
e Rudrs Siven Seerml

b Users List

E™ ik
gy TEMGAR e
B8 Event Manager

[l Gallery

WE WDl ESF HACKERS will TAHASE A
THRSET THE WER oF THE BolsT

THIS TIME THE TARGET IS A WEBSITE FROM INDIA AS A COUNTRY
SUPPORTING ISRAEL'S ZIONISTS

TELE :

TEAM ATTACK:
- SULAWEST TENG4H BLACKHAT
-GARNESIA TEAM

TYPE: DEFACE
TARGET SITE:

Defacement attack of Indonesian hacktivists

Indian hackers are responding to this situation by adopting an intriguing tactic that hinges on
leveraging the relatively strong connection between Pakistan and Turkiye. Team Insane
Pakistan is informing its followers that Indian hackers are attempting to mimic Turkish
hackers to deceive Pakistani hackers.
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Team_insane_Pakistan

Be carefull guys now days indian kids use Turkish hackers name for
scamming & & &

They translate bio into Turkish and its look it's Turkish but actually
not &

They come with new IDs

India is a hub of scammers!!

Be carefull &
JlisW 1Vl alluciall awl 3gigll JebYI oy oVl Wi b is oS
b N9 S glheg dsSyill dall J] Aol ] pgezys BB S
V iz o5 O clis ud gilgll

Alert for scamming campaign

However, it seems that even if Indian hackers do nothing, other South Asian hackers
continue to have problems among themselves. The ACEH hacktivist group has announced
that it’s not in the alliance with Garuda Security, seemingly due to a personal dispute.

29/121



ACEH ABOUT HACKED WORLD

Banyak tim terkenal karna numpang
nama

Si aceh numpang nama aja

Jika ada yang merasa saya menumpang nama katakan saja pak,
saya disini ber alliance niat agar punya banyak teman

Dengan ini Saya resmi memutuskan tali persahabatan dengan
Garuda security,

Kami tidak ingin di anggap numpang nama,

Kalian hanya melihat 1 sisi seperti media eropa yang hanya

melihat korban dari pihak israel tanpa melihat korban di Palestina
dan kejahatan nya israel

Garuda security NOT alliance ACEH ABOUT HACKED WORLD

ACEH Group’s announcement

Although the Arab world seems to be mostly consolidated on the issue, some countries take
a different stance. Anonymous Algeria threatens the United Arab Emirates against this

situation and claims that if this stance of UAE continues, they will be subjected to an attack
of an unprecedented magnitude.
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Anonymous Algeria

N

V.

* We are very disappointed with the actions of the United
Arab Emirates towards the Palestinian issue and their
failure to provide support to them, as well as their
normalization with the Israeli occupation.

We warn you that by merely alerting you to the vulnerability
of your databases, we haven't compromised your system.
We are merely reminding you that if you do not support the
state of Palestine, you will be hit with a strike like none
you've seen before.

ur: https.//www.emirates.com/il

define( 'DB_USER', Teiilgmdl 5" );

define( 'DB_PASSWORD', Wi 1');

define( 'DB_HOST', 'localhost’ );

== Free Palestine We Stand With you ==

@ We Are Anonymous Algeria '@

Anonymous Algeria’s threat to UAE

October 25, 2023

The GlorySec hacktivist group has adopted an intriguing strategy in their recent Telegram
post. This pro-Israeli hacktivist group has claimed that Palestinian websites employ
rudimentary, low-budget firewalls, rendering them susceptible to manipulation. They have
directed this message toward Israeli officials, aiming to spotlight this vulnerability. It's worth
noting that GlorySec claims not to disseminate the data they’ve acquired due to its false
usage with the intention that it should be leveraged by Israel as needed.
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Login to your account and

Be Notified Instantly configeire your alarms
ﬂ When Hackers Mention
“¥ You on Telegram

In addition to addressing cybersecurity issues, GlorySec has taken a critical stance toward
other hacktivist groups. They have accused pro-Palestine groups of supporting terrorism and
being involved in Russian proxy warfare.

While hacktivism typically involves specific cyber actions, GlorySec’s approach seems to
lean more towards a strategic rather than a purely tactical orientation. By highlighting
vulnerabilities and sharing some sort of TTP, they may inadvertently aid not only fellow
hacktivist groups but also the authorities of one side in the ongoing conflict. However, it's
essential to recognize that such public disclosures may also help adversaries identify their

weak points.
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https://socradar.io/products/dark-web-monitoring/?utm_campaign=DarkWeb&utm_source=static-cta&utm_medium=imagecta&utm_term=dwr&utm_content=cybernews#form

GlorySec
This furthermore proves that Palestine was preparing for this
war...

Every Palestinian website is equipped with a low budget Firewall
clearly preparing for the cyber war with Israel.

The firewall being Imunify360 (CloudLinux) which can easily be
tampered with using literally spaces.

We recommend Israeli Cyber Defense and Mossad to take look at
Palestinian websites. We won't be releasing the data that we
gathered since we want it to be used by the Israelis accordingly, we
want them to use the data that can be easily uncovered by anyone

from Palestinian websites and look at the hidden files, we
encourage everything Israel has been doing and it's response. It's
time to put an end to terrorism.

In the distant future we will see a huge influx of Hamas
propaganda as always just how it was in the past, which may also
go mainstream, | would like to ask every Pro-Palestinian Hacktivist
group that you are not a hacktivist group anymore, you defy
hacktivism and you are supporting terrorists, you are doing the
opposite of what a hacktivist group should do, you are directly
siding with Russian hacking groups in a Russian proxy war, | would
like to reach out to everyone in these Hacktivist groups to start
enlightening your leaders, set them on a correct path or make
your own groups and get your own hackers and actually do the
correct thing. please. %

GlorySec’s mentioned Telegram post

As we’ve discussed on numerous occasions, various sectors often face cyber attacks based
on the political alignment of their host nations. Whether it pertains to government entities or
not, industries like Transportation and Aviation are prime targets due to their critical role in a
country’s logistical infrastructure, especially since they are points where a country’s
capabilities can be damaged.
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Mysterious Team Bangladesh

& I +

502 Bad Gateway

nging'1.18.0 (Ubuntu)

ltalian Aosta Airport website dropped for support Israel..

Expect us..

Mysterious Team Bangladesh targeting Italian airport

Countries with alignments -other than Israel-Palestine- and especially countries that have
concrete contributions to one side are affected by this situation a lot. Two airports in the UK
and Italy were also the targets of DDoS attacks due to their pro-Israel attitudes.

GHOSTS of Palestine
Sylhet Gang carried out a #DDoS attack on the website of UK
Birmingham Airport

#OpUK

Sylhet Gang targeting English airport

Not only airports but also aircraft companies are targeted. Hacktivists targeted the website of
a Canadian aircraft company.
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INFINITE INSIGHT.ID
Forwarded from GARUDA SECURITY

0756 W - -4 o =

O A sl

SECURITY [1]

#SAVE PALESTIME

[+] The Canadian aircraft website has been hacked by Garuda
Security [+]

MESSAGE "Haaaa I'm sleepy@ What a stupid country”

Canadian website defaced by the Garuda Security

Of course, they are trying to limit Israel’s logistics capacity as well. Even though this time, the
port is of the sea rather than of the air, the aim is the same. Team Insane Pakistan claims to
have dumped the entire database of the Haifa Port website.
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Team_insane_Pakistan

¥ Largest port of the Israeli regime Haifa Port website whole
database dump

Team insane pk
All users details dump @ =~

Database link:-

Team Insane Pakistan’s database dump of Haifa Port

Although it is not very similar to the incidents we have discussed so far, we see an

interesting pattern and another example of the Indian educational sector — and the
healthcare sector — being targeted heavily. It is not known how conscious hacktivists are on
this issue, but the fact that South Asian hacktivists generally attack India and prefer to disrupt
civilian life instead of targets that can make a concrete contribution to the war seems to be
an insight worth taking note of.
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INFINITE INSIGHT.ID
Forwarded fromm CYBER ERROR SYSTEM

+] ZIONISM SUPPORTERS [+]

GOT HACKED CYBER ERROR SYSTEM

* MALANG BLACKHAT Ft ./ANON_LX02 WAS HERE 1!l
INDIA
ZIONISME
. THE COUNTRY WAS SUPPORTED ZIONISM

CHECK: ¥ V¥V ¥

COUNTRY: INDIA

Greetz: Ganosec,GbAnon17,Hacktivistindonesia,
GarudaSecurity,CyberSederhanaTeam,Infinitelnsightld, HizbullahCy
berTeam,EstemRestorationEagle,Malang Blackhat,Siber Team
X,Jateng Cyber Team.

Cyber Error System’s Telegram post, targeting Indian Governmental School

October 24, 2023

Hacktivist groups on both sides have predominantly used Telegram for coordination and
sharing since the conflicts began. However, a recent development may bring a change to this
situation. According to the Jerusalem Post, the “official” Telegram channels of Hamas and
the al-Qassam Brigades were blocked for users who had installed the app via the Google
Play Store on Sunday night. In response, Telegram explained, “Some of the channels you
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https://www.jpost.com/breaking-news/article-769852

follow may no longer be accessible on your version of Telegram due to Google Play’s
guidelines.” They also noted that these channels can still be accessed on other platforms or
by downloading the Telegram for Android app directly from Telegram’s website.

Additionally, Pavel Durov, Telegram’s CEO, has defended the decision to maintain Hamas-
related channels on the platform. He argues that this can potentially save lives by providing
information and serving as a resource for researchers and journalists. Durov contends that
removing these channels may not necessarily prevent harm, as Telegram users only see
content they subscribe to. The debate revolves around the balance between preserving
freedom of information and the risk of propagating misinformation and propaganda during
conflicts.
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Unfortunately, this channel can't
be displayed on Telegram apps
downloaded from the Google Play Store.

EP) npma Inona D1AY0] DY NEAN PRV T-0NNNN WY 2

Telegram post from pro-Israeli hacktivist group; The two “official” Hamas-Daesh channels on
Telegram have been blocked for access

Yesterday, we discussed how pro-Palestinian groups extended their targeting to countries
like Japan and Singapore. As the initial attacks were underway, numerous hacktivist groups
and individuals initiated efforts to focus on international entities supporting Israel and
generated hashtags on social media.
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GHOST PRINCESS™
@ barbby
Message to Operation Israel Hackers:

Target update.

#OpCanada #O0pltaly #O0plsrael #0plsrahell #OpUSA #0pUK #0plndia
#OpFrance #0pUkraine #0pJapan

Join us!

#tPalestine #Gaza Genocide #Gaza #FreePalastine

. GHOST PRINCESS™ @ barbby - Oct 11
Operation IsraHELL

JOINUS!

If you support Zionism you better secure your site because we are coming for...
Show more

A hacktivist’s call to Oplsrael hackers on Twitter

Similar calls and hashtags were circulated within hacktivist Telegram communities, resulting
in the targeting of nations that supported Israel.
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16G-10 2018

#OPCANADAY# ORITALYJ# OPISRAEL
HOPRUSAY# ORUKS# OPINDIA
$# OPER'ANCE]# OPUKR'AINER## OPYAPAN

JOINJUS!
(WEFSTANDAWITHIPALCESTINER _
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GanoSec’s Telegram post

Iranian hackers remain actively involved in these attacks, as evidenced by their sharing of an
Excel sheet containing the personal information of 7,000 Israelis. Moreover, within the same
Telegram group, there have been recent reports of attacks on healthcare institutions in India.

wbe= = - Haghjoyan

5 Prelasa Fewsls  Dan R Vew  Help ) Tl kst s s o do
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The information of 7000 thousands of unfortunate Israelis who are
looking for work! €

The database includes: name, surname, national number, phone
number, email, educational background, military activity history of
individuals and....

They are good mice. They promise to work well
i e T T B e e e e B e e e

B35 Lo ,l5 JWs aS ey Ll e 7000 elelbl
05 )5 e 0o Jo3 piuus 93 (sl iige

Iranian hacktivist Telegram group, a proof video shared
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Industrial plants, water treatment facilities, and SCADA systems are consistently targeted.
The CyberAv3ngers group claimed they had successfully hacked Netanya’'s Waste Water
Treatment Plant, sharing screenshots from the facility’s systems. Similarly, the Stucx Team,
known for numerous SCADA hacks, shared images from an unidentified SCADA system.

CyberAv3ngers
@CyberAveng3rs

Netanya’'s Waste Water Treatment Plant Has been HACKED!!!

Alleged screenshots from various SCADAs

October 23, 2023

As the ongoing Israel-Palestine conflict persists across various fronts, we continue to witness
daily fluctuations in activities, but even the “cyber warriors” seem to take a breather on
weekends. So, we encounter fewer incidents compared to weekdays.

In this ongoing conflict, it’s inevitable that everyone involved becomes a potential target for
hacktivists. Japan and Singapore recently joined the global players in this arena.

GHOSTS of Palestine hacker group launched Distributed Denial-of-Service (DDoS) attacks
on Japanese government domains as part of their ‘#OpJapan campaign in response to
Japan’s vote in support of Israel at the UN. Additionally, other pro-Palestinian hacker groups
targeted Singapore. These groups include AnonGhost Indonesian from Indonesia and 4
EXPLOITATION from Malaysia and Ghost Team. Their combined efforts resulted in a cyber
attack on a theater institution in Singapore, leading to website defacement and a data leak.
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INDONESIAN

Stamped By
AnonGhost Indonesia X X Ghost Team

Message :
Pwned With A Dropped Database. Supporting Israel, will make you our enemy

Greetz :

[ I I I 1

Thanks To :
i} 8]

== Tap Background For Music --

Screenshot of the defaced website by Pro-Palestine hacktivists

One of the important claims in recent days came from the Anonymous Algeria group.
Although the hacktivist group said that they infiltrated Israeli police devices and accessed
some sensitive files, they do not yet have any evidence of the accuracy of the claims.
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Anonymous’Algeria

. RS e T T e e T
s mymn

| After intensive efforts, our Anonymous Algeria team
successfully infiltrated several Israeli police devices and recovered

a multitude of sensitive files.

This endeavor was in response to the intense airstrikes targeting
the people of Gaza, where dozens of civilians were killed without
reason. Our group will disseminate these various files to the world.

== [ree Palestine We Stand With you ==

@ We Are Anonymous Algeria &

Anonymous Algeria’s claim

South Asian hacktivist groups continue to work together, as we saw in targeting Singaporean
organizations. The Civil Aviation Authority of Israel was one of the common targets.
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4 EXPLOITATION Channel
Forwarded from AnonGhost Indonesian

¥  ANONGHOST

INDOMNESIAN

dh

Governmental & Military

CAAI

Civil Aviation Authority of Israel

CIVIL AVIATION AUTHORITY OF ISRAEL HAS BEEN
SHUTDOWN BY ANONGHOST INDONESIA & ANONYMOUS
INDONESIA

https://caa.gov.il/

=MAY ALLAH MAKE IT EASY FOR ALL OF US, GREETINGS ANONGHOST INDONESIAN =

(G @enonghost_ld + ([@anonghosid % @vYourAnonid_

CIVIL AVIATION AUTHORITY OF ISRAEL has been Shutdown By

AnonGhost Indonesia & Anonymous Indonesia
AnonGhost Indonesian post is also forwarded by other hacktivist groups.

The Turkish hacker group Ayyildiz Tim, known for its large Twitter following, has claimed that
they’ve acquired classified military data, exercise records, and personnel details from the
Israeli Ministry of Defense. Nevertheless, the screenshot they posted seems to only display
citizen identification information. Furthermore, some Twitter users have pointed out that the
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shared data matches what was previously posted on “breachforums,” casting doubt on the
validity of the claim. This serves as a reminder that it's wise to approach any assertions

made by hacktivist groups with a measure of skepticism.

Ayyildiz Tim (&
@AyyildizTim209

israil Savunma Bakanliga ait cok gizli askeri veriler, tatbikat verileri ve
personel verileri Ayyildiz Tim tarafindan hacklenip ele gecirilmistir.

Tark’un gucunu goreceksiniz!

Sessizce nobetteyiz!
#AyyildizTim
Translate post

s

- - - .
- -

o - g e § =
LR | pe - - -

- & & -

Ayyildiz Tim’s twitter post

One last incident of significant importance and contention revolves around the alleged
intrusion by the Yemeni hacker group R70 into the systems of the Israel Electric Corporation,
effectively gaining control. While Yemeni hackers may find themselves on opposing sides in
the Yemen-Saudi Arabia conflict regarding pro-Palestinian hacktivist groups, the concept of a
shared adversary appears to be a unifying factor.
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Forwarded from We are team_r70
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Israel Electric Corporation
The infrastructure of the Israeli energy company was hacked by
Yemeni hackers and controlled the ERP / MRP system. And

withdraw all data Israel Electric Corporation

Cyber attacks will not stop on the systems of the Zionist entity.

We are fighting you in reality and on websites

R70 here

Yemen boy here
Yemeni hackers here
YE_1337

R70 claims to breach Israeli energy company

October 20, 2023

We witness day by day that the cyber field is one of the most significant fronts of the war.
Israel, which makes great efforts in defense, is also seeking complete coverage in this field.
Israel is swiftly developing a cyber defense system called the Cyber Dome, inspired by the
Iron Dome. It uses Al to filter cyber threats and involves experts from government
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departments, including the IDF and intelligence agencies. The Israel National Cyber
Directorate is leading the effort, with contributions from private entities. While initially
announced in 2022, it's apparently gaining momentum by now, due to recent events. Specific
system details are yet to be disclosed.

However, before the cyber dome is closed to Israel’s cyber lands, pro-Palestinian hacker
groups will apparently continue sending their cyber missiles in DDoS format. Government
bodies, one of the most obvious targets, have been subject to DDoS attacks since the first
day of the war. The Israeli Ministry of Defense is at the top of these targets.

GANOSEC TEAM

Down Ministry Of Defense Israel

GanoSec’s Telegram post with check-host verification

After announcing yesterday that it would take the pro-Palestinian side, ChaosSec said it
would target gov[.]il, an Israeli government website.
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ChaosSec

nttps://www.gov.il/ FnaeHbIA roc cat Mapanna naet Haxyi

ChaosSec’s Telegram post: The main state website of Israel is going to hell

Unfortunately, one area where cyber missiles fall seems to be hospitals and clinics. Israeli
hospitals and Israeli Ministry of Health websites were again targeted by GanoSec.
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Shared by user named Xv888 on GanoSec’s channel
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WeedSec, on the other hand, carried out a defacement attack on a clinic, and its effect

seems to continue.

WeedSec @

https:/;
il =israel

#1r estine
Hagar Negev Peled clinic

they bombed our hospitals
WeedSec’s Telegram post with defaced website

Alleged screenshots from SCADA systems continue to come from groups every day.
However, sometimes, it can be not easy to verify these images.
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We will not remain silent if our Palestinian brothers are touched by
you stupid Israel we will attack until the end

WE STAND AND UNITE FOR PALESTINE

Don't Play With The Darkness

@ Partner Communications Ltd. @

The Cyber Watchers’ forwarded Telegram post, breached SCADA screenshots

The Cyber Watchers group that we recently observed shared many screenshots from various

Israeli SCADA systems.
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We will not remain silent if our Palestinian brothers are touched by
you stupid Israel we will attack until the end

WE STAND AND UNITE FOR PALESTINE

Don't Play With The Darkness

& Partner Communications Ltd. &
The Cyber Watchers’ Telegram post, breached SCADA screenshots

In the update we shared yesterday, we included a call for unity and common purpose for
hacktivists on the Anonymous (D) channel. Maybe we may have started to see the fruits of
this today. This evening, a call was made on the 4 Exploitation channel to unite and attack
against Israel. It was also emphasized that the type of attack made does not matter, but the
same target is key.
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4 EXPLOITATION Channel

FREE
PALESTINE

We are doing some Party Tonight.

XA ER R R R R RN

All Hackers/Hacktivist are Welcome. Let's Attack Israhell. We'll do
all pOc, deface , DDoS, SQL, any are Allowed.

Let's Unite. Let's Be One.

4 Exploitation’s call to hackers

As we have memorized by now, targeting allied countries other than Israel has become a
classic situation. Turk Hack Team (THT) targeted a US-based organization in the context of
conflict and shared a major database leak. Yet, one of the interesting points is that the
targeted organization is an organization called The Art Story, a foundation, which
unfortunately reveals that all kinds of institutions are potential targets.

54/121



US | theartstory.org Database Leak # 1M #
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United States | theartstory.org

TURK HACK TEAM q f ANKA RED TEAM

THT’s Database leak post in a Turkish-speaking forum

The ongoing conflict between India and South Asian states extends into cyberspace, where
they find themselves on opposing sides of this war. In response to BlackDragonSec’s
declaration of support for Israel, the Infinite Insight group released a retaliatory message.

INFINITE INSIGHT.ID

1;! INFINITE INSIGHT.ID
* We blackdragonsec Stand with Israel and will be starting ...

Ok I'm from. Indonesian Team Will Attack India for the 3rd Time
Starting Today Until Money is Not Determined for Op India &

By Infinite Insight.id - Ganosec - GbAnon17 - Hacktivist Indonesia -

GarudaSecurity - CyberSederhanaTeam - HizbullahCyberTeam -
EstemRestorationEagle - Cyber Error System - Jateng Cyber Team

Infinite Insight’s answer to BlackDragonSec
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In a recent update to WhatsApp, a structure similar to Telegram channels was offered to
users, and hacktivist groups also started to use it. Although WhatsApp allows participants to
hide their personal information while joining the channel, but if misconfigured, critical
personal data such as phone numbers can expose you to these groups where hackers take
part.

Team_insane_Pakistan
Assalam-o-Alaikum this is our official WhatsApp Channel for
updates about our Attacks and some unique Tricks @ W

8LNcnEQIafK)

-Team insane pk

WhatsApp.com
Team insane pk
WhatsApp Channel Invite

Team Insane Pakistan’s WhatsApp channel announcement

October 19, 2023

Even if the silence continues relatively in the Israel-Palestine conflict, a few incidents today
are critical. Soldiers Of Solomon, a hacktivist group, claimed to have taken control of assets
such as over 50 servers and security cameras in the Israeli Nevatim military area.

They then made a huge and hard-to-believe claim that they had exfiltrated 25TB of data and
encrypted it with ransomware. They also shared screenshots, satellite images, and security
camera images from many computers and servers as proof of concept. Moreover, they
added that they also collected information about Nevatim air base pilots’ personnel data and
their families.
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WELCONE

The Soldiers of Solomon have taken full control of more than 50
servers, security cameras and smart city management system in
Nevatim military area. Once we got access to those targets, we
exfiltrated 25TB of data and ransomed them via our customized
Crucio ransomware (Ltd).

Soldiers Of Solomon’s Telegram post, flood continues with proof of concept images

Blacksec, in collaboration with the owner of Ghostsec, is directing its efforts towards more

than 100 Modbus systems. Should they achieve their objective, this attack could potentially
disrupt industrial systems and other vital infrastructures.
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BlackSec

We have started mass attacks on Israeli's ModBus System
crashing over 100 systems!

All of these attacks have the potential to shutdown Industrial
Machines, Critical Infrastructure and a lot more!

This is our first public attack, but not the last.

BlackSec’s Telegram post, they added that the attacks will continue
Another issue we have become accustomed to is targeting pro-Israel countries. Dark Strom

also joined this trend, threatening all of Europe, and they said that its first attack would target
France.
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Dark Strom Team

K STORM

TEAM DARK STORM

We will attack any country with an infrastructure that
supports the occupying entity. We will start with France,
and we will paralyze the infrastructure and websites. The
next strike will be on Europe and on the occupying entity.
We have not shown mercy to you.

#DARKSTORM
#OPISRAEL
#OPUSA
#0PFrance

Dark Strom’s Telegram post targeting France

South Asian hacktivist groups, on the other hand, seem to spare time for Israel when they
are not targeting India. In a Telegram post, they are trying to carry out an extreme amateur
attack at 9 PM in Malaysian time and 4 PM in Israeli time. Attack methods consist of fraud
facts, swearing, and insults.
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Mel Ariffin in Attack Israel until it is torn apart . |

Get Ready 9pm tonight.. now a lot of people are working
and can't focus..

9pm malaysia brsamaan 4pm tel aviv .. at that time maybe
they are working casually, we attack their tele..

our strategy is

<~ we all gather together to attack people's telegrams at

9pm with Palestinian facts/fraudulent facts/insults... let

them get away with banning some of us because it takes
time..

<~ Makesure settings are ready for your phone privacy, hide
the phone number. Hide dp or change to a dp that scares
them haha

<~ Secure your Telegram account first with 2-step
verification to avoid being hacked by the Israeli bastards

11 Later, before starting, let's prepare some copywriting
essays (in English) in the form of fraud facts / Palestinian
facts / swearing etc. It's easy for us to copy and paste each
other.. make long essays straight away because the
channel has a 10s timer.. if you have it, you can be

ready First, I'll just paste it when | open the comment
section

, 50 now please let's focus on the real task first, let's talk
less.. gather energy for tonight.. let's beat their psychology

#opsbadai #israelcuak #israelkoyak
t.me/opsTorn/323 edited Oct 19 at 04:40

Mentioned Telegram post, translated via Google

Another scheduled attack came from the IRoX Team. IRoX Team has declared cyber war
against Israel and the countries supporting Israel. The group shared their target countries
(scheduled ones):
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Oct 20: Brazil, Canada, Poland, Spain
Oct 25: India, United Kingdom, Australia

Oct 30: France, Norway, Austria, Germany

IRoX Team

Cyber Attack Warning - IRoX Team

We always stand by our Palestinian Muslim brothers. We
have declared cyber war against Israel as well as those
who support Israel.

The scheduled cyber attacks are as follows:

1. Date: 20th October 2023
Targeted Countries - Brazil, Canada, Poland, Spain

2. Date: 25th October 2023
Targeted Country - India, United Kingdom, Australia

3. Date: 30th October 2023
Targeted Country - France, Norway, Austria, Germany

We will completely destroy the cyberspace of those who
support Israeli Jews.

We are not organization... We are Community with Unity!
Our Decision is not depends on One Group! Expect us!
We are IRgX CommumrY

IroX Team’s cyber attack warning

The ChaosSec group, which remained silent on the issue for a long time, was one of the
groups that announced that it would take the Palestinian side.
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. ChaosSec -"ﬂ

I've been following the situation for a long time, it's time to
speak up and take action. Israel started mass genocide,
they are no different from Ukrainians, so | decided to
launch massive attacks against Israeli government
agencies and hack their structure. If anyone wants to join,
write @ChaosNoName

t.me/ChaosSec/1459 1.7K @& 0Oct 18 at 09:32

ChaosSec’s Telegram post

A post was shared on the Telegram channel called Anonymous (D) as a criticism that
hacktivists sometimes conflict with each other even when they have common goals.
Anonymous (D), who also uploaded a video, invites peace among hacktivists.

Important massage to the Brother's and Sisters of the Collective

Greetings citizens of the world, dear brothers and sisters of the
collective,

We would like to convey an important message to all Anons out
there. Please remember our code and cease the attacks against
each other! Our goals extend beyond mutual conflict. As a
collective, we have the opportunity to assist people by providing
vital information.

We must restore the collective to its former glory, lead by good
examples, and work together for a shared future. All people in this
world who support our code are warmly welcome in the collective.

We call upon all hackers and anons around the world to utilize
your skills and abilities wisely, and work together for the endgame!

Together, we can achieve great things.

Stop the infighting now, for we have to start a revolution.
Anonymous (D)’s Telegram post
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Another piece of news that was not an action but gave insight into future actions was the
reactions to US President Joe Biden'’s visit to Israel, which was shared in hacktivist groups.

AnonGhost™ Official Reply

- . " .
o el AHONGHOST
R rUA L T

Prayer Ecr‘-ﬁl?_'a!ﬁﬁi

Why has the US consistently backed Israel?

President Joe Biden visits Tel Aviv a day after
hundreds were killed in an explosion at a hospital
in Gaza.

The United States has firmly backed Israel in its
war against Hamas in the besieged Gaza Strip.

Israel launched a campaign of intense air raids on
the Palestinian territory after fighters from Hamas
attacked southern Israel on October 7.

Mengapa AS secara konsisten menyokong
Israel?

Presiden Joe Biden melawat Tel Aviv sehari
selepas ratusan terbunuh dalam letupan di
sebuah hospital di Gaza.

Amerika Syarikat telah menyokong teguh Israel
dalam peperangannya menentang Hamas di
Semenanjung Gaza yang terkepung.

Israel melancarkan kempen serangan udara
sengit di wilayah Palestin selepas pejuang dari
Hamas menyerang selatan Israel pada 7 Oktober.

B

AnonGhost’s Telegram post about the visit

On the GhostlLocker Telegram channel, we covered in an article yesterday, they shared that
they thought GhostLocker worried Israel. It is not known how much concern it will cause in
Israel, but the new RaaS model they have introduced has the potential to start a new trend in
the world of cybercrime.
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https://socradar.io/ghostlocker-a-new-generation-of-ransomware-as-a-service-raas/

solutions to the Israel-Palestine conflict. The escalation of cyberattacks only serves to

increase hostility and make the search for mutual understanding more difficult

Instead of resorting to destructive cyber tactics, the parties involved should prioritize
dialogue, negotiation and compromise to find a solution that benefits both communities

and promotes peace in the region

As the international community watches these events with concern, it is imperative that
meaningful steps be taken to address cyber vulnerabilities and work towards a peaceful

resolution of the Israel-Palestine conflict

The esczlation of cyber attacks in the Israel-Palestine conflict, with the recent cyber
attack on Mekorot and 44 other similar incidents, underscores the urgent need to take

concrete measures to safeguard the security of both nations and their citizens.

['he situation has become even more worrying with the appearance of GhostLocker, a

particularly malicious ransomware developed by the pro-Palestinian group GhostSec.

The appereance of GhostLocker seems worrying to Israel @

If Israel is worried, | think it says enough about how effective
GhostLocker is...

So don't miss out ®

GhostLocker developed by Pro-Palestinian GhostSec, mentioned Telegram post

October 18, 2023

In the aftermath of the heart-wrenching tragedy that claimed the lives of numerous civilians,
the cyber world has seen many responses. However, it's a relatively subdued day in terms of
tangible actions. Naturally, it's evident that this tranquility may well be the precursor to more
turbulent times ahead.

This situation was called “Bloody Tuesday” by pro-Palestinian groups, and Israel was
condemned. However, no action plan was shared.
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WE ARE KILLNET _
Forwarded from = Mucape 13 WTa6a /

17.10.2023
"KpoBaBbliA BTOPHUK"
Tak 3anNOMHAT 3Ty AaTy B MCTopumn 00 eBpesx.

[MokaxuTe 310 Brem!

10/17/2023
"Bloody Tuesday"
This is how this date will be remembered in the history of the Jews.

Show it to everyone!

KillNet’s Telegram Post condemning Israel

Pro-Palestinian groups are consistently working on expanding their numbers. The
AnonGhost group is trying to bolster its ranks as part of the #Oplsrael protests, and other
hacktivist organizations are disseminating this message.
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GHOSTS of Palestine

IBNGHOST,

»
E EVERYW
- =

Message to Operation Israel Hackers:

We require 150 to 250 people from the cyber field #C
#Hackers #Hacktivist.

If you support operation Israel hacker teams, then we invite you to
Join to pwned and take down Israel anytime. We will be capable of
taking down any moment of time if you Join us.

The AnonGhost’'s message shared on other Telegram channels as well

The ICC’s manifesto, which we shared yesterday, appears to be yielding results as Pakistani
hacktivist factions are allegedly uniting.
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|.C.C. (ISLAMIC CYBER CORPS)

01:22

118.3 MB

3

Announcement : Our All
Pakistan's F‘;*ret Hidden
Teams will Join the

ISLAMIC CYBER CORPS (ICC)

Pakistan's B¢ TOP Secret Hidden Groups Have joined the ISLAMIC
CYBER CORPS (ICC)

INSHALLAH more will Join us Soon "+ L %

ICC’s Telegram post with a video announcement

The Cyber Avengers group asserts that Israel’s vital infrastructure has again fallen victim to
hacking, with several distressing incidents reported in Yavne and Nahariya. The group has
shared screenshots with cybersecurity companies, although there has been no confirmation
yet.
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Cyber Av3ngers
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MR Soul is coming for Gaby Portnoy! @

Screenshots shared by Cyber Av3ngers regarding their claim

We have witnessed hacktivists and threat actors sharing various tools and scripts to serve
their cause and increase the number of people taking action, a case we have been
witnessing for days. A similar script is shared on a Turkish-speaking hacking forum to
support Palestine, but they do not hesitate to ask for a fee this time.
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Selamlar dostlar, @ 1 dostumla bugun yaptifimiz script satiyoruz.

NEDEN SATIYORUZ?

Agikca sdylemek gerekirse reklam + hosting masraflarini karsilamak icin scripti SADECE 3 KISIYE satma karan aldik. Ve uygun fiyattan tuttuk.

FIYAT NEDIR?

Fiyati sadece dolay! uygun tuttuk ve olarak belirledik.

Script'i satin almak veya goruntilemek icin bana veya 1 ' a yazabilirsiniz.

Telegram API'si ile bildirim sistemi igindedir.

Odeme Yontemlerimiz: g
The post on a Turkish-speaking hacker forum

October 17, 2023

Today, hacktivists continue to share their attack methods with their followers, as we observed
yesterday. For instance, the AnonGhost group is distributing a script that helps users identify
and exploit a vulnerability called CVE-2023-29489. The effectiveness of this script may be
questionable, but it reflects the ongoing trend of information sharing within the hacktivist
community.

AnonGhost Official

0 CVE-2023-29489.py

AnonGhost’s Telegram post, sharing Python script for the mentioned CVE

Similarly, the ./CsCrew group regularly selects new targets and recommends Denial of
Service (DoS) tools to their followers in their Telegram channels. They claim that these tools
can bypass Cloudflare’s security measures, highlighting hacktivist activities’ bold and
audacious nature.
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JCsCrew

o

L.
" PORT:443

| .

———— WAF:CLOUDFLARE

Assalamualaikum dan salam pembebasan,pada malam ini kita
akan menyerang website laknatullah israel.Dengan lafaz alll oiu
ex=3)l paz3l ini target rasmi kita pada malam ini.

Tools yang berfungsi:
(Ddos tool yang boleh bypass Cloudflare)

ntps
NUbD.CoMmu
Hanya gunakan tools yang boleh bypass cloudflare sahaja.Supaya

website mudah dibadai!
./CsCrew shares their targets and tools daily

The Islamic Cyber Corps group issued a rallying call by releasing a jihadist manifesto, urging
all Muslim hacktivists to come together, articulate their objectives, and encourage them to
pursue more substantial actions, emphasizing that common attacks like DDoS and
defacement fall short of their aspirations.
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—BEGIN PGP SIGNED MESSAGE—
Hash: SHAS12

In the name of Allah, the Most Compassionate and Most
Merciful, and with heartfelt reverence and gratitude for His
blessings, along with the peace and blessings upon the
Messenger of Allah, his family, and honored companions,
we, the collective representatives of the Islamic Cyber
Corps, extend this message to our brothers and sisters in
the Muslim ummah.

First and foremost, let it be known that our mission extends
far beyond the realm of hacktivism. We stand united as a
formidable front, a consortium dedicated to advancing the
cause of Muslim hacktivist teams. Our Inception was
guided by the noble intention of facilitating the coordinated
execution of cyber-attacks across diverse groups, with the
goal of maximizing their efficiency and impact. We [abor
tirelessly to craft strategies of the highest caliber, bearing
in mind both short-term objectives and long-term
aspirations.

Secondly, we are deeply concemned by the prevalence of
hacktivist entities driven solely by the pursuit of personal
fame and glory, neglecting the genuine cause of cyber
jihad. It is with urgency that we address our message o
those sincere hacker teams who remain steadfast in thair
commitment to serving the cause of Allah and the entire
Muslim community.

Thirdly, it has become evident that rudimentary cyber-
attacks, such as website defacements and brief Distributed
Denial of Service (DDoS) assaults, bear limited influence in
the physical world. In response, we have embarked on the
establishment of a coordination center designed to foster
collaboration among Muslim hacktivist teams. This
endeavor does not undermine the autonomy or individual
recognition of participating teams but rather aspires to
create an institution that streamlines coordination, shares
resources, devises strategic plans, resolves disputes, and
even provides escrow services to facilitate dealings with
external parties. It is noteworthy that any proceeds
generated from federal services, such as escrow, will be
reinvested to support emerging teams lacking the
necessary financial resources.

in these trying times, we are called to unite and respond to
the call of jihad. Our Muslim brethren and sisters are
suffering dire trials, threatened by perilous circumstances,
while our focus remaing diverted by the allure of parsonal
acclaim and fame. It is incumbent upon us to cast aside
internal disputes, renounce the quest for personal glory,
and eschew childish behaviors. We must stand united in
the face of the malevolent forces at work.

We fervently urge every Muslim hacktivist team 1o appaoint
a single representative who will engage with us through our
designated communication channels, You may reach out to
us via our contact bot at hitps:/

or communicate directly with the director of ICC at

hittps:) _ Thig act of solidarity will forti
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our collective resolve and empower us to confront the

sinister adversaries currently challenging our community.

l. C.C’s stétément and call to action

While hacktivism typically revolves around causing disruptions, the convergence of such a
large hacktivist community is poised to generate disruptions that extend beyond the
immediate horizon. What further underscores the significance of this situation is the
realization that not only the Israeli government and military will be in the crosshairs, but also
allied nations and occasionally even civilian infrastructure.

India, which has been exposed to more intense hacktivism than Israel, still maintains its
throne. Numerous database leaks, such as the News Database India leak, are shared in
South Asian hacktivist groups.
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INFINITE INSIGHT.ID

News Database India

format sql
data: 2023
lines 23640
size: 2G unzipped

Leaked By INFINITE INSIGHT - GANONSEC - CYBER ERROR SYSTEM -

South Asian hacktivist groups continue to target India primarily

Apart from India, NATO countries, which are also intense targets, frequently face disruptions.
Banque Banorient France and German Airways websites are critical sectors and targets
exposed to DDoS attacks.
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GANOSEC TEAM
Forwarded from INFINITE INSIGHT.ID

Tubs [N Mg

Server Error

eru i o preatem mith e R
e e wod &

% - =90
DOS By INFINITE INSIGHT.ID
Banque Banorient France offers a wide range of banking and
financial services provided for domestic and international

operations.

DOWN BY INFINITE INSIGHT.ID

Target

TEAM: GANONSEC - CYBER ERROR S5YSTEM - HACKTIVIS INDONESIA -

GARUDA SECURITY - GB ANON 17 - HIZBULLAH CYB3R TEAM -
Azrael Angel Of Death - PANOC TEAM

A bank in France was the target of DDoS attack
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1 Cyb3r DragOnz Team reposted
o Mysterious Team Bangladesh @MysteriousT34m@ - 5h
German Airways Website dropped for support Israel..
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Relevant searches

Flight
Reservations

Q

A popular target amongst the hacktivists, German Airways

When looking at the agendas of hacktivist groups, it sometimes seems that the issue is
entirely outside of Israel, but Israel continues to be targeted as well. Cyb3r DragOnz Team
allegedly took down the Israeli Air Force website and shared it on their Twitter accounts.
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11 Cyb3r DragOnz Team reposted

«e.... Cyb3rDragOnzTeam
@thehdwl__

The official website of the Israeli Air Force was downed by Cyb3r
DragOnz team

136 Ui po sl )l & o2l Sloil) (rawyl (rigyiSIYI R8gall bliw] a5 Cyb3r
DragOnz

iaf.org.il
check-host.net/check-report/1...

aAvir VeHahalal, Iit "', "Air and
operates as the aerial warfare
shortly after the Israeli

n serving as the Air Force

civilian aircraft and obsolete
> procured, including Boeing B-
js. The Israell Air Force played
'risis, dropping paratroopers at
sraeli Air Force performed

] air supremacy for the Emblem of the Israell Air and Space Arm
iitiated the VWar of Attrition, and | Founded 28 May 1948; 75 years ago
ieep within enemy territory. Country == Israel
| Syrian advances forced the Type Air force

Space force

5. Forced to operate under the

1 allowed Israeli froops on the | Role hEraware
Space warfare
Size 34,000 active personnell'!
| the United States. Among 55,000 reserve personnel ']
Falcon and F-35 Lightning II. 684 aircraft
Iced types such as the |Al Part of Israel Defense Forces

AF F-16s covered by six F-15s j -
raq. On June 9, 1982, the ebsite www iaf org il #

Cyb3r Drag0Onz Team’s tweet about the alleged attack
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Israeli hackers employed a noteworthy attack technique. The RedEvils group somehow
gained access to the Gaza Now Telegram channel, boasting over 1 million followers, and
successfully wiped out all its content. However, it appears they were unable to shut down the
channel.

Termux Israe| ==

- Edit
B
Gara now
Gaza Now - VI 8¢
Gazasupport@ 51 yoll go Lolgill
Nnad
-~ Invite Links
(£° ]
0o Subscribers
L |

347 144
Gaza not now?
VIIV2 nEra 9P 2 14N D 0Mvio RedEBvils-n D'2XE/-TD DMPRND
1M 0 N2 DDV NN "« 1ow" DIAZ0D DTV 2 N TN

JNK VAD V42 IX YNV DN INn°

NIV 17NN NN P10 0N TV MyTinn 2923 NN

fe .V DOMIEN 2% NNYYN YNNN

RedEvils’ different approach to hacktivism
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October 16, 2023

As we move into the second week of the Israel-Palestine conflict, the media is increasingly
flooded with sorrowful images, and this grim reality is further amplified in the cyber world as
more distressing visuals emerge. Cyber operations are rising in the landscape of hacktivism,
which seem to increase like an uncontrollable avalanche.

KillNet, a prominent figure in the hacktivist landscape in recent years, has remained relatively
quiet regarding significant actions, limiting its activities to sporadic incidents and threats.
However, they have recently taken a new step by establishing an exclusive Telegram
channel dedicated to engagements related to Palestine. Operating under the name KILLNET
PALESTINE, the group has publicly reaffirmed its collaboration with Anonymous Sudan and
declared its intention to focus its efforts on targeting Israel.
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KILLNET PALESTINE

KILL
TO THE PALESTINIAN

oy

KILLMET A U
& AnonymousSudan go KILLNET
gl G ey o JS by Juilpan] 1 (radSlg
& AnonymousSudan and KILLNET are standing against Israel and
anyone who supports the Zionist Entity

& AnonymousSudan u KILLNET esicmynarom npomue U3pauns u
gcex, kmo noddepxcusaem CUOHUCMCKYHO CyUHOCMb

KILLNET PALESTINE's first Telegram post

While pro-Israeli hacktivist collectives, predominantly originating from India, occasionally
launch minor attacks, they pale compared to the sheer scale of pro-Palestinian groups. The
number of pro-Palestinian groups, which we identify in dozens daily, persists in conducting a
diverse array of cyberattacks.
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A hacktivist group known as the Haghjoyan Team, boasting over 40,000 followers on
Telegram, boldly asserts that they have infected more than 5,000 Israeli citizens with
malware and claims to have gained access to a staggering two terabytes of data.
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The cyber attack on Israel by the Haghjoyan team infected
more than 5000 people with malware.
2 Terabytes of Israeli data
IP, FileLocation , UserName , Zip Code, Location, HWID , Current,
ScreenSize, TimeZone
Operation, System , Hardwares , phone number, MMI, Cookies
Login information , Information about telegram, steam, trust
wallet and other programs

Haghjoyan’s Telegram post, screenshots posted as proof
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Hacktivist groups are not just content with various attacks. They are trying to maximize the
damage they will cause by sharing the websites they have detected vulnerabilities with their
followers and other hacktivist groups.

4 EXPLOITATION Channel
Forwarded from AnonGhost Indonesian

¢ 4300 israel vulnerrabilty s...By AnonGhost Indonesia .txt

fMeaParty #

A list of 4300 Israeli websites with SQL injection vulnerability is shared on many Telegram channels.

Of course, the targets are not only military and government organizations. The Israeli mobile
application called Pango Car was claimed to be hacked, and while its data is shared publicly,
credit card information is sold separately. This shows that the actions taken are not always
guided by ideologies.

Another group, Cyber Av3ngers, allegedly breached Orpak, a retail fuel market solutions
provider in Israel. The released data suggests that the hackers managed to infiltrate Orpak’s
internal systems.
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Israel largest Pango Car Drivers details has been hacked

Pango is the leading car parking app most widely used in country

M\ Details:- Names, City, Region, Vehicle Number, start Time, End

Time, Billing Minutes
Mobile Application Pango Car allegedly hacked.

The database leak of Cyber Tech Israel, held in Tel Aviv, is also shared on Telegram, but the
fact that it is 2.8 MB in size and PDF format raises doubts about the leak.
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HIZBULLAH CYB3R TEAM < PUB >
Forwarded from GARNESIA TEAM om ==
3 DAYS CONFERENCE AGENDA [

AR SVTVBERTECH GL0BAL TEL AV 2023,

TEL 4TV | RAVILHON

3 DAYS CONFERENCE AGEMNDA
FEBAUARY 1

JANLIARY 37

OYBERTECH GLOBALTEL AV 2023

FNILH]II!

3 DAYS CONFERENCE AGENDA ey

https://www.cybertechisrael.com/ Database Dump 2023 LEAKED
E:‘r’ TEAM GAHNE%IA-—

Country:lsrael
Site Target: htt
Format: PDF
Size: 2.8 MB
Date: 2023

Database dump of CyberTech Global shared on Telegram

An illustration of the frequent cyberattacks we expected for NATO and its allies emerged as a
Singaporean hacktivist group conducted an attack. This Hacktivist Group asserted
responsibility for the takedown of the Naples International Airport website in Italy and
declared its intent to intensify its targeting of Italy.
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SYLHET GANG-5G

Naples International Airport Website has been Taken down By
SYLHET GANG

AS ITALY A NATO MEMBER WE WILL TARGET THEM MORE

Sylhet Gang’s Telegram post about the incident

One of the countries highly targeted since the first day of the war was India due to its political
agenda, and this situation continues. Educational institutions, in particular, are frequently
targeted, and sensitive data is leaked.

84/121



Moroccan Defenders Group

Thanks To Allah And You We got acces to "ZAkir Husain Delhi
College ( Located in India) " Sensitive data uploaded successfully to
our machind

A\ The data what we got contain a private files of Teachers And
Other Document , Support Israel people is a crime

Data leak of Zakir Husain Delhi College posted on Telegram

As we previously pointed out, hacktivists aim to amplify the extent of their impact, and here’s
another instance: the creation and unveiling of a mobile application designed to coordinate
diverse attacks. According to reports about the app named MyOPECS, shared by Stucx
Team, while it currently functions as a DDoS toolkit, it is expected to incorporate additional
features in the near future, including DNS Enumeration, Port Scanning, Directory Busting,
and Password Attacks.
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Although hacktivist groups can be serious threats, they lack complete organization. The
hacktivist group Moroccan Ghosts apologized for hacking a target by mistaking it for an

Israeli.

STUCX TEAM

418 490E 08 - O I @]

= DDoS Attack

arget:

Url ar IP Address

settings: Protocol | Port | Thread

Data to zend.

80

Send by HaxxOr Hery

START ATTACK

A DAL BLATEEE MR

PenTest Tool App By MyOPECS

Good news for Mobile hackers! We MyOPECS
will release an application on Google
Playstore & Apple Appstore for PenTest Tool
via smartphone!

MyOPECS PenTest mobile application
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3 Moroccan Ghosts £

LIST WAMACERS

Osalilul agil Lo Lk balally 5lgy dSyiy okl RADIUS el lyisl a3
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Ellall (4bgll alll
Rawad Company’s RADIUS system was mistakenly hacked, thinking they were Israelis. As an

apology from us, we have closed the security loophole in the system and will help them protect their
data...

October 13, 2023

Today’s hot topic is the escalation of cyber warfare to a global scale, a development that has
been gaining momentum in recent days. Numerous pro-Palestinian organizations have
initiated cyberattacks against governments and nations sympathetic to Israel worldwide.

It seems that South Asian hacktivists have decided to join forces with Dragonforce Malaysia
and act together. Of course, their target will be Israel and its supporter countries, but we can
also predict that India will get a larger share of the attacks.
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4 EXPLOITATION Channel

The announcement shared on the channels of many South Asian hacktivist groups

Mysterious Team Bangladesh announced they would target all NATO countries, India and
South Korea, but they added that they excluded Turkey. The reason seems to be Turkey’s
neutral approach to conflict, and the fact that it is loved by the people of South Asia, which

has a high Muslim population.
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1 #Update:

All these Nato members countries will be face cyber

attacks by us for support Israel & Silent about Palestine
ISSUE... ss s

Without Turkey.Qp

Not only Nato countries,
European countries also be attacked by us soon..

Asian Country - India, South Korea & more countries will be
attacked soon.

If they support Israel, after then their Cyberspace will be
fcked up.

#MTB

#MSF
#AlAqgsaFlood
#0OplsraelV2

Mysterious Team Bangladesh’s Telegram post targeting NATO

As they previously announced, Ghost of Palestine is one of the active groups aiming to
continue cyber warfare globally. It seems like they will target more pro-Israel countries.
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GHOSTS of Palestine TM < |

I European Countries, USA, Ukraine and India for cyber
war???

We just observe your situation right now about Palestine.
Be Ready - GHOSTS of Palestine p=

#MTB #AlAgsaFlood #0plsraelV2
t.me/GhostPalestine/8316 494 @ Oct13 at 08:58

Ghosts of Palestine’s Telegram post threatening Israeli allies

Mysterious Team Bangladesh had threatened South Korea, but another South Asian
hacktivist group today claimed responsibility for the DDoS attack targeting the South Korean
Ministry of Foreign Affairs.
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SYLHET GANG-5G
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We Claim The Responsibility for Attacking the Ministry of Foreign
affairs of South korea
For supporting Israel

Sylhet Gang brought cyber warfare to South Korea

India continues to be targeted even more than Israel, and one of the many attacks was on
Madhu Vachaspati Institute India today.
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GHOSTS of Palestine T™M 4

Madhu Vachaspati Institute India
HACKED BY CYBER ERROR SYSTEM

SITE : https://www.mviet.co.in/

#Cybererrorsystem
#ganosecteam
#hisbullahcyberteam
#hacktivistindonesia
#gbanon17
#garudasecurity
#SavePalestine

#0plIndia

#Oplsrael

#0OpUSA

t.me/GhostPalestine/8317 481 @ Oct13 at 09:05

Ghost of Palestine’s Telegram post about the attack

Stucx Team, on the other hand, not only targets Red Alert, the famous Israeli missile
protection system but also reveals how to do it to its followers. This system, which is of

critical importance for Israel, has been one of the number one targets of hacktivists since the

day the war began.
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STUCX TEAM

STUCX TEAM
Israel Gov Mail Server Has Been Pwned IP:147.2...

Hack & Spam Israel RedAlert Missile Mail Server:

*require Israel VPN

1. Open command prompt / terminal

2. Type: telnet . pres Enter

3. Wait for the response thn type: EHLO . pres Enter

4, Wait for the response, then type: MAIL FROM:<hacker-name>
. pres Enter

5. Type: RCPT TO:<staff mail> .me, then Enter. The RCPT

email can be any Israel Government email ends with

6. Type: DATA, then Enter

7. Then can insert your message

8. To send the email, press Enter then dot (.) then Enter again.

Hack & Spam Mail Apps RedAlert Israel:
*perlukan Israel VPN
1. Buka command prompt / terminal
2. Taip: telnet 25, tekan Enter
3. Tunggu jawapan kemudia taip: EHLO tekan Enter
4. Tunggu jawapan, kemudian taip: MAIL FROM:<hacker-name>

. tekan Enter
5. Taip: RCPT TO:<staff mail= , kemudian Enter. E-mel
RCPT boleh menjadi mana-mana e-mel Kerajaan Israel yang
berakhir dengan
6. Taip: DATA, kemudian Enter
7. Kemudian boleh masukkan mesej anda
8. Untuk menghantar e-mel, tekan Enter kemudian titik (.)
kemudian Enter semula.

Stucx Team’s guide to disrupt the mail server of the Red Alert

Even though KillNet announced its support for Palestine, there has been no major activity so
far. But today, de-facto KillNet leader KillMilk announced that he would take action with his
legion of 10,000 hackers. KillNet's more active role may also indicate that larger cyber
conflicts will occur in the coming days.
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WE ARE KILLNET
KillMilk’s Telegram post

October 12, 2023

In the ongoing Israel-Palestine conflict in the cyber world, DDoS and defacement attacks and
data leaks are frequently disseminated within hacktivist channels. However, quantifying the
extent of harm inflicted on the entities they aim for remains a challenge. While targets like
government websites, humanitarian organizations, and infrastructure systems do experience
certain disruptions, these actions typically result in no significant consequences beyond
temporary website blockages and annoyance.

Although it does not seem to cause immediate damage, one of the events that will cause the
most extensive damage in the long term may be the leaks containing many PII.
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roccan Ghosts &

Dataleak Israil

Data includes : User ID, username, mobile phone, status, package,
email, registration date, organization name, birthday, gender,
active mother, last purchase date, purchase details, balance, first
payment, renewal date

Moroccan Ghosts

Moroccan Ghosts hacktivist group shared a dataset containing many PIl and credentials.

As we discussed not long ago, Indian hacktivist factions represent the predominant share
among the few groups providing cyber support to Israel in the ongoing conflict. This scenario
places India in the crosshairs of numerous hacktivist collectives, particularly those of South
Asian and Pro-Palestinians. Thus, the underlying cause of this extra heightened attention is
the political discord between India and South Asian nations with substantial Muslim
populations, which adds a distinctive dimension to the situation.
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CYBER ERROR SYSTEM
Forwarded from GANOSEC TEAM

sel #0pAmerica
—

11- 15 Oktober 2023
will be a big Indian op again

JFakesecb66 - Ganonsec - Cyber Error System - Hacktivis Indonesia
- Garuda Security - GB Anon 17

Ganosec Team threatens India in their Telegram channel
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L §
HACKED BY CYBER ERROR SYSTEM

[ WARNING MESSAGE |
PLAYING IN THE DARKNESS, MOVING IN THE SILENCE
CYBER ERROR SYSTEMS BREAK THE LOGIC

"STOP ISLAMOPHOBIA"

Greatz
GARUDA SECURITY - HIZBULLAH CYBBR TEAM - JAKARTA ERROR SYSTEM
JATENG CYBER TEAM - GAN OSECTEAM FAKESEC - SIBERTEAM-X

South Asian hacktivist collective, defacement attack on National Savings Institute of India.

In parallel with the targets of physical warfare, pro-Israeli groups targeted a Lebanese

governmental website and temporarily blocked access. This is another indicator that the war

in the cyber world has spread everywhere.
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ran, K.,1|.,1_|
ran, Shiraz

ran, Tabriz

HHHH

ran, Tehran

srael, Tel Awiv Connection
[ § | :.1|:|' Milan T
& Japan, Tokyo Connection timed

|l:.l|r._:z!'_.|.5" r\_.:'.l.:|._l||'|r_;_:
= Lithasania, Wilnius Necton Tir 1 ST
il Moldova, Chisinau
= Metherlands, Amsterdarn
wm Poland, Poznan
mm Poland, Warsaw

Bl Portugal, Viana

Website Name: Ministryinfo
URL Checked: www ministryinfo.gov.ib
Response Time: na response
Last Down: unknown

(E=ID) Ministryinfo.gov.lb is DOWN
It is not just you. The server is not responding..

Report an Issue

Ministryinfo gov of lebanon has been tacked down "

Indian hacktivist’'s DDoS attack on Ministryinfo[.Jgov

We mentioned that ransomware groups are also starting to get involved, and today, in a
channel we observed, we saw that T.Y.G Team announced that they began ransomware
attacks.
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I.Y.G Team o |
Ransomware attacks have begun to be launched against
the Zionist entity, and we will target everything in Israel
and all countries that are affiliated with it, and we declare
full responsibility for the ransomware attacks.

#TYG_Team #1915_Team #Yemeni_hackers
#Arab_Hackers #Muslim_Hackers

T.Y.G-TEAM on X
Ransomware attacks have begun to be launched against the
Zionist entity, and we will target everything in Israel and all
countries that are affiliated with it, and we declare full
responsibility for the ransomware attacks.
-T.Y.G Team - 1915 Team
T.Y.G Team’s Telegram post,”Ransomware attacks have begun...”

Another interesting point observed today offers a strange insight into the internal structure of
hacktivist groups. END SODOMA group threatens people who leave their Telegram channel.
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=N D SODOMA

£S5 =NDSODOMA

selected actions

Georgiana |eft the channel
Ali left the channel
Ovidiu Duduia left the channel
nima left the channel
maxim left the channel
Desec (0x0) left the channel
A.. left the channel
Dragos Felix left the channel
Aneuy KE left the channel
Adina lleana Barbu left the channel
v3nd17n left the channel
James Keane |left the channel
Reeshabh left the channel
Dino left the channel
STUXnet--— left the channel
IMEOOY left the channel
zdrathustrd left the channel
October 12
King left the channel

£ A\THENA ¥ left the channel

Do you think as we don't come for you? & &

Oh, poor idiot's, expect us

$ 2

END SODOMA'’s threat

October 11, 2023

Today, the groups are carrying out attacks at an accelerating rate, and it's noteworthy that
these attacks are also directed at various targets on a global scale.

The Pro-Palestinian groups targeting at US and European organizations, including the
alleged DDoS attack on the European Parliament Traineeships website by a group known as

Mysterious Team Bangladesh.
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Team_insane_Pakistan

Forwarded from Mysterious Team Bangladesh

E] ep-stages.gestmax.eu/ websi -+ @

503 Service Unavailable

Mo server is available to handle this request

European Parliament Traineeships website dropped for
Suspend aid in Palestine.

Expect us..

Fck European Union..

Civilian targets, particularly those related to fundraising efforts, are vulnerable to attacks from
both sides, as seen when Team UCC targeted “Defending Human Rights in Palestine.”
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il - TeAm UcC OpErAtlioNs = illll

Connection timed out s :

What happened?

N Al-Haq | Defending Human rights in Palestine Taken Down By
Team UCC N

8 SITE :- https://www.alhaq.org/
¥ CHECK-HOST :- https://check-host.net/check-
report/123e8865kc13

¥ POC :- https://pikwy.com/web/652659489ad83d4dc13b137

Don't Think We Are Silent So, We Are Weak , We are Indians
Hackers !! §

#Fk_Palestine_supporters
#Fk Terrorist_hamas
#WeStandWithlsrael

#TEAM_ANON_101 #TEAM_UCC #TEAM_ICP #Anonymousindia

#UnknownCyberCult #Indian_Cyber_Punk #All_Israel_Supporters
Team UCC'’s Telegram post, Alhaq’s website was down for a brief time but continued to have access
problems throughout the day

Ghosts of Palestine, one of the most active hacktivist groups, has also announced its
intention to target not only Israel but also Europe and the United States.
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GHOSTS of Palestine

GHOSTS of Palestine

Cyber Warriors Join Us!

We are already attacking Europe Israhell =8 and we will attack
USA =

Let's fight for the freedom of Palestine!
Let's Hack The Planet For Peacel!
Solidarity with the resistance!

Operation Israel Hackers!
&3 |1 41

Ghost Of Palestine’s Telegram post

On the pro-Israeli front, they claim to be targeting Iran, which supports Hamas and have
shared a substantial database related to The Lorestan Petrochemical Company, totaling
nearly 1 GB.
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Gaza parking lot crew

i

="

oSl Ay a1 LT =
The Lorestan Petrochemical Company has one the large
petrochemical projects in west of Iran. The main goal of this
venture was to promote economic growth, job opportunities and
technical enhancement in the not developed areas. The Lorestan
Petrocemical Company located in 12nd km, Khoramabad-
Kouhdasht road.

Gaza parking lot crew

¢ Lorestan Petrochemical.zip

¢ database.sql

Gaza Parking Lot Crew’s Telegram post
Other significant incidents for today are as follows:

AnonGhost claimed to get the API key for Israel’'s Red Alarm system.
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AnonGhost Official
// Initialize Firebase
var config = |

apiKey: "ATzaSeruiaiaBnnnsm iR h i) " |
authDomain: " eseeymesisbsibishesseesme. con" ,
projectId: eemiewysesimieoos " ,

databaseUrL: "https:// coseseesleibisieimslmism——""

storageBucket: " Sudinepesheibieid e’ . © Ol ,
messagingsenderId: "6 e g

}s
firebase.initializeApp(config);

var _user;

var _username;
var firebaseRef;
var alertRef;

var simJson = '{"datafrh D Ll s B2F 28d 15271, "created”:
function initFirebase() {
var config = |
apikey: ALzl .
authDomain: "pikud- siss———
databaseURL: "https://pikud- sisbekdsbns: on" ,
projectId: "plkud e
storageBucket: "pikudesbisseesesnn
messagingsSenderTd: "3 ke
¥

i

"id" : "15TVEEEIET,

"title" : "Front Command Alerts",
"data" : []

¥

AN EYE FOR AN EYE.

API KEY RED ALARM SYSTEM ISRAEL PWNED BY ANONGHOST .
THESE API KEY USED FOR ALL ISRAHELL RED ALARM SYSTEM .

AnonGhost’s Telegram Post about alleged incident

Team Insane Pakistan is targeting Bank Israel with DDoS attack.
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4 EXPLOITATION Channel
Forwarded from Team_in Pakistan

Bankisrael.gov.il Server Status Check

Website Name: Bankisrael
URL Checked: www.bankisrael.gov.il
Response Time: no response
Down For: more than a week

L) Bankisrael.gov.il is DOWN for everyone.

It is not just you. The server is not responding...

Report an Issue

Bank Government of Israel has n down

Team insane pk was here g\

Team Insane Pakistan’s Telegram Post and screenshot of proof

SkyNet allegedly published 6.5 million people’s data from Israel.
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arded from Mr mohammad

\L elector.co.il.7z

Election information database Number:
6.5 million people Volume: 813.6MB
Country: =% |srael. Received from the

SkyNet’s Telegram post, 7zip file attached

Another prominent topic of today was the fact that posts in the context of the Israel-Palestine
conflict began to be made in hacker forums. Posts from threat actors from both sides fill
trending topics. Israel Military Personnel data, Israeli insurance company’s database,
Palestine Ministry of Higher Education and Ministry of National Security credentials and
Palestine Ministry of Foreign Affairs database are among the few.

Education and Email Ministry of National Security]
7 AM

Hig Juca tific Resear
URL: https:/ferp.mohe.gov.krd/
User: adil jardo
Password: SeZaR1986

URL: https:/fwebmail. gov.ps/webmail/
User: pdgd@moi.

ps
Password: NNtB4h$S

ar;-ai: Data Personal

t ! Data base & beakage | Dutnhase and leakage

On many hacker forums Israel-Palestine conflict-related posts and leaks are published

Below are domain names created in support of Israel in the ongoing Israel-Palestine conflict.
While some of these domains are legitimate, the majority serve the purpose of phishing.
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doma names 2.t healing-hands-1s
domain-names 2.t israel-erc.info
doma names 2 healing-hands
domain-names 2 christforisrael
doma names 2.t helpdisraelis
doma names 2.t saveisrael .vip
domain-names 2. txt:israellovewear.shop
domain-names 2. txt:gazavsisrael.com
domain-names 2.t s1l1conval leyforisrael.org
domain-names 2. netzahisrael.org
doma names 2.t israelarenas.com
doma names 2 helpdisrael.com
doma names 2 israelbagels.com
doma names 2.t backingi co
domain-names 2.t palestineisrael
domain-names 2.t is 2] -matters. i
domain-names 2. tx upportisraelwit
ong.or
domain-names 2. pandora israel
domain-names standwithisrael
doma names 2 withisrael.org
doma names 2.t emergencyhelpfori
domain-names 2.t israelviewpoint
domain-names 2.t aidisrael.net

domain-names 2.t : L istLr

doma names £.LX IronNsWordasi1sr

domain-names 2.t israelistrong
domain=-names 2 t srael-helpsite
domain-names 2.t standwithisrael
domain-names 2. usajewsforisrael
domain-names 2. sraelpost-jx
domain-names 2 israelwar.live
doma -names 2.t toda-israel.com
doma names 2.t iptv-israel.live

names Z.txt:amisraelhaiveks

-names 2.t standwithis

names 2.t musicforisrae

names 2. tx lupdates.

names 2. tx Lflags. stk

names 2. s-1srael.com

names 2 5 ortingisr

names 2.t i lvsgaza.c

names 2.t calisthemics-i Com

names 3.1ix brothersandsistersforisrael

names 3.t explainisrael.com

names 3.t amisraeljai

names 3.t keepingisraels

names

names

names 3. sraglterrorvict

-names 3 israeltechguard

names handsforisrael.com

names t israelunified.co

names 3.t amisraeli.com

names 3.t pickleforisrael

names 3.t sraeldoska.com

names 3. tx sraelicgrb.conm

names 3. trueviewisrael.n

names 3.t newstromisraell1v

names 3.1 sraeltechguard.c

names laryssaeisrael.co

names 3 helpisrael.info

names 3.t devastatingisrael.com

names 3.t usastandswithisrael.org

names 3. t miamihelpsisrael.com

names 3. .txt:angloisraeltruth.org

names 3.t ndiasupportisrael.com
takeakneef srael.com
uniteforisr Org
arm-israeli-c izens.com
israeltime2d.site
linkforisrael.com
israelhamaswar.com
nsuranceforisrael.com

names
names
-namegs
names
names
names
dTN=Names

W Rl Rl has el
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Domain names created to support Israel

October 10, 2023

As the intensity of the conflict, which has become an official war, increases, it continues to be
reflected in the cyber world similarly. As of October 10, many hacktivist groups have come
back to life, and countless operations and attacks continue to be shared non-stop on
Telegram channels.

Last week, the International Committee of the Red Cross (ICRC) released a set of guidelines
outlining rules of engagement for civilian hackers participating in conflict scenarios. However,
looking at the attacks, it seems that this call did not have much of a response. Civilian
infrastructures and organizations are also under attack.

Pro-Palestinian hacktivist group END SODOMA shared a piece of code to disable Israeli
alarm systems. Again, according to the post they shared on Telegram, it seems they
disrupted alerts, at least for a while.
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https://socradar.io/8-commandments-of-red-cross-icrc-to-hacker-groups-do-not-harm-civilians/

=N D SODOMA

END SODOMA'’s Telegram Post, Code piece for disrupting alert systems
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Run it on google colab. The app crashes

2 @ 2

=N D SODOMA

A Error

Invalid token, Please reinstall the App.

END SODOMA:’s following post

Israeli government sites, media agencies, and military systems are the most targeted
systems. The preferred attack vector is usually DDoS. Israel Space Agency was also among
the targets targeted today.
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YourAnonT13x # ¥ W

- e g

W arca hige

¥ Israel Space Agency has been #TangoDown by
@YourAnonTI3x

4 https://www.space.gov.il/ | Israel Space Agency

@’ Check-host: https://check-host.net/check-report/1236939dkfb3
We are YourAnonTI3x Group # . Expect Us.

#Anonymous #YourAnonTI3x #O0plsrael #FreePalestine
#MysteriousTeamBangladesh #Team_insane_Pakistan
#EagleCyberCrew #AnonGhostTeam #HackerFactoryGroup
#K0LzSecTeam #Mrlnsane #STUCXTEAM #KhalifahCyberCrew

#VSO Zone

YourAnon’s Telegram Post about disruption of Israel Space Agency’s website

Although the main target is governmental organizations, the civilian infrastructure also
receives its share of attacks. Healthcare, education and water systems are governmental
bodies but, they are also targets that affect civilian life.
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GHOSTS of Palestine
#0plsraelV2 Down by Mysterious Team Bangladesh

Mysterious Team Bangladesh is disrupting the governmental organizations.
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Team_insane Pakistan

Healthcare-israel.gov.il Server Status Check

Website Name: Healthcare-israel
URL Checked: healthcare-israel.gov.il
Response Time: no response
Last Down: unknown

L) Healthcare-israel.gov.il is DOWN

It is not just you. The server is not responding...

Report an Issue

Healthcare government of Israel website has been down

Team insane pk was here 4\

Team_insane_Pakistan is targeting Israeli healthcare

Many of the few pro-Israel hacktivist supporters are Indian hacktivists. In the cyber world, this
situation also sparks conflicts between hacktivist groups and leads to the targeting of Indian
groups.
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CYBER ERROR SYSTEM
* Kk Ok

sel #0pAmerica

India has Helped Israel Attacks Palestine in Cyberspace.

America Has Helped Israel, Sending Various Weapons to the Israeli
Army, to kill Hamas troops.

we will fight for Palestinian independence, in cyberspace.

. Telegram post of CYBER ERROR FORCE targeting India.

In a major attack today, SiegedSec and Anonymous Sudan teamed up and targeted Israeli
Infrastructures. It seems that their collaborations, like their operations, will continue.
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SiegedSec

BacAstip. tat

nodule
module spains
module against

meow meow~ AwAh

We have unleashed mass attacks on Israeli infrastructure,
including but not limited to;

- Global Navigational Satellite System (GNSS) Receivers

- Building Automation and Control Networks (BACNet)

- Modbus Industrial Control Systems

All of these attacks have the potential to shut down industrial
machines, critical infrastructure, and more. These attacks have

SiegedSec’s Telegram post

There was only one recorded attack during the day from pro-Israeli Indian hacktivists.
Palestinian network devices were targeted in the attack, in which Team UCC and
Anon_Sec_101 worked together.
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Garuna Ops
Forwarded from ilhll « TeAm UcC OpErAtioNs = illill

Ellevel iD{iceyedn 2

eI

------

N Palestinians Network Devices Has Been Hacked By Team Ucc
& Anon_Sec_101 §

Don't Think We Are Silent So, We Are Weak , We are Indians
Hackers !!

Team UCC'’s Telegram Post, forwarded by Garuna Ops

One of the interesting events is that the conflict has also attracted the attention of ransom

groups. Ransomed.vc is trying to purchase access available in Iran and Gaza-affiliated
countries.

Ransomed vi

RansomVC is now buying access in the following countries: Iran

palestine®® or any gaza affiliates countries, Message

Ransomed.vc’s Telegram post, seeking for access sales

Track Dark Web Activity with SOCRadar
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With SOCRadar’s Cyber Threat Intelligence and Digital Risk Protection modules, you can
effortlessly keep a constant watch on threat actor activities in every surface of the web,
including Telegram channels.

SOCRadar’s Digital Risk Protection module makes it simple to monitor the actions of threat
actors. The Dark Web Monitoring tab automatically provides pertinent information about
products and technologies discovered within your digital assets. Conversely, Dark Web News
shares significant updates from deep and dark web forums, social media platforms, and
communication channels like Telegram, complete with screenshots and textual content.

Discover whether your data is at risk from threat actors and take steps to mitigate these risks
in your digital assets. SOCRadar conducts routine internet scans to identify new Telegram
groups where your company’s leaked data may be found. Moreover, it promptly alerts you to
any information related to your organization.

SOCRadar, Dark Web Monitoring

. Your Shield Against Cyber Adversaries
‘ : ybe r I h re a t is even stronger now!
—————,

Intelligence

PROTECTION OF PERSONAL DATA COOKIE POLICY FOR THE INTERNET SITE

Protecting your personal data is one of the core principles of our organization, SOCRadar,
which operates the internet site (www.socradar.com). This Cookie Usage Policy (“Policy”)
explains the types of cookies used and the conditions under which they are used to all
website visitors and users.
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Cookies are small text files stored on your computer or mobile device by the websites you
visit.

Cookies are commonly used to provide you with a personalized experience while using a
website, enhance the services offered, and improve your overall browsing experience,
contributing to ease of use while navigating a website. If you prefer not to use cookies, you
can delete or block them through your browser settings. However, please be aware that this
may affect your usage of our website. Unless you change your cookie settings in your
browser, we will assume that you accept the use of cookies on this site.

1. WHAT KIND OF DATA IS PROCESSED IN COOKIES?

Cookies on websites collect data related to your browsing and usage preferences on the
device you use to visit the site, depending on their type. This data includes information about
the pages you access, the services and products you explore, your preferred language
choice, and other preferences.

2. WHAT ARE COOKIES AND WHAT ARE THEIR PURPOSES?

Cookies are small text files stored on your device or web server by the websites you visit
through your browsers. These small text files, containing your preferred language and other
settings, help us remember your preferences on your next visit and assist us in making
improvements to our services to enhance your experience on the site. This way, you can
have a better and more personalized user experience on your next visit.

The main purposes of using cookies on our Internet Site are as follows:

e Improve the functionality and performance of the website to enhance the services
provided to you,

e Enhance and introduce new features to the Internet Site and customize the provided
features based on your preferences,

o Ensure legal and commercial security for the Internet Site, yourself, and the
Organization, and prevent fraudulent transactions through the Site,

« Fulfill legal and contractual obligations, including those arising from Law No. 5651 on
the Regulation of Publications on the Internet and the Fight Against Crimes Committed
Through These Publications, as well as the Regulation on the Procedures and
Principles Regarding the Regulation of Publications on the Internet.

3. TYPES OF COOKIES USED ON OUR INTERNET SITE 3.1. Session Cookies

Session cookies ensure the smooth operation of the internet site during your visit. They are
used for purposes such as ensuring the security and continuity of our sites and your visits.
Session cookies are temporary cookies and are deleted when you close your browser; they
are not permanent.

119/121



3.2. Persistent Cookies

These cookies are used to remember your preferences and are stored on your device
through browsers. Persistent cookies remain stored on your device even after you close your
browser or restart your computer. These cookies are stored in your browser’s subfolders until
deleted from your browser’s settings. Some types of persistent cookies can be used to
provide personalized recommendations based on your usage purposes.

With persistent cookies, when you revisit our website with the same device, the website
checks if a cookie created by our website exists on your device. If so, it is understood that
you have visited the site before, and the content to be presented to you is determined
accordingly, offering you a better service.

3.3. Mandatory/Technical Cookies

Mandatory cookies are essential for the proper functioning of the visited internet site. The
purpose of these cookies is to provide necessary services by ensuring the operation of the
site. For example, they allow access to secure sections of the internet site, use of its
features, and navigation.

3.4. Analytical Cookies

These cookies gather information about how the website is used, the frequency and number
of visits, and show how visitors navigate to the site. The purpose of using these cookies is to
improve the operation of the site, increase its performance, and determine general trend
directions. They do not contain data that can identify visitors. For example, they show the
number of error messages displayed or the most visited pages.

3.5. Functional Cookies

Functional cookies remember the choices made by visitors within the site and recall them
during the next visit. The purpose of these cookies is to provide ease of use to visitors. For
example, they prevent the need to re-enter the user’s password on each page visited by the
site user.

3.6. Targeting/Advertising Cookies

They measure the effectiveness of advertisements shown to visitors and calculate how many
times ads are displayed. The purpose of these cookies is to present personalized
advertisements to visitors based on their interests.

Similarly, they determine the specific interests of visitors’ navigation and present appropriate
content. For example, they prevent the same advertisement from being shown again to the
visitor in a short period.
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4. HOW TO MANAGE COOKIE PREFERENCES?

To change your preferences regarding the use of cookies, block or delete cookies, you only
need to change your browser settings.

Many browsers offer options to accept or reject cookies, only accept certain types of cookies,
or receive notifications from the browser when a website requests to store cookies on your
device.

Also, it is possible to delete previously saved cookies from your browser.

If you disable or reject cookies, you may need to manually adjust some preferences, and
certain features and services on the website may not work properly as we will not be able to
recognize and associate with your account. You can change your browser settings by
clicking on the relevant link from the table below.

5. EFFECTIVE DATE OF THE INTERNET SITE PRIVACY POLICY

The Internet Site Privacy Policy is dated The effective date of the Policy will be updated if
the entire Policy or specific sections are renewed. The Privacy Policy is published on the
Organization’s website (www.socradar.com) and made accessible to relevant individuals
upon request.

SOCRadar

Address: 651 N Broad St, Suite 205 Middletown, DE 19709 USA
Phone: +1 (571) 249-4598

Email: [email protected]

Website: www.socradar.com
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