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Introduction

Hi all, Today we will be Analyzing Guloader Shellcode using Ghidra. Our Objective is to
Identify some Anti-analysis and Obfuscation techniques used by Guloader and Defeat it
using Automation. People who would like to follow along can download the sample from here
. The File was was seen on 2023-05-11

Anti-Analysis / Obfuscation

APl Hashing

The Shellcode is using API hashing to hide API’'s being called. For Each API Resolving it first
resolves LdrLoadDIl add 5 to it's address to avoid any Hooking done by EDR .Adding 5 to
the API address is to avoid the classic 5 Byte Hook.Most EDR replaces first first bytes with a

2/13


https://bazaar.abuse.ch/sample/55130719554a0b3dcbf971c646e6e668b663b796f4be09816d405cc15a16d7d6/
https://malapi.io/winapi/LdrLoadDll

jump to EDR’s code. It then use this address to Load the DLL. after Loading the DLL . it
resolves the hash of the API it needs to call

dword _ fastcall resclveAPIFunc(dword DlllName,dword ApI_hash)

undefinedd in_EAK;
int extracut_ ECK;
undefinedd unaff EBX;
int unaff_F??;

int unuff_ESI:

| undefined4 unaff EDI;
undefined2 *D1l1lMams=2;
| dword dllName;

| *{undefined4 *) (unaff EBP + 0x212) = unaff EBX:

I *{undefined4 *) {unaff EBF + 0x22d) = in ERX;

f *{dword *) (unaff EBF + Oxldf) = ZpI_hash;

1 *{undefinedd *) (unaff EBP + 0Oxlc2] = 0Ox5cel8ffc;

I *{uint *) {unaff EBP + Oxlc2) = *{uint *) (unaff EBP + 0xlc2) ~ Oxe289b05a;
I *{uint *) (unaff EBP + Oxlec2) = *(uint *) (unaff EBP + Oxlc2) ~ 0x26e75f13;
| %{int %) {unaff EBP + 0xlc2) = *(int *) (unaff EBPF + 0xlc2) + OxE€7£0aded;
if (*{int *) (unaff EBF + 0x22d) == *({int *) (unaff EBF + 0xlc2)) {

! fY nedll Y/

H resolveAPiLlikrary (0xScda770c) 7

i v ldrloaddll */f

i resolveHashedhpl 'a (0xS5db1585) »

i /% anti-hooking for LdrloadDll +/

' ¥ {int *) (unaff EBP + Oxc) = unaff ESI + 5;

1]

f DllName2 = *{undefined2 *¥) (unaff EBP + Oxled):

| *{dword *) (D1lMame2 4+ 2) = DlllHame;

returnatrlength(D111Name) ;

{ %DllName2 = (short)extracut ECK;

{ *{undefinedd4 *) (unaff EBP + 0x235) = unaff EDI;

| DllName2[l] = (short) (extracut ECKX + 2);

i *{undefined2 *%*) (unaff EBF + 0x17f) = Dl1lName2;

| dllName = *(dword *) (unaff EBP + O0x17f);

1 *{int *) (unaff EBF + 0x24f) = extraout ECK + 2

| LdrLoadDll(0,0, (char)dllName, (char)unaff EBF + 'h'):
| resolveHashedApi's (ApI_hash);

| return dllName:

API Hashing function is the same as we see in the wild. it goes to the Export Directory of the
DLL Loaded and performs Hashing of all APl name’s till the hashes match .if the hashes
match it stores the Address of the API
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}

>

uint resclveHashedApi's({int Api_Hash)

int in_ERX;

IMAGE EXPORT DIRECTORY *exportDir;
int iVarl;

uint uvarz;

int iVar3;

int iVard;

int unaff EBF;

int *pivVars:

*{int *) (unaff EBP + 4) = in_EAX;
iVard = *({int ¥)(in EAX + ¥(int *) (in EAX + Ox3c) + 0x78):
exportDir = (IMAGE EXPORT_DIRECTORY *) (*(int *) (unaff EBF + 4) + iVard):
*(DWORD *) (unaff_EBF + 8) = exportDir->NumberOfNames;
¥ {OWORD *) (unaff EBF + 0xld4) = exportDir->AddreasOfFunctionsa;
4 (DWORD *) (unaff EBF + 0xl0) = exportDir->Rddress0OfNameOrdinals;
pivars = (int *) (exportDir->AddressOfNames + *(int *) (unaff_EBF + 4));
ivVari = 0Q;
do {
iVarl = *piVars;
*[{int *) (unaff EBP + Ox26f) = iVard;
ivars = *(int *) (unaff EBP + Ox2€f);
¥({int *) (unaff EBP + 0xl7c) = iVarl + *{int *)(unaff EBF + 4);
¥{int *) (unaff_EBFP + 0x27a) = iVar3i;
ivarl = dbj2+X0R (* (undefinedd4 *) (unaff EBF + 0x17c)):
*(int *) (unaff_EBP + 0x23a) = iVar3i;
if (ivarl == Api_Hash) |
uVar2 = {uint)* (uahort *)
{(*{int *) {(unaff EBF + 0xl0) + *({int *) (unaff EEF + 4) +
*{int *) (unaff EBP + 0Ox23a) * 2);
¥ (int *) {unaff EBP + 8) =
*{int *) (¥ (int *) {unaff EBP + 0x14) + *({int *) (unaff EBP + 4) + uVar2 * 4) +
*{int *) (unaff EBF + 4);
return uWVarl;
]
piVar5 = piVars + 1;
ivard = *(int *) (unaff EBF + 0x23a) + 1;
¥(int *) (unaff EBP + Oxlaa) = iVarl;
} while (iVars != *{int *) {unaff_EBEF + E8))r
return *(uint *) (unaff EBF + Oxlaa);

§ Decompile: resolveHash, ., = Emlﬁ‘dﬂﬂﬂc *x MM pefined Strings =
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Hashing Algorithm : In the past Guloader was using just DJB2 hash . Now it xors the result of
djb2 hash with a hardcoded value to perform APl Hashing

undefined * _ fastcall dbj2+XCR{uint param l_0O0,undefined param_2,byte ‘param 1)

{
undefined *puVarl;
int unaff EB)

int unaff EBE;

puVarl = gLAB 00001502+3;
while{ trues ) |

*¥{int *) {unaff EBP + 0x212) = unaff EB¥;
if ((*param 1 == 0x40) || (¥*(char *) (unaff EBF + Oxlel) = (char)param 1 00, *param 1l == 0x3f)) |
return {undefined %)0x0;
}
¥{undefined **) (unaff EBF + Oxled) = puVarl;
unaff EBX = *({int ¥) {unaff EBF + Oxles8);
if (*param 1 == Ox24) |
return (undefined %)0x0;
}
*{undefined *) (unaff_ EBF + O0xlc2) = param_2;
param 2 = *[undefined ¥*) (unaff EBP 4 0xlc2);

if (0Oxa3 < *param 1) break;
param_l_00 = {uint)*param_l;
puVarl = (undefined *) (unaff EBX * Ox2l + param 1 00 ~ 0OxB813lal);
param 1 = param 1 + 1;
if (*param_l == 0} {
return puvarl;
1
}

return (undefined *)0x0;

I e I T e e Y LT * I TN R VO ]

| wrote a python script to identify the Hashes of the API’s used by the past Guloaders to
identify the Functionalities of the Code
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val = 0x1505

APIstrings = ["NtGetContextThread", "RtlAddVectoredExceptionHandler",
"NtAllocateVirtualMemory", "DbgUIRemoteBreakIn", "LdrLoadDll", "DbgBreakPoint",
"EnumWindows", "NtSetInformationThread", "ZwSetInformationThread",
"TerminateProcess", "ExitProcess", "NtSetContextThread", "NtWriteVirtualMemory",
"NtCreateSection", "NtMapViewOfSection", '"NtOpenFile", "NtSetInformationProcess",
"NtClose",

"NtResumeThread", "NtProtectVirtualMemory", "CreateProcessInternal",
"GetLongPathNamew", "Sleep", "NtCreateThreadEx", "WaitForSingleObject",
"TerminateThread", "CreateFileW", "WriteFile", "ReadFile", "ShellExecuteW",

"RegCreateKeyExA", "RegSetValueExA", "NtQueryInformationProcess",
"InternetOpenA", "InternetSetOptionA", "InternetOpenUrlA", "InternetReadFile",
"InternetCloseHandle"]

for APIstring in APIstrings:
val = 0x1505
for ch in instring:
val += ((val <<5))
val &= OXFFFFFFFF
val += ord(ch)
val &= OXFFFFFFFF
val A= Ox8131A1
print(APIstring+" : "+hex(val))

Checks before Calling API's
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Before Calling the API it performs some Checks to make sure it is not being Debugged

= L D R MY WD ) O U i L D e LR

o un

Ly S L T T S I e e |

code YUNRECOVERED JUMFTABLE;:
uint *puVarl;

ushort in_CXr

uint *puVari;

int unaff EBP;

undefined4 unaff EDI;

uint unaff retaddr;
undefinedld in stack_ 000000057

woid _ cdecl call_api's{undefined api,undefined phramlﬁ

¥ {undefinedd4 *) {unaff EBF + 300) = unaff EDI;
*(undefinedd *) (unaff EBP + 0xl54) = 0x1855c:

¥{uint *) (unaff EBF + 0xl150)

= unaff retcaddr;

puvarl = ¥{uint **) (unaff EBF + 0Ox44);

do {

*puvarl = *puVarl * unaff retaddr;

puVarl = puVarl + 1;

} while (puVarl != (uint *)0xl855c):

mw_checkforbreakpintorExcpetionathpd (in CX, (short)unaff retaddr, api);

(*_api) O ;

UNRECOVERED JUMPFTABLE = ¥ [code *%) (unaff EBF + 0x1350);
puvarl = ¥(uint *¥) (unaff EBF + Oxd4);
puVard = *{uint **) {unaff EBP + Oxl54);

do |

puvarZ = puVarZ + -1}

*puVvard = *puVarZ * (uint)UNRECOVERED JUMPTABLE;

} while (puVar2 != puVarl);
S WARNING:
S* WARNING:
(*UNRECOVERED JUMPTABLE) () 7
return;

Could not recover jumptalble at 0x000185ke. Too many brancheas */

Treating indirect jump as call */
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It compares the first few bytes of the API address with a) CC b) INT 3 c) UD2 to check if it's
being Debugged. if this is not the case it calls the API

l,'oid. _ fastcall mWw_checkfcorbreakpintorExcpeticnathpi (ushort param l,undefinedZ param_ 2, short *api)
{

char cVarl;

short sVard;

int unaff_EBF;

code YINRECOVERED JUMFTABLE

/% check if api is having any breakpoint or exception
cc - INT3
cd 03 - INT 3
of ob - UD2 %/
farl = *{char *)api;
¥{char *) {unaff EBF + 0Oxlcl) = (char)param 1l;
if (cVarl != "“xecec') |
sVard = %api;
¥ {undefined2 *) (unaff EBF + Oxlbe) = param 2;
if {({sVarZ != 0Ox3cd) =&
{sVar2 = %api,

¥ {ushort *) (unaff EBFP + Oxlad) = param 1 & Oxf£00 | ({(ushort)*(byte *) (unaff EBFP + Oxlcl),

ar2 != 0xb0f)) {
return;
}

}
S% WARNING: Could not recover jumptable at 0x000185d4. Too many branches */
f% WAERMNING: Treating indirect jump as call */

(*UNRECOVERED JUMFTRBLE) () ?

rEtUrn;

B O W 00 -] S U s b B D W 00 -] o DA e W B O

Control Flow Obfuscation using Vectored Exception Handling

To Obfuscate the Control Flow it uses RtIAddVectoredExceptionHandler to register a
vectored Exception Handler. If the Exception raised is any of below three cases it changes
the EIP by an XOR operation

1. EXCEPTION_ACCESS_VIOLATION while accessed memory Address is 0
2. EXCEPTION_SINGLE_STEP (Single Stepping )
3. EXCEPTION_BREAKPOINT (Software Break Point - CC)

If it is EXCEPTION_BREAKPOINT it calculates the value of the EIP by this expression EIP =

EIP + *(EIP+1) A BA (Changes with sample)
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If it is EXCEPTION_ACCESS_VIOLATION or EXCEPTION_SINGLE_STEP it calculates the
value of the EIP by this expression EIP = EIP + *(EIP+2) * 6A (Changes with sample) .

undefinedd vectoredExceptionHandler{ EXCEPTICH_ POINTERS ‘param 1)
{
DWORD DWVarl;
_COMNTEXT *iVar2a;
_CONTEXT *iVar3;
char *pcWVara;
uint uvari;
]
FUON_0000aL177{);
! D[Varl = param l->ExceptionRecord->ExceptionCods;
i 1if (DWarl == L'\xcO000005") {
I if {param_l->ExcepticnBecord->ExceptionInformation([l] != 0) [
i return 03
j 1
nod
il elase if (DVarl !s L'\x30000004") [
i 1f {Warl == L"%\x80000003") {
I iVarZz = (_CONTEXT *)nw_hardwareBrasakpoint_check();
if (*{char *)ivVar2-»>Eip == "‘“xcc') |
! uVari = (uint) (byte) ({{char *)iVarz->Eip)[l] ~ Oxéa);
§ pcVar2 = (char *) {(iVarZ->Eip + uVar3);
b do |
§ peVar?2 = peVar2 + -1
H if {({char *) (iVar2-»Eip + 2} == pcWVari) |
[ iVar2=»>Eip = iVar2->Eip + uVari;
i return Oxfffffeff:
j }
1 } while (*pcVarid != "‘xcc');
. }
! }
H return 07
o1
il 1Vari = (_CONTEXT *)nw_hardwareBrasakpoint check();
i iVar3->Eip = iVar3->Eip + ({uint) (*(byte *}) {iVar3->Eip + 2) ~ Oxea)rs
Il return OxffEfffff:
il

In the Vectored Exception Handler function it also checks if any Dynamic anyalsis is being
performed by Checking if any hardware breakpoint is set using ContextRecord a member of
EXCEPTION_POINTERS
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https://learn.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-exception_pointers

int nw_hardwareBraeakpoint check(_EXCEPTICN_ POINTERS *exception pointer)

{

PCONTEXT pCvarl;

/i = exception_pointer->ContextRecord;
if ({({{pCVarl=->Dr0 == 0) && (pCVarl->Drl == 0})}) && (pCVarl->Dr2 == 0)) &&
({(pCVarl=>Dr3 == 0 && (pCVarl=>Dré == 0)) && (pCVarl=>Dr7 == 0)))) {
return (intjpiVarl;
}

return 0

Lt I = I el |

To Understand Vectored Exception in Detail i would suggest to read this article

Encrypted Strings

All the Important strings including the C2 URL is Encrypted using XOR. The Encrypted
strings are created by Performing a lot of Mathematical Expression(not Hardcoded).After
Encryption String is Fully Created . The first Dword contains the length of the Encrypted
string. then what follows is the Encrypted string. The Address of the Encrypted string is given
as parameter to the String Decrpyion preperation Function. It store the Encrypted String
length in a Varaible. And changes the First Dword to a Dummy Value . After that increments
the Address of Encrypted String by a dword now it points to the Actual start of the String.
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https://www.mcafee.com/blogs/other-blogs/mcafee-labs/guloader-campaigns-a-deep-dive-analysis-of-a-highly-evasive-shellcode-based-loader/

Encrypted_string and the Encrypted String length is given an paramerers to the next
Function called which is a wrapper around the string decryption function

woid string decryption_prep(undefinedd param l1_00,uint ‘encrypted data,undefined param_ 3)
{
int *piVarl;
uint daca_size;
uint *puWVara;
int unaff EBP;
0] data_size = *encrypted_data:
1l *encrypted_data = Ox9d259%cda;
2| %encrypted data = *encrypted data + 0x181037bl:
3| *encrypted_data = *encrypted_data * O0x%bc5a352;
4 ‘*encrypted_data = *encrypted_data ~ O0x7c388ac3;
5 *{undefined4d *) (unaff EBP + 0x246) = 0x47234586;
6 *{int *) (unaff EBP + 0x246) = *(int *) {unaff EBP + 0x246) + 0xaT7e9750;
7 *{uint *) (unaffi_EBP + 0x24€) = *(uint ¥) {unaff EBF + 0x246) ~ OxfedecicE;
B *{int *) (unaff_ EBF + 0x246) = *{int *) (unaff EBP + 0x246) + 0x5Sbh4f8ele5;
8 do {
0 puV¥ard = encrypted_datas
1 piVarl = (int *) (unaff_ EBP + 0x246€);
2 ‘piVarl = *piVarl + -1
3 encrypted_data = {uint *) {{intjpuVarz + 1);
4 1} while (*piVarl != 0);
5 Wrap wrap atring decryption((int)puVar2 + 2,data size);
6 return;
7}
8

The wrapper function passes the Encrypted_string, Encrypted String length and the Key. The

key is actually stored in the return address of the wrapper function

L R O U T i O T U N A

N FUNCTICHN N

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R RS

vold _ stdecall wrap wrap atring decryption{int encrypted-data, int data_ si

vold <VOID> <RETURN>
int ERX: 4 encrypted-data
int EBX:4 data size
undefined4 Stack([-0x4]:4 local _4
Wrap_wrap string decryption KREF[1l]: string_decryf
000lEace =8 6c £f ff £f CALL wrap-atring decryption
Khy of xor i3 the return address

000lead3 50 &e el 40 ddw 40E06ESOh

Qo00l6adT Oa 3k 23 45 ddw 49233B0AN

000léadbk 53 4a ca 37 ddw 3TCR4RE3h

000leadf kB8 e 69 42 ddw 42695EBEh

000l€ae3 c7 46 £6 2a ddw 2ZRFE4ECTH

000l€aeT eb ld 85 e8 ddw E3351DEBh

000leask 46 3a 41 £8 ddw F2413L46h

000lEaef 14 66 39 ac ddw AC3586614h

000l€af3 36 &6d ke 33 ddw 33BEED36h

0001€afT c3 30 64 11 ddw 116450030

Qo0leafk 02 &6 81 B3 ddw B2216E02h

000léaff Ta Sa 2k 03 ddw 32B5ATRh

0001ek03 cl &£ 21 37 ddw 37216FClh

0001ER0T 56 e3 3e Z2a ddw SR3EE326h

0 00 P10 A
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The Decrytion Algorithm is a Simple XOR were Encrypted string is calculated by
Mathematical Expression and key is stored in the the return address of the wrapper function

gy > || .| "
L

2 l,'oil:l decryption{int encrypted_data,int data size,int 3e,int key)
a

4|

5 int ivVarl:

& byte *phVara:

7 byte *pbVari;

g

] iVarl = -data size;

10| pbVar3 = (byte *)-3e;

11| do {

12 Bl = [l + key + 3m;

13 bVar3 = pbVarZ + (1 - (key + 3e));

14 if (pbVarz + (1 - {(key + 32)) == (byte *)0Ox0) |

15 phVaz = (layte ¥)-3&;

16 }

17 ¥ (byte ¥) (encrypted data + data_size + iVarl) =

18 ¥ [byte *) (encrypted data + data_size + iVarl) ~ *pbVarl;
1% ivarl = iVarl + 1:

20| } while (iVarl != 0);

21| return;

22}

23

Automation using Ghidra API’s

Analyzing the shellcode dynamically will be very tiring because it has multiple checks for
Anti-Analysis . Static Analysis will also take much time due to Control Flow Obfusucation. So
| wrote 2 Scripts to help in this Analysis . one is to Deobfuscate the Control Flow and the
other is to Decrypt the Strings

Please Follow the Below Steps to Reduce your time on Guloader

1. Import the Shellcode to Ghidra

2. Disassemble (Key Binding D) the Start of the Shell code

3. Run the Guloader_deobfusucate.py script Providing the Decryption Key and key for
EIP modification

4. Run the Gu_string_decryption.py script Providing the Decryption Key

NOTE: For Both Cases Provide the keys as Hex String with out Ox Example if the key is
0x6A Provide it as 6A. My Scripts are not the best way to Achieve this . Note to Self need to
improve to write better code
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https://github.com/irfan-eternal/blog_temp/blob/main/guloader/Guloader_deobfusucate.py
https://github.com/irfan-eternal/blog_temp/blob/main/guloader/Gu_string_decryption.py

After these Steps the Control Flow will be Deobfusucated and Decrypted Strings and
Payload key will be printed in the Console . If you have a closer look at the below image you
will see the C2 URI will not be starting with http:// this is to prevent it from XOR Bruteforcing

Guloader decbfusucate.py> Running...

payload key length is : 772 key on the next line
8dffb051b3a81c55e6548528971fbcd5974212ab9827T0aa%eb56£fa06e5d149310cébT784becefl11£7590441dE88ccedTeTal 98kt
Guloader_deobfusucate.py> Finished!

Gu_string decryption.py> Running...

Msi.dll

psapi.dll

useri2

SildSublena.utf. by /wp-content/plugins /f8ebilfédebad sl 69c3k41c05c4590ad,/ Y /mm,/ mmd / LARFHFMgRUI U uOyl 26. bin
C:\Program Files\gga\qga.exe

C:\Program Files\Qemu-ga\gemi-ga.exe

Mozilla/5.0 (Windowa NT 10.0; Win€d; xé€4; rv:l08.0) Gecko/20100101 Firefox/112.0
KERMELBASE.DLL

Publisher

windir=

TEMP=

‘ayatem3i2y

wininetc.dll

shell32

mahtml.dll

Startup key

Software\Microscfc\WindowshCurrentVersion\Runfnce

Gu_string decryption.py> Finished!

| Have only Checked one sample with the scripts .Feel free to use it with Other Guloader
Shell Code and let me know if you are able to see the Decrypted strings

File SHA1 : 992d98aa6f31ae6f8f42fac9866a19c2a2f879be
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