I e a e\ Win32.Parite R ENITHIHHITES - TeamT5

2023.02.14IR Team

Share:

TeamT5 &L EHEEE X (Incident Response Team) fEkEHHEF |, BIATETE
REFPHATIEE S —F 4% 4 Win32.Parite HiGaae SFETUERL, SEIRLNTH =
BEEHANPITIEY SR B HEELR ; FELABINE , BB EZ BRI BT
BFEBAMBIBNETA , FEER,

BARASGHANTZEERE , AR RME AN, BIEERITER

fitpesE. FRMINLIFRARFECER WinXP/2003/7 F32(uJuIER AMMARM. 3 Ein
A A IR A A AR A R AR

FEEFE Win32.Parite EAEE

1/23


https://teamt5.org/tw/posts/how-to-detect-and-recover-from-virus-win32-parite/

O3 e
o--o

68 @ 68 security vendors and 1 sandbox flagged this file as malicious O = i I?i_.
171
:;ZL?OSﬂ d0b9c58a8236d56bb8105fc91c3b79263ef6a8510e205961 257 98 KB 2022-09-21 21-39:04 UTC %
© Size 4 months ago EXE
? nedwp.exe

peexe stealth spreader overlay
X Community Score vV

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY 1

Submissions

Date Name Source Country
2018-01-11 00:08:29 UTC LSASSSRV.EXE {14t c4025027 - api us
2018-01-11 13:38:57 UTC 369362589f98130fd83a91b74531345¢68d168b8 4 0786e468 - email FR
2022-09-20 20:46:59 UTC 1e918b08f1d0b9c58a8236d56bb8105fc91c3b79a63ef6a8510ea05961f9cd93-dropped.bin {141 2f654f3b - api us

B 3E: VirusTotal

BRSNS

Win32.Parite - Shellcode

TeamT5 S EER , TTRMEA Stud_PE EisR , a]LEZIENE (Sections) 2 HZ T — @ L& 7H
A .hebfi[E , W HFEE N\EL(Entry Point)gifsa sZEil&., Win32.ParitefR ST , M2 &
#ECEAERE —EHE  ZHELTBEEENTEAAE.

i Stud_PE editing : "setupSrv .exe"” - [32bit app] (o= |[=]

File Edit Tools Help

||::'xusers'\user'xdesktu:up'xsetupsrv ENE

% Headers | * Doz B Sechions | fx Functions | Rs Resources | ¥ Signature | . FLI—"

1\ ZHE — B VN fREEFET (Decoder) , Eifras T edxAxorfi#iSHIE BEUE |, TesiA4miS
BERGIE | ediZ4RiB AR/, fRISE , BH —K 24 bytes , 2EBEENEER
0x43502E+4~0x43502E+0x59C , (Kl A{# F[push/pop] dword ptr [esi+edi]i1Fi% , ATLAEHE
Bixorfk BAZ{z it A & & esp].
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.heb_:08435008 public start
.heb_:08435808 start:

.heb_:08435860 Mo ebx, 126912h
.heb_:08435865% mowv edx, 126912h
.heb_:0843588A4 dec ebx

.heb_:88435008B mov esi, (offset loc_43502D+1)
.heb_:08435810 dec edi

.heb_:88435811 mowv edi, 59Ch

.heb_:08435816

.heb_:00435016 loc_435016: ; CODE XREF: .heb_:loc_43502D47
.heb_:08435816 sub ecx, 12h

.heb_:088435819 push dword ptr [esi+edi]
.heb_:8843581C push 126912h

.heb_:88435821 pop ebhx

.heb_:08435822 xor [esp], edx

.heb_:88435825 nop

.heb_:88435826 pop dword ptr [esi+edi]
.heb_:08435829 dec ebx

.heb_:0843562A sub edi, 4

.heb_:0843582D

.heb_:0843582D0 loc_43502D: ; DATA XREF: .heb_:0043580BTo
.heb_:8843562D jnz short loc_435816
.heb_:0843582F nop

.heb_:08435838 nop

.heb_:088435831 nop

.heb_:88435832 cli

.heb_:08435833 adc al, 13h

.heb_ :08435835 add [edx], dl

.heb_:08435837 imul edx, [edx], 526%91280h
.heb_:8843583D add [edi+3Dh], bh
-heb_:08435840 mowv dword ptr [eax], 1327C3h

FIEHR T _FRMRARZEE |, TTRAME 010 Editor’ K XORMIEE . #2BAE T RIRE—EL
shellcodefgFE=AE.

setopSry exe X

4 Hex Operations

Add Binary Xor:

Subtract i -
Multiply Treat Data A3 [Uns:lgmd Lt

Divide Operand.: 00126313
MNegate

Modulus () Decimal @ Hex
Set Minimum i
Set Maximum Description

Swap Bytes Dioes a bitwize Xor of each value with the operand.
- K[1] *= Operand

Binary And
Binary Or
Binary Xor
Binary Invert

- [x) Options

3/23



BBNR NG REERANEEIENIRE
EERNEEMEFN , AFE RESMRISHKER#E. MiSE

154

IR

DA View-A

.xur_:00529000
_:00529000

100529000
60529601
100529006
_:60529609
_:0052900F
_:0052900F
00529014
_:60529015

100529015
00529018
100529018
:0052901F
00529021

00529021
100529023

00529024
_:00529025
100529026

fian%1E

EA—H

00529000 start:

00529015 loc_529015:

_:00529621 loc_529021:

public start

jnz

nop
nop
or

esi

eax, 59Ch

ebx, OFFFFFFE2h
(offset loc_529021+1)
esi

2791E2h

ecx

5 CODE X|

edx, OFFFFFFE2h
[eax+esi], ecx

3 DATA X|
short loc_529015

ch, ah

DA View-A

sasE N MrshellcodeFE A

100414000
100414000

00414000

100414000

00414000

100414005
_:00414006
100414008
- :0041400C
100414011
100414016
100414017

:0041401C

00414010

:0041401D
100414010

0041401F

100414021
100414022
100414023
100414023
100414023
100414026

B = EHUREMIER

start:

loc_41401D:

loc_414023:

assume es:nothing, ss:nothing, d *

F

public start

push
pop
push
pop

jnz

iR BR& HO 55 —{RI4HS

2791E2h

edi, 2791E2h

edi, (offset loc_414023+
ecx

2791E2h

esi

5 CODE X
ecx

[edx+edi], esi

eax

edx

; DATA X
edx, 3
short loc_41401D

e 2¢1R 2 shellcode ]
LR B AR

=g

IDA View-A
wtq_:004B2000
wtq_: 00482000 public start
wtq_:004B2000 start:
wtq_: 00482000 mov edx, 2791D2h
wtq_: 00482005 push  2791D2h
wtq_:004B200A pop esi
_wtq_:004B2008 sub edx, OFFFFFFD2h
.wtq_:004B200F pusi  offset loc_48202C
wtq_:004B2013 pop edi
wtq_:004B2014 sub edx, OFFFFFFD2h
wtq_:004B2017 mov ebx, 59Ch
wtq_:004B201C
wtq_:004B201C loc_4B201C: 5 CODE X
P° rtq_:064B201C sub edx, OFFFFFFD2h
17 wtq_:004B201F push  dword ptr [ebx+edi]
+° .wtq_:004B2022 xor [esp], esi
17 wtq_:004B2025 pop dword ptr [ebx+edi]
1% .wtq_:004B2028 inc eax
17 .wtq_:004B2029 sub ebx, 4
I .wtq_:004B202C
_:004B202C loc_4B202C: ; DATA x
0048202C jnz short loc_4B201C
_:004B202F nop

BTS2 —fEcall

FEER—

fEParite B 5] $=4EAE | ¥ PLEE A0 RAET\HE N\ BE(OEP) 2 #iAmiS R AR,



.heb_

.heb_

.heb_

.heb_

.heb_

.heb_

.heb_

.heb_

.heb_:

180435831
.heb_:
.heb_:

80435832

80435832 ;
190435837
.heb_:
.heb_:
.heb_:
19043583 E
.heb_:
.heb_:
.heb_:
1 0843504E
.heb_:
.heb_:
1 9043585A
1 08435085E
.heb_:
.heb_:
1 9e435686A
.heb_:
.heb_:
.heb_:
108435074
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:

804358338
80435839
8043583A

88435842
88435846
80435844

804350852
88435856

80435862
80435866

8043586E
88435872
88435876

88435687E
88435882
88435886
8043588A
B0435088E
88435092
88435896
88435894
B80435689E
804350A2
804358A6
284358AA
B04358AE
8e435eB2

call sub_4351B4

804356086 aKernel32Dll @ db
B04258C2 aGettemppatha db

5]

5]

%]

480006h 3 ImageBase

®D5546Dh ; OEP(RVA) Encoded

14ED1h ; Length from last section end to pe end
155ECh ; DLL File Offset

802B266h ; DLL File Size, MSB=88 is flags
BFFFFFFFFh

ofﬂset LoadLibraryA ; Pointer IAT Loadlibrary & GetProcAddress
A42D58Ah ; Kernel32.d1l1l Import Name #1
42D598h ; Kernel32.dll Import Name #2

2] ; Kernel32.d1ll Import Table Offset
%] ; Kernel32.d1l1l Import Table #1

%] ; Kernel32.d11l Import Table #2
©8DB38h ; Kernel32.dl1l Import Table Offset
2D588h ; Kernel32.dll Import Table #1
2D596h ; Kernel32.dll Import Table #2

2] ; Kernel32.d1ll Import Table Offset
%] ;3 Kernel32.d11 Import Table #1

8 ; Kernel32.d1l1l Import Table #2

5]

5]

2] ; Original Section Data Start

(%]

8

8

5]

%]

(%]

(%]

8

5] ; Original Section Data End
126912h ; DLL xor Key

'Kernel32.d11",0
"GetTempPathA',8

Shellcodef{ EFE N KIThEE(EF 2410 -

GetDeclareAPI

: RS ZERFFARAPIf A4 Stack

RegQuery_PINF : ZHAPINFIISZ BFE , NAFIRE EAERE

Call_DLL_|Initiate : I EFEKDLLE W Initiate , #EEE S FRBIEXE R4 N\ 24

Drop_DLL_File : 203RPINFARFZIERF , & A RS T H8(DLL) REILPINFE \EREISEL

=1
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char sub_4351B4()

{
char v@; f/ bl
char *v1; [/ edi
char *v2; [/ esi
char result; // al
unsigned __ int16 wv4; [/ [esp+Ch] [ebp-148h]
char v5; f/ [esp+Eh] [ebp-13Eh]
char ve; ff [esp+114h] [ebp-38h]
char *retaddr; f/ [esp+158h] [ebp+4h]
vo = 8;
vl = retaddr - 5;
v2 = retaddr + 127; // kernel32.dll
result = GetDeclareAPI_435254((int (_ stdcall *#*)(int))&v6, (int)}(retaddr - 5), (int)v2);
if ( result )
{
result = RegQuery PINF_43536@((int)&v4, (int)&va, (int)v2);
if ( result && v4 >= 9u ) // infected
{
result = Call DLL_Initiate_4353C8(&v5, &vo, vil, v2);
v8 = result;
¥
if ( 've )
1{ // not yet infected
result = Drop DLL File 435400(&v5, &vo, vl);
if { result )
result = Call DLL_Initiate_4353C8(&v5, &v&, vl, v2);
¥
retaddr = (char *)(*((_DWORD *}v1 + 2) + *({_DWORD *)vl + 3));
I
return result;
¥

Shellcode& 18 GetDeclareAPI(sub_435254)E 153 —LL A E K Windows APIfE | f&z 518
RegQuery_ PINF(sub_435360)Z a4
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorerf{]PINF4z
E.
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.heb_:
.heb_:
.heb_:
180435360
180435360
: 80435360
180435368
180435368
: 80435360
:@08435361
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
180435371
:@0435374
:@043537B
:@843537C
188435381
180435387
:@08435389
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:

.heb_
.heb_
.heb_
.heb_
.heb_
.heb_
.heb_

.heb_
.heb_
.heb_
.heb_
.heb_
.heb_
.heb_

TE BRI AR 2R AT LB B PINFEOEE N A 2 \X09\x00 |
0% , BB #EDLLIEIE,

88435360
80435360
80435360

80435363
80435366
98435369
8843536A
80435368
8043536C
8043536E

8043538A
8043538F
80435392
88435394
808435396
80435399
8043539F
984353A0
884353A3
B04353A5
804353A7
B04353A8
884353AB
B84353AE
80435380
80435383
804353B6
88435389

RegQuery_ PINF_435368 proc near ; CODE XREF: sub_4351B4+39Tp
var_8 = dword ptr -8
var_4 = dword ptr -4
arg_© = dword ptr 8
arg_4 = dword ptr @Ch
arg_8 = dword ptr 18h
push ebp
mov ebp, esp
add esp, @FFFFFFF8h
lea eax, [ebp+var_4]
push ebx
push esi
push edi
xor ebx, ebx
mov edi, [ebp+arg_8]
mov esi, [ebp+arg_4]
mov [ebp+var_8], 1@6h
push eax
push 28015h
lea edx, [edi+BBDh] ; Software\Microsoft\Windows\CurrentVersion\Explorer
push 5]
push edx
push  8@800801h ; HKEY_CURRENT_USER
call dword ptr [esi+2Ch] ; RegOpenKeyExA
test eax, eax
jnz short loc_4353BC
lea ecx, [ebp+var_8]
add edi, @Feh
push ecx
push [ebp+arg_ 8]
push 5]
push 2]
push edi ; PINF
push [ebp+var_4]
call dword ptr [esi+3Bh] ; RegQueryValuesExA
test eax, eax
setz bl
and ebx, 1
push [ebp+var_4]
call dword ptr [esi+34h] ; RegCloseKey

EMTT IO A TREARAS , PAX00)

7/23



o =ssEes EE=]
BEFR HEE BENV ZINSEW JBEH)

il SQMClient - 3 _

ey SQMClient | £% SE—EmE 5

by SystemCertificates 5| (BRE)

.| WBA ﬂﬁ —FF S{EAFEN:

+. || Visual Basic HTONEETON)  pmeE

5. MisualStudio Q,JBrowseForF #{EEET):

N f;'_.ﬂCleanShutd

b~ Jy ¥SComman 0000 |09 00 43 3& GC 55 73 65 . .C:~DUse

> - |, WsHub 4 ExplorerStal  [000% 72 73 5C §5 73 65 72 5C  reslser

: ot 0010 41 70 70 44 61 74 61 5C  AppData )

bl WAB 24| PINF D018 1C eF o3 61 EC te £f gc pheDotar 736572735c5573657;

s wis 1) Shellstate 0020 6D 70 5C 63 66 74 33 42 mp cftiB 00 00 00 00 00 00 00 00 0|

o 1) Windbg 0028 31 38 2E 74 €D 70 00 1% tnp.

4. Windows LI

4 - | CurrentVersion

m

> |y Action Center
5| Applets [
: | Controls Folder

, Controls Folder (Wow64)

»- || Device Metadata
5 | Explarer

.> - Bt

----- ) Extensions

s -} Group Policy
5 - L. Group Policy Editor

4 |

I |

(% | =A |

4 |

L1} 3

B\ HKEY_CURRENT_USERSoftwareMicrosoft\Windows\CurrentVersion\Explorer

ErSREFAEY HAT2 bytesfIEE KR FR9 , shellcode® &8
Call_DLL_Initate(sub_4353C8)& \ Jis= EREMIDLLIEAR , Y 1F A GetProcAddressE{FInitiate
BRI |, 15 )\ 00043503214 AEf31H &Y B Bk AT

.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:

©04353C8
804353C8
804353C8
804353C8
804353C8
804353C8
804353C8
804353C8
804353C8
804353C9
©04353CB
884353CC
©04353CF
80435302
88435304
88435306
80435308
804353DB
©04353E1
©84353E2
©04353E3
©04353E6
©04353E8
B04353EA
©04353ED
©04353EF
804353F1
©04353F3
©04353F5
©04353F7
©04353F7
©04353F7
©04353F7
©04353F7
©04353F9
©04353F9
©04353F9
B04353FA
©04353FB

Call DLL_Initate 4353C8

arg_@ dword
arg_4 = dword
arg_8 dword

arg_C dword

push
mov
push
mov
push
call
test
jz

loc_4353F7:
xor

loc_4353F9:
Pop
Pop
retn

proc

ptr
ptr
ptr
ptr

ebp
ebp,
ebx
ebx,
[ebp+
dword
eax,
short
edx,
edx,
edx
eax
dword
eax,
short
[ebp+
eax
al, a
short
al, 1
short

eax,

ebx
ebp
18h

near ; CODE XREF: sub_4351B4+59Tp
; sub_4351B4+86Tp
8
ach
18h
14h
esp
[ebp+arg_4]
arg_8] ; PINF=\x89\x88C:\Users\User\AppDatalLocal\Temp\cft3B18.tmp
ptr [ebx] ; LoadlLibraryi
eax
loc_4353F7
[ebp+arg_C]
BFSh
; Initiate
ptr [ebx+4] ; GetProcAddress
eax
loc_4353F7
arg_8] ; 88435832
; Call export "Initate” from dll module
1
loc_4353F7
loc_4353F9
; CODE XREF: Call DLL_Initate 4353C8+ET]
; Call DLL_Initate 4353C8+201]
eax
; CODE XREF: Call DLL_Initate 4353C8+2D1j
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EESH{ERTETE | shellcodeB| €& BDrop DLL_File(sub_435400)484x 1E1% /1 tRma T A%
(DLL)fi##SEEH K , #HZEH\fTCall_DLL_Initate(sub_4353C8)& N\ mE T #EAHIDLLIEAR.

_heb_:
.heb_:
_heb_:
.heb_:
-heb_:
.heb_:
.heb_:
198435400
: 80435400
.heb_:
.heb_:
.heb_:
.heb_:
198435401
180435403
.heb_:
.heb_:
_heb_:
.heb_:
1 8843548F
: 80435410
_heb_:
.heb_:
_heb_:
.heb_:
1 8843541D
:@843541E
_heb_:
.heb_:
_heb_:
.heb_:
198435438
198435431
_heb_:
.heb_:
-heb_:
.heb_:
.heb_:
:9843543E
180435440
.heb_:
.heb_:
.heb_:
.heb_:
198435451
180435454
.heb_:
.heb_:
_heb_:
.heb_:
188435469

.heb_
.heb_

.heb_
.heb_

_heb_
.heb_

_heb_
.heb_

_heb_
.heb_

.heb_
.heb_

.heb_
.heb_

_heb_

80435480 Drop DLL _File 435488 proc near

88435400
88455400
88435400
88455400
88435400
ge435400

88435408
ge435400
88435408
ge435400

88435404
88435409
88435489
88435409

88435411
88435413
88435416
8843541C

8e43541F
88435422
88435425
88435424

88435433
88435436
88435438
88435434
8843543C

88435446
88435448
8843544C
8e43544F

88435454
88435460
88435461
88435466

var_2914
var_114
var_16
var_C
var_8
var_1
arg_©
arg_ 4
arg_8

loc_435489:

; CODE XREF: sub_4351B4+781p

= byte ptr -2914h
= byte ptr -114h

= byte ptr -18h

= dword ptr -8Ch

= dword ptr -8

= byte ptr -1

= dword ptr &

= dword ptr @Ch

= dword ptr 16h

push
mowv
push
mowv

add
push
dec
jnz
mowv
add
push
push
push
mov
mowv
push
lea
push
push
call
push
push
push
push
push
lea
push
push
call
mowv
cmp
jz
lea
push
push
call
call

ebp

ebp, esp
eax

eax, 2

5 CODE XREF: Drop DLL File 435488+11l
esp, O@FFFFF@e4h
eax
eax
short loc_ 435489
eax, [ebp-4]
esp, BFFFFF&FBh
ebx
esi
edi
ebx, [ebp+arg 4]
esi, [ebp+arg 8]

184h

eax, [ebp+var 114] ; Self EXE

eax

e

dword ptr [ebx+28h] ; GetModuleFileNameh
e

1

3

5]

1

edx, [ebp+var_114]

Zeeeeeesh

edx

dword ptr [ebx+18h] ; CreateFileA
edi, eax

edi, BFFFFFFFFh

loc_43558F

eax, [ebp+var_ 114]

eax

184h

dword ptr [ebx+8] ; GetTempPathA
dword ptr [ebx+24h] ; GetTickCount
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MDLLAwIS AL (Offset) R AER K/INSize) , EHAWISHIXOR key , #BA] AFEARREF B EI.

.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
1 9e43587A
.heb_:
.heb_:
.heb_:
108435084
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:
.heb_:

.heb_

.heb_

7£Drop_DLL_File(sub_435400)XK &+ m &N Decoder_Content(sub_4355A0)K8 , HRNA

88435831
88435832

80435837
80435838
80435839
28435834
8043583E
88435842
80435846
0043504A
8843504E
88435852
88435856
8043585A
8043585E
88435862
88435066
8043586A
B043586E
80435872
80435876

8843587E
88435882
884350886

B043588E

80435892

80435896

88435894

B043589E

80435842

804358A56

804358040

BO4358AE

V435082

00425686 aKernel32D11l @
B0A258C3 aGettemppatha

nop

call sub_4351B4
BBAISO3D 5 - oo

db
db

=1 FAxor dword 1 T4m AR,

A400088h
B805546Dh
14ED1h
155ECh
802B8286h
@FFFFFFFFh
ofﬂset LoadLibraryh
A42D58Ah
42D598h

(%]

8

8

©8DB38h
2D588h
2D596h

oD DO 0000000033

%]

126912h
"Kernel32.d11',8
"GetTempPathA',8

; ImageBase

; OEP(RVA) Encoded

; Length from last section end to pe end
; DLL File Offset

;3 DLL File Size, MSB=88 is flags

; Pointer IAT Loadlibrary & GetProcAddress
; Kernel32.dll Import Name #1

; Kernel32.d1ll Import Name #2

; Kernel32.d1l1l Import Table Offset
; Kernel32.d1l1l Import Table #1

; Kernel32.d1l1l Import Table #2

; Kernel32.dll Import Table Offset
; Kernel32.dll Import Table #1

; Kernel32.d11l Import Table #2

; Kernel32.d1l1l Import Table Offset
; Kernel32.d1l1l Import Table #1

; Kernel32.dll Import Table #2

3 Original Section Data Start

; Original Section Data End
; DLL xor Key
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.heb_:804355A0
.heb_:884355A0
.heb_:804355A0
.heb_:884355A0
-heb_:8684355A8
.heb_:804355A0
-heb_:8684355A8
.heb_:804355A0
.heb_:884355A1
.heb_:8684355A3
.heb_:804355A4
.heb_:084355A7
.heb_:884355A4
-heb_:8684355AD
.heb_:884355AF
-heb_:864355B1
.heb_:804355B4
.heb_:804355B4
.heb_:804355B4
.heb_:884355B7
.heb_:0684355B9
.heb_:884355BB
.heb_:804355BD
.heb_:884355BD
-heb_:8684355BD
.heb_:804355C0
-heb_:8684355C1
.heb_:884355C3
.heb_:884355C5
.heb_:8684355C5
.heb_:884355C5
.heb_:884355C6
.heb_:884355C7

Decoder Content 4355A8 proc near H

arg @
arg_4
arg_ 8

loc_4355B4:

loc_ 4355BD:

loc_4355C5:

CODE XREF: Drop DLL_File 435480+1121p
; Drop DLL File 435408+1661p

= dword ptr 8
= dword ptr @Ch
= dword ptr 18h

push
mowv
push
mowv
mow
mowv
test
jns
add

sar
xor
cmp
jle

xor
inc
cmp
is

pop
pop
retn

Win32.Parite - J5E &

ebp
ebp, esp
ebx
ebx, [ebp+arg_8]
edx, [ebp+arg 4]
ecx, [ebp+arg 8]
ecx, ecx
short loc 4355B4
ecx, 3

; CODE XREF: Decoder_Content_4355A8+FT3
ecx, 2
eax, eax
ecx, eax
short loc_4355(C5

; CODE XREF: Decoder_ Content 4355A8+23.17
[edx+eax*4], ebx
eax
ecx, eax
short loc 4355BD
; CODE XREF: Decoder Content 4355A8+1BTj
ebx
ebp
ach

fighSH AR AIDLL{E FAUPXINGS |, fms Ei81E4E A5 2{F FDelphifTiRE , FTEH K Initiaterk £4
23178 —EfFRS R 1AE N\ 2H(OEP) K EX.
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1lchar _ cdecl Initiate( DWORD *¥*a1)

29

3| char result; [/ al

4| unsigned __intl6 v2; f/ [esp+Ch] [ebp-132Ch]

5 Registry::TRegistry *v3; [/ [esp+1l4h] [ebp-34h]
6 HANDLE hObject; // [esp+118h] [ebp-38h]

7 __int16 w5; // [esp+12Ch] [ebp-1Ch]

8 _ int16 w6; /) [esp+12Eh] [ebp-1Ah]

9| int *v7; J/ [esp+148h] [ebp-8h]

18| int v8; [/ [esp+144h] [ebp-4h]

11

12 InitExceptBlockLDTC();

13 v5 = 8;

14 if ( a1 )

15| {

16 if ( =21[19] )

17 *31[19] = sub_4@1F7C;

18 if ( a1[208] )

19 *31[2@] = sub_401FC;

20 if ( a1[21] )

21 #31[21] = sub_40200C;

22| 1}

23 Decode _OEP_4822BC(21, 0);

24 = (Registry: TPeglsth *)Registry::TRegistry::TRegistry((Registry::TRegistry *)dword 40C94C);
25 O bject = OpenMutexA(@x1F@@@lu, @, "Residented");

26 w5 = 32;

27 if ( 'hobject || (result = sub_4019A8(v3, &v2, 262)) != 0 &% v2 < 9u &% vZ >= 2u )
28 result = (unsigned int)SetWindowsHookExA(4, AttachHook, 8, 8);
29 w5 = 28;

30) if ( hObject )

31 result = CloseHandle(hObject);

Decode OEP(sub_4022BC)eR#E+ HFETAE , T E EBYS4AREEIRHK43504D, 43506E/)
—{EfEZ L , &EHsub 402320@%&1&??Lﬁ FEAEH 16 bytesf1881E |, T A44HDWORD
B , BFARISHKOEPETIXMXORIER , :RIZEMAER A RIAOEP , B T OEPFLEEIEFIHIE
BB RLHNPESITIE.
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1lchar ¥ fastcall Decode OEP_4822BC(int al, char a2)

29
3

Wood =l U

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40}

int v2; // esi

char *result; [/ eax

signed int v4; // =hx

signed int v5; // ebx

char v6; [f [esp+Ch] [ebp-1Ch]
int v7; /f [esp+1Ch] [ebp-Ch]
char *v8; [/ [esp+28h] [ebp-8h]
int v9; // [esp+24h] [ebp-4h]

v2 = al; // 88435832
v/ = 8;
result = (char *)(al + 8x1B); // 88435032+1B=0043504D
if ( a2 )
1
¥pesult = 8;
¥
else if ( *result != 8 )
{
return result;
¥
ve = w2 + 8x3C; /f 88435832+3C=8043586E
v8 = 8&vE;
vl = 8;
do
{
sub_408232C(*( BYTE *)(v2 + 8x30 + v4), (int)&5, &v7);// BB435032+30=00435062
sub_40232C(*( BYTE *)}(vo + va++), (int)&ve, &v7);
¥
while { v4 < 8 );
vs = 8;
do
{
result = v8;
*(_DWORD *)(v2 + 12) #= *(_DWORD *)&8[4 * v5++];// 00435032+8C = OEP
¥

while { v5 < 4 );
return result;
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FeZ&{F A SetWindowsHookEXARR B4 R+ , #§DLLIE A\ FT A RIEFE/F,

lichar _ cdecl Initiate( DWORD **al)

2dq

3| char result; ff al

4| unsigned __intl16 v2; f/ [esp+Ch] [ebp-13Ch]

5 Registry::TRegistry *v3; // [esp+114h] [ebp-34h]
6/ HANDLE hObject; // [esp+118h] [ebp-36h]

7/ __int16 v5; //f [esp+12Ch] [ebp-1Ch]

8| __intle ve; [f [esp+12Eh] [ebp-1Ah]

9| int *v7; /f [esp+140h] [ebp-8h]

18| int v8; [/ [esp+l44h] [ebp-4h]

11

12 __InitExceptBlockLDTC();
13 u5 = 8;

14 if ( a1 )

15| {

16 if ( 21[19] )

17 *31[19] = sub_4B1F7C;
18 if ( a1[20] )

19 *31[20] = sub_481FCA;
20 if ( 21[21] )

21 *31[21] = sub_48208C;
22| %}

23 Decode OEP_4822BC((int)al, 8);

24| v3 = (Registry::TRegistry *)Registry::TRegistry::TRegistry((Registry::TRegistry *)dword 40C94C);

25 hObject = OpenMutexA(Bx1F@881u, @, "Residented");

26 w5 = 32;

27 if ( lhobject || (result = sub_4019A8(v3, &v2, 262)) != 0 &8 v2 < 9u && v2 >= 2u )
sult = (unsigned int)SetWindowsHookExA(WH CALLWNDPROC, AttachHook, @, 8);

e
29 s = 28;

30| if ( hObject )

31 result = CloseHandle(hObject);

BB IENRRIEFEF Zexplorer.exely , Win32.Parite Rl & BAH S TIR 21T 4.

14/23



27 else if ( a2 == 1 &% GetModuleFileNameA(®, &Filename, 0x184u) )

28| {

29 v7 = 20;

30 sub_452DF8(&v13);

31 ++v8;

32 5ub_452E9C{&lpLibFilEName, &v13);
33 --va;

34 sub 452E6C{&¢13, 2);

35 vl = 32;

36 vi2 = @

37 ++vE;

38 unknown_libname_ 186(0, &v12);

39 lpString2 = 8;

48 ++v8;

41 Sysutils::ExtractFileMame(v12);
42 if { lpString2 )

43 v3 = 1pString2;

44 ElSE

45 = 8byte A45447E;

46 vi = lStPcmplﬂ( exploher.exe“, v3i) ==
47 - -vE;

43 sub_452E6C(&1pString2, 2);

49 --va;

50 sub 452E6C(&v12, 2);

51 if { v )

52 Action_401C0C(); // worm main func
53| 3

54 return 1;

55(3

Win32.Parite - #&[5ZhgE

FEmE EREDLLFEES | TAE R —BrA Il F2AS , Win32. Parite SR &I ZhRE ’é
FIFIFUDPIRR A 3 IXTES |, #HITHin @ EEEUDP 30167E IR FRHRITES | HixHin
Rz ARG EERITHERFKIUDP 301681 IR , FELEERE , AIF %E?%'Jlnﬁiﬁkﬁﬁ
TCP 301691@: I8 , FFiThinEBNELR , LWERRE LEERNE.

15/23



1int _ usercall TFuncModule UdpOnDataReceived@<eax>(int al@<eax>, int a2@<edx>, int a3@<ecx>, int a4, ...)

29

3 dint v4; // esi

4 int w5; [/ ebx

5 dint result; // eax

6 char *handle; // [esp+Ch] [ebp-2Ch]
7| dint v8; [/ [esp+108h] [ebp-28h]

8| _ intl6 w9; f/ [esp+24h] [ebp-14h]
9| _ intl6 w1@; [/ [esp+26h] [ebp-12h]
18| int v11; // [esp+36h] [ebp-8h]

11| wa_list va; [/ [esp+44h] [ebp+Ch]
12

13 wa_start(va, 24);

14| w4 = a3;

15| w5 = al;

16 _ InitExceptBlockLDTC();

17 System::AnsiString::AnsiString((char *)va, (char *)va);
18] v11 = 2;

19 handle = (char *)operator new[]({v4);
20 ve = 28;
21 Nmudp::TNMUDP: :ReadBuffer (*(MNmudp:: TNMUDP *#*}(v5 + 88), handle, vi, &vE);
22 switch { *handle )
23 {

4 case 'e":
25 sub_485FFa(va);
26 break;
27 case 'y':
28 sub_4061B8(va);
29 break;

30 case "z':

31 sub_406404(vE);

32 break;

33 1}

EEES,. Sl

1 3% X HH e TTEHIEHIRUDP 301671@:UE.

Destination Lengt Protocol

12020-12-..192.168.111.1 192.168.111.1460  43UDP 57811 » 30167 Len=1

- Frame 1: 43 bytes on wire (344 bits), 43 bytes captured (344 bits) on interface
- Ethernet II, Src: VMware c0:00:91 (00:50:56:c0:00:01), Dst: VMware_fd:56:5f (@@
Internet Protocol Version 4, Src: 192.168.111.1, Dst: 192.168.111.140
- User Datagram Protoceol, Src Port: 57811, Dst Port: 30167
- Data (1 byte)
Data: 65
[Length: 1]

0000 @0 Oc 29 fd 56 5f 00 50 56 cO 00 01 08 00 45 00 - -)-V_-P V... .. E-
0010 @0 1d 25 e8 ©0 00 80 11 b5 09 coO a8 6f @1 co a8 - % ---- R+ D
9020 6f 8c el d3 75 d7 @0 @9 e3 51 o---u--- -Qf
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%&}5?%@#%@@$ﬁi¢%§%ﬂélﬁ§%ﬂﬁﬁ%mUDP 30168JE:1IE.

Tiene Sourme Dessnaton Lengtk Proeocol Info

~  42020-12-..192.168.111.140 192.168.111.1 207 UDP 30167 -» 30168 Len=165

€

Frame 4: 287 bytes on wire (1656 bits), 207 bytes captured (1656 bits) on intert
Ethernet II, Src: VMware_fd:56:5f (00:0c:29:fd:56:5f), Dst: VMware_c0:00:01 (€0:
Internet Protocol Version 4, Src: 192.168.111.148, Dst: 192.168.111.1
User Datagram Protocol, Src Port: 30167, Dst Port: 30168
- Data (165 bytes)
Data: 669d0000000500000001000000280200000200000053657276696365205661636b203360
[Length: 165]

ee1e cl 02 4a 00 00 80 11 d8 @3 cP a8 6f 8¢
2828 01 75 d7 75 d8 00 ad O9f c6 [l
80380 00 06 91 60 00 60 28 ©a 60 66 82
0040 72 76 69 63 65 20 56 61 63 6b 20
0850 14 @@ 2f 33 9c 71 46 33 9c 71 6c
0060 14 @@ 5c b5 d6 ©2 53 5b c@ 92 58

BITIE

R IR HYRFIT , #EDWORDE , 1ZAUREEET , 0RBHBAST RTHIT , MERIR
EFRTENES(TZSH) , RIZAX004ERE.

Mo, Time Source Destination Length Protoool Info

23 2020-12-.. 192.168.111.1 192.168.111.140 88 UDP 64844 » 30167 Len=46

» Frame 23: 88 bytes on wire (704 bits), 88 bytes captured (784 bits) on interfaci
» Ethernet II, Src: VMware_c0:00:01 (©0:50:56:c0:00:01), Dst: VMware_fd:56:5f (00
- Internet Protocol Version 4, Src: 192.168.111.1, Dst: 192.168.111.14@
- User Datagram Protocol, Src Port: 64844, Dst Port: 30167
- Data (46 bytes)
Data: 7901000000633a5c77696e646177735¢73797374656d33325¢c6e6174657061642e657865
[Length: 46]

Beee 00 Bc 29 fd 56 5f 90 50 56 cP 90 91 @8 @0 45 @0 ) VP Ve E-
0012 90 4a 25 ee 00 90 80 11 b4 d6 cB a8 6f 91 co a8 A R L
0020 fd 4c 75 d7 0@ 36 2f c3 BN NG GE
“ZE17B3a 5c 77 69 6e 64 6f 77 73 5c 73 79 73 74 65 6d
L33 32 5¢ 6e 6Ff 74 65 70 61 64 2e 65 78 65 20 61
0050 78 74 00 00 60 00
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EiRS ROWBTE | MRS R ES0T T , A EDoneryF 2.

Time Diestination Length Protocol Infior

~  242020-12-..192.168.111.140 192.168.111.1 48UDP 30167 - 30168 Len=6

Frame 24: 48 bytes on wire (384 bits), 48 bytes captured (384 bits) on interfa
Ethernet II, Src: VMware_fd:56:5f (©00:0¢:29:fd:56:5f), Dst: VMware_c9:00:01 (0
Internet Protocol Version 4, Src: 192.168.111.140, Dst: 192.168.111.1
User Datagram Protocol, Src Port: 30167, Dst Port: 30168
v Data (6 bytes)
Data: 67446f6e6500

[Length: 6]
PO00 00 50 56 O 00 @1 80 Oc 29 fd 56 5 08 00 45 00 PV - - - - )-V_--E-
P010 00 22 92 6e 00 PO 80 11 d8 7e O a8 6f 8C €O a8  -"n---- ~w--Q---
0020 6f 01 75 d7 75 d8 00 @e 78 90 FVIGHTNENLE o-u-u--- x-[eH
LEER

EHin I Xz T , HEEEETE , REMUX00ER | ZERE S WFBIE%WINDIR% EH
KT,

New Destination Length Protocel Info

12020-12-. 192.168.111.1 192.168.111.148  52UDP 54629 » 30167 Len=10

Frame 1: 52 bytes on wire (416 bits), 52 bytes captured (416 bits) on interface
Ethernet II, Src: VMware_c0:00:01 (©0:50:56:c0:00:01), Dst: VMware_fd:56:5f (0@
Internet Protocol Version 4, Src: 192.168.111.1, Dst: 192.168.111.140
User Datagram Protocol, Src Port: 54629, Dst Port: 36167
v Data (10 bytes)
Data: 7a746573742e74787400
[Length: 18]

0002 00 @c 29 fd 56 5f @0 50 56 cO 00 01 08 00 45 8@ - -)-V_-P V.- .. E-
9010 08 26 26 39 00 @0 80 11 b4 af O a8 6f 01 cO a8 -&&I- - .- -0 - -
0020 6f 8c d5 65 75 d7 @@ 12 18 1f 0 -eu--- - [T
0030

EHPREIETCP 3016918:IE |, FHFHIZHImEAR N2 2 BEA MEENERNE |, 450E
IE , BN HEARIEREM,
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Mo, T

Destination Length

| 52020-12-.192.168.111.1 192.168.111.140  58TCP 30169 - 1133 [PSH, ACK] Seq=

Frame 5: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface \Devic
Ethernet II, Src: VMware_c9:00:01 (00:50:56:c0:00:91), Dst: VMware_fd:56:5f (80:8c:29:
- Internet Protocol Version 4, Src: 192.168,111.1, Dst: 192.168.111.148
~ Transmission Control Protocol, Src Port: 30169, Dst Port: 1133, Seq: 1, Ack: 1, Len: 4
Source Port: 30169
Destination Port: 1133
[Stream index: @]

booe o8 ec 29 fd 56 5f @0 50 56 cO 00 ©1 @8 00 45 00

Y V_P Voo E
0010 88 2c 26 3b 40 66 80 @6 74 b2 c@ a8 6f @1 c@ a8 SL&@--- t---0-
pe26 6f 8c 75 d9 @4 6d 23 88 b6 88 6b 25 7e fc 58 18 o-u--m*- - -k¥%~-P

pe30 fa f0 27 a6 00 00 LNTIERL

BEBUBREHIER

BRBEHIERER
AR — FRBRAENBITHIEE ML -

e Section#(%1

[RAGYE \EE(OEP)#itam &1& —Em e AT 7ER] Section
HNGCIRIZHBR G E (Image )& X

BT rdatafd) B

T RS
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00 03 00 0D 0O 04

00 00 00 00 0O 40

00 00 00 0D QO 0O

00 00 00 00 00 00

OE 00 B4 09 CD 21 oo

70 72 6F &7 72 61 is program canno

65 20 72 75 6E 20 t be run in DOS

65 2E 0D OD OA 24 mode....$.......

AA C4 AS CA F9 C4 €AsaAYEOAYEUAYED
" F9 €7 A5 CA F9 CD 5C vEIC¥ENTY ndvEn

Template Results - EXE.bt &

MName Value
struct IMAGE_SECTION_DATA Section[1]
UCHAR Data[11264]
GE_SECTION_DATA Secti

GE_IMPORT_DE

coad oy
RS T IR T
is program canno

Z\DesktopisetupSrv.exe \infyHTranexe

Result Add’r:essﬂ Address B Size B
O match Oh EEh Oh EEh
[ bifference EEh 1h EEh 1h INumber@fSection,
[ match EFh 21h EFh 21t
D Difference 110h ih 110k 3
I:| Match 113h 26 113h
[ pifference 139h 139h 1 SizeQflmage
[ Match 1 £ch 13k o

[ pifference 22Fh th 22Fh N clatalCHARACTERISTICS]IMAGERSNCRT\YPEUNONPAD,
[ pifference 258h 14h 58h 8h [SectionHeaderfName:Fxury

FERLET | BEREHSYN @7 , /2 5)%4C600, EIFS,

[ Match Oh C20( A0k
[ Difference 500K ot C600h
B Match CH06k s C606h
D .‘I”l G i 1 L EREGh
2] Match

. Only in B

AERNE _Eb T , HE EImport TablessFkernel32.dIFAT B , BLBNERER AR
RECHAPIfShellcode , FILEEEIEE N FKFih A LoadLibraryA , GetProcAddressAgE{R
Shellcode R AELE 7 {2 L (BRI BEIS Z FIRIAPI , Ze#AfTShellcodefr &G HIE R




21 ord:23 rvaziat: OGOOE16C

22 ord:3 rva2iat: O0OGOEL7O

23

24 KERHEL32.d11

25 setLastError ord:1139 rva2iat: QOOOEGOD
26 ReadFile ord:960 rvaziat: QOOOEGMM

27 GetProcessHeap ord:586 rva2iat: DOOOEEOS
28 SetEnd0fFile ord:1107 rva2iat: ODODEDOC

R

(=]

21
22
23
24
25
26
27
28

ord:23 rva2iat: DODOE1LGC
ord:3 rva2iat: 000QE17

KERHEL32.d11
LoadLibrarys ord:@ rvaziat: 000QEQRQ
GetProcAddress ord:0 rvaziat: G0OEQD4
GetProcessHeap ord:586 rvaziat: Do@OEQeR
setEnd0fFile ord:1107 rvaliat: DOOREQSC

FET SR RRIERE B2 1E
FERER LT ARSI

ENIEBHRARE—EBE

BAWE T LU R AR

N

HEfE=ATEA .

2. GEH xorf# SRR BME . AmhSE RN B ARRS LI R/

3. fiftEL SEHER ParitefKIAH ZE

4. iR b [ N\ Bk (oep)

5. NumberOfSectionsj 1

6. SizeOflmagelFimx1& —{E &
7. Mk RE—EE

E:0) S

=5
8. & .rdatafji

9. BN
AR

{312 FR) B A8 K7 )

SEARBERBRRIER. #BE

Usage: fix.exe <file or directory>

R

BN CA\Windows\system32hemd.exe

C:sllzersslzser~Desktopifix.exe

Usage: fix.exe <file or directory:

> fix.exe setupSrv.exe
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C:“UszsersslsersDesktop>fix.exe test setupSrv._exe

BIRIFHOR

11
11

11
11

11
11

11
11
11

BUIBRRED
"4 Stud_PE editing -
File Edit Teools

11
11

11
11

11
11

11
11
=11

GES

28
28

28
28

28
=28

28
28
=28

FERIRIRIE

Try to fix: testsetupSrv.exe

Error parsing the import table. Address0fData overlaps with THUMK_DATA for THUHK at:

data at RUA can’t be fetched. Corrupt header?

Error parsing the import table. AddressO0fData overlaps with THUNK_DATA for THUHK at:

data at RUA can’t be fetched. Corrupt header?

Error parsing the import tabhle. Address0fData overlaps with THUNE_DATA for THUNK at:

data at RUA can’t be fetched. Corrupt header?

Fixed: test“setupSrv.exe_clean
main. execution time 62.5%ms

[ S \Bh ep)%BE',é%ﬂ“IEo

"setupSrv.exe_clean” - [32bit app] —

Help

o huzershusertdeskiopitesthsetupsmy. exe_clean

% Headers | * Doz B Sechions | = Funchions | Rz Resources | 2 Signature | REA|»

REZEBY cleanstE., BEEMBEMER , TUERIRE—E

5 =]

| Narme | YirtualSize | YirkualO ffzet | RawSize | R awffzet | Characteri... |
101 U0 0001 EQad 00007 a0 0ooa00a0 0oaa0400 EQOO00Z0
Ep02  UP:T 0O00E Qoo 0007 Foa0 00000200 00000400 EQO00040
103 s 0o00z000 00020000 0000FED 0000DEOD  EOOOO0ED
izt Stud PE Forumn | Test'it ||Hva<=>Flaw || File: Eu:umpare| | oK |

BREIMEEARE

BT

ANEI%
Eer)F T AR IXY

fig s
it

FRHATES

EdZEDapr A

Usage:

7l 30X 4 e N F TT R IH T Hlui
FIUDP 301681@:1&. REILEAITAFIAE

XipESEEUDP 3016818 R F1FEEE.

scan.exe 1iplist

B =HEES: C\Windows\System32icmd.exe

C:sllzers-lser-Desktopiscan.exe

lUzage =

scan.exe iplist

KIUDP 301671@8:\E1#E , UITHin e B3R IFHE
2hEAS —ERIHFER , AR EH(E
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AR

> scan.exe 127.0.0.1
> scan.exe 192.168.0.0/16

Bl :HEEE: C\Windows\System32cmd.exe EI

C:“Uszsers lUser~Desktoprscan.exe 127.8.8.1
# Listen on UDPF B.0.8.8:30168...
# Started Sending Data

## Finished Sending Data
IF:-127.8.8.1:38167 Majorlersion:6 MinorlUersion:zl BuildMumber:7681 PlatformId:2

ComputerMame : USER-FC

#t Heceive critl+c, exit?

R TA TR

file name md5 compiler-stamp (UTC) type
setupSrv.exe ¢c5e7e7007b7eaba3361fea7d4b029859 2009-12-04 13:35:59 UTC EXE

cft3B18.tmp  fe763c2d71419352141¢77c310e600d2 2001-10-11 12:01:58 UTC DLL

TeamT5 HIBB( U L2 BER R R MBI BTEHARITA , AHEE—RBRNINER
EHEIFNEE S, EEREMHRE | IR TS EZIRI5 L FE S #h pRRARTE 7y
M, BIREREENANRBRETFE | IRHFHEEMNIRAI TR ER , BEE REY
EERIRA.

EEABEREBMHRIE, BEENTKR , BUDEEARKE: https:/teamt5.org/tw/contact-
s/

C

2X58

BlackBerry Cylance vs. Parite Polymorphic File Infector
Share:
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