How can | make WiFi passwords per-user rather than per-

system?
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By default, newly-created wireless networking profiles are made visible to all users. I'm
guessing that the idea is that if you connect to a Wi-Fi network, you are setting it up for the
entire machine. That way, other users on the same computer can use the same wireless
network.

If you don't like this, you can change the allowEveryoneToCreateAllUserProfiles group
policy setting to false. When set to false, only users with wlan secure add user all
user _profiles permission can create system-wide profiles. That permission is granted by
default to Administrators, but you can customize that by calling wlansetSecuritySettings
with your custom access list.

Bonus chatter: Note that being in the all users profile means that anyone can see the
password. My guess is that this is the main reason for setting allowEveryoneToCreateAll-
UserProfiles to false.
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https://devblogs.microsoft.com/oldnewthing/20230606-00/?p=108298
https://learn.microsoft.com/en-us/windows/win32/nativewifi/wlan-policyschema-alloweveryonetocreatealluserprofiles-globalflags-element
https://learn.microsoft.com/en-us/windows/win32/nativewifi/native-wifi-api-permissions

