[REO14] GuLoader AntiVM Techniques

+=== blog.vincss.net/vi/re014-guloader-antivm-techniques/

3 17/12/2020

Thoi gian gan day, Twitter ciia cac chuyén gia nwdc ngoai lién tuc xuat hién hash

tag #GuL oader, day la mot downloader phd bién dang dwoc cac nhém tin téc st dung rong
réi nham tai vé ma doc chinh lgi dung cac dich vu cloud clia Google Drive va Microsoft
OneDrive. GuLoader rat nhd, nhe, dwoc viét bang VB6 va thuwéng dwoc nén trong file .rar.
Khi ngwdi dung vé tinh thue thi loader nay, né sé tai xuéng Trojans (RAT) hodc cac dong ma
doc danh cap théng tin nhw Agent Tesla, FormBook, NanoCore RAT, Netwire RAT, Remcos
RAT, ...

O Viét Nam ciing khéng ngoai &, chuing t6i da tiép can va cé bai phan tich chi tiét vé
downloader nay. Mé&i day, khach hang ctia ching t6i tiép tuc nhan dwoc email c6 file dinh
kém la, qua kiém tra, phan tich va so sanh, ching t6i nhan thay day chinh la mét bién thé
cta GuLoader. Nhiém vu ctia n6 14 tai vé NanoCore RAT dé thuc thi trén may nguwdi dung.
Trong bai viét nay, ching t6i s& khdng di vao phan tich chi tiét ma chi tap trung vao cac ki
thuat Anti-VM duwoc st dung trong shellcode.

1. Anti-VM

1.1. Két hop ZwQueryVirtualMemory v&i cac hash da tinh toan trwéc

Théng thwdng, dé phan tich ma doc, nguoi phan tich sé thuwe thi ma doc trén mot moi

trwdng riéng biét nham thu thap cac théng tin twong tac véi hé thdng trong qua trinh thuc thi.

Tuy nhién, v&i cac bién thé méi clia Guloader, khi thuc thi sé nhan dwoc théng bao sau:

Debug loader sé t&i dwoc shellcode. Shellcode thye hién push mét loat cac hash da tinh
toan trwde 1én stack:

push 0xB314751D
push OXA7C53F01
push OXx7F21185B
push OXx3E17ADE6
push OXxF21FD920
push OXx27AA3188
push OXDFCB8F12
push 0x2D9CC76C
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Tién hanh resolve ham APl ZwQueryVirtualMemory (rng v&i hash da tinh toan trwdc
la 0x8802EDAC.

Hinh 2. L4y dia chi ham APl ZwQueryVirtualMemory

Tiép theo str dung vong 1ap dé quét toan bo vung nhé tr 0x00010000 t&i 0x7FFFF000, goi
ham ZwQueryVirtualMemory kiém tra access protection clia cac ving nhé nay. Néu vang
nh& thda man diéu kién, sé quét vung nhé do, gap chubi sé goi ham tinh toan hash cho
chudi do va so sanh vé&i cac hash da thiét Iap trén Stack. Khi tring hash, loader lay dia chi
base clia msvbvm60.dll d& tim ham MessageBoxA, gidi ma chudi “This program cannot be
run under virtual environment or debugging software I’ va hién thi théng bao nhw Hinh 1.

Hinh 3. Tinh toén hash cta cac chudi trén ving nhé
Ham tinh toan hash ma loader st dung chinh la thuat toan djb2:
Hinh 4. Ham tinh toan hash

V&i may sir dung dé debug loader, chang téi cé dwoc chudi “vmtoolsdControlWndClass”
trung v&i mot hash da dwoce loader tinh toan truwde la 0xB314751D. Cac hash con lai theo
phdng doan clia chuing t6i cé thé lién quan dén VirtualBox hodc méi trvdng sandbox khac.

Hinh 5. Phat hién méi trirong do héa st dung VMware

1.2. Kiém tra sw ton tai cia QEMU Guest Agent

Bén canh ki thuat nai trén, loader cling thwc hién kiém tra xem moi trwdng phan tich co sk
dung Qemu guest agent (qga) hay khéng thong qua ham CreateFileA.

Hinh 6. L&y dia chi ham API CreateFileA
S& dung ham nay dé kiém tra sy ton tai clia “C:ProgramDatagemu-gaqga.state” trén may:
Hinh 7. Goi ham CreateFileA dé kiém tra sw tén tai cua file
Néu ton tai file trén hé théng sé hién thj théng bao nhw Hinh 1:

Hinh 8. Hién thj théng bao néu cé qga.state

1.3. Str dung CPUID

Bén canh hai ki thuat trén, loader con st dung thém Iénh CPUIDdé kiém tra xem chwong
trinh c6 dang thuwc thi trong méi trvdng ao hdéa hay khéng?

Hinh 9. Str dung CPUID dé kiém tra
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Lénh CPUID duweorc thyce thi voi gia tri cia EAX = 1. Bit thr 31 cda ECX néu trén may vat ly
s& bang 0. Trén may 4o, nd sé bang 1.

2. Bonus

Loader nay st dung ki thuat code injection phirc tap nham lam khé ngwdi phan tich.

Tao moét tién trinh con |a RegAsm.exe & trang thai suspended.

Map msvbvm60.dll vao trién trinh vira tao.

Thwc hién inject shellcode vao RegAsm.exe.

Thiét Iap context clia tién trinh nham chuyén hwéng thue thi téi doan code da inject va
goi ham ZwResumeThread dé thuc thi.

Shellcode thwc thi bén trong tién trinh RegAsm.exe sé thuc hién tai vé, gidi ma va thuc thi
payload. Payload m&i dwoc lwu trén Google Drive:

Hinh 10. Loader thuc hién tai payload ttr Google Drive
Giai ma payload va map vao memory dé thyc thi. Payload c6 kich thuwéc 0x32A00:
Hinh 11. Payload sau khi tai vé dwoc gidi ma trén memory
Payload thu dwgc chinh Ia NanoCore RAT:

Hinh 12. Payload thu dwoc la NanoCore RAT

Tran Trung Kien (aka m4n0w4r)
Dang Dinh Phuong
R&D Center — VinCSS (a member of Vingroup)
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[REO16] Malware Analysis: ModiLoader

1. Gidi thiéu Gan day, t6i co tim hiéu mot dong loader cé tén 1a ModiLoader. Loader nay
dwoc phat tan théng qua cac dich vu Malspam dé Ilra nguoi dung thwe thi ma doc. Twong
tw nhw cac dong loader khac, ModiLoader ciing théng qua nhiéu buwdc (stage) dé tai vé
payload cudi cung cé nhiém vu danh [...]
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[RE027].Nhém APT Mustang Panda c6 thé van dang tiép tuc hoat ddng_tAn céng_vao cac tb
chirc tai Viét Nam
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Tai VinCSS, chung téi lién tuc chd déng theo ddi tinh hinh an ninh mang, san tim cac mau
ma ddc va danh gia mirc do nguy hiém cdia ching, dac biét 1a cac mau ma ddc nham tdi Viét
Nam. Gan day, trong qua trinh thwc hién hunting trén nén tadng cta VirusTotal, thuwc hién tim
kiém cac mau byte d&c trwng lién quan téi nhém Mustang Panda (PlugX), ching t6i da phat
hién mét loat mau ma déc ma ching téi nghi ngd la ctia nhém nay dworc tai 1én tlr Viét Nam.
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[REO26] A Deep Dive into Zloader — the Silent Night

Zloader, mét banking trojan con biét dén véi nhirng tén goi khac nhuw Terdot hay Zbot. Dong
trojan nay dwoc phat hién lan diu tién vao nam 2016, va theo thdi gian sé lwong phat tan
cta no lién tuc gia tdng. Code clia Zloader dwoc cho la xay dwng dwa trén ma ngudn bj ro ri
ctia ma doc Zeu$S nbi tiéng. Vao ndm 2011, khi ma ngudn ctia ZeuS dwoc cong khai thi tor
do téi nay né dwoc stir dung trong nhiéu mau ma doc khac nhau.
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[RE024]_Tim hiéu vé IDA Microcode

Gioi thieu Téng quan khi bién dich mét chwong trinh, compiler sé thwe hién nhw sau: Cac
buwdc co ban cia mét chwong trinh compiler Khi decompile mét chwong trinh sang ma gia
C, hexrays sé lam diéu nguwoc lai: Cac bwédc co ban cia mét chwong trinh decompiler Mot
trong nhirng bwdc quan [...]
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[RE025] TrickBot ... many tricks

DPuoc phat hién Ian dau vao ndm 2016, t&i thdi diém hién tai TrickBot (con dwoc biét dén véi
nhirng tén goi khac nhw TrickLoader hay Trickster) da tré thanh mét trong nhirng ma déc
nguy hiém va phd bién nhét hién nay. Nhirng ké dirng dang sau TrickBot lién tuc phat trién
dé thém céc tinh nang va thi thuat méi. Ma déc nay duoc phat trién dwdi dang mé-dun,
theo do6 payload chinh sé chiu trach nhiém tai cac plugin khac c6 kha nang thwc hién cac tac
vu cu thé, bao gdm danh cap tai khodn va théng tin nhay cdm, cung cap kha nang truy cap
tr xa, lay lan qua mang cuc bd, va tai xudng phan mém doc hai khac.
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