mMp.weixin.qg.com /s/tkOMIHY36 TujPKjWKVa6kA

BE{l Mysterious Elephant 4% CHM X {43y
BIZE

1IN

2024410516 H 10:55

HkE =

Mysterious Elephant (“##%") , RHESNR L] BREHEAE 2023 FE_FE APT &8 RE+ 6
m—AEE APT B4R, ENARISiIENEBTE R (Bitter) LA F1T ORPCBackdoor 7E3#H)

SIBEETHINNZ 3 | ZEFPE FTREEANES , KRIHi%ExE AR ORPCBackdoor f&i THE 1k
WA [ETF Bitter ZBLRHFYRSHITIEER. BRIEBAIKAFHSE , Mysterious Elephant 2823 51X £
A APT LRERFFLEREL , JHA Bitter BRI TF A& . ZHAKN KT ErEEEEIEEE,

E AR

AREBIMERP O AL I —H B 4E R CHM 3C4E , HP html SXHERARNS 4o w8 , RERT
—ANHNERSCEE (Pban R EAFR ) “UsoCoreService”) . BT CHM HAB SAAESBHEHEENREE , S8
LOREARTE VT IR SR,
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https://mp.weixin.qq.com/s/tkOMIHY36TujPKjWKVa6kA
javascript:void(0);

=PM Thanks Letter FAO Xi an Pak </

style="margin-left-5%:margin-top:5%;margin-right:5%;">

style="justify-content:center;display-flex;">

"clsid:52a2aaae-085d-4187-97ea-8c30db990436" width=1 height=1>

UsoCoreService, ">

<f
i

Sec8chechT6T72e5595436b35b4f1e302aaffl1bBeel0cel15bbe796bf6bef0541b

PM Thanks Letter FAO Xi an Pak.pdf.chm

chm detect-debug-environment

CHM #ARHHE R FE , 4 XHEHFH “.pdf.chm” WY B L (A%A PDF 30t , FENSSEEL
H, RIE, @EFETLEEX , SRBUFHM, FE, Sz @5FF T, ERAXKERET , &K
TMERIMBEERBLAFIEDERHEHEER | BENSR\LEN R ACEIMAERZEEE].

CHM BUTHISMNER S SERR 2 B CH REMGEIT | Jal 1AL S — 2 Bitter ALRAKER B EMRENS R
FIEEREAMM. XBIRERINAT AR GEERZAMRS 2R (libraofficeonline[.Jcom) 5 Mysterious

Elephant % , FHEIEEN— LK HRESIE RS ER Mysterious Elephant SEZ#4] (B1F
ORPCBackdoor, WalkerShell, DemoTrySpy %) .

RTRIX APT AR MELRE RN ANZ A REMRA RN ERELRAEY , BanlANTRER
Mysterious Elephant # Bitter X/ FFRIEIZB XM —HEN. NBRIINBZ DL , AXETEEHFEM
AR AX LA TR A CHM Zrid¥AF0 C# Jal 1R ]k B Mysterious Elephant ZH£R,
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AT

CHM BAMERANT |, Hp— AT R 2 F 5 A Rk &0,

MD5 X4
3df2d899d6d8d827adf2d92c91b3b32b Upcoming high level visit
from China.pdf.chm

b38aca4f2d80484d5523f1eadafafe76 STRATEGIC RESTRAINT
REGIME IN SOUTH
ASIA.pdf.chm

75ee4f79a3ed4137a918888482ded6a1 defoffsetpolicy.pdf.chm

8e2377022b80cdc51d2¢c98bbf0c9d313 Myanmar Ship Clearance
OM-2209.pdf.chm

2f7ee7c1c75fbfdc1d079fcc6e325d19 PM Thanks Letter FAO Xi
an Pak.pdf.chm

19b767974205b66a12a28ccdb69943edTalking Points IAEA GC
2024 .pdf.chm

aeb0b7e40f12ba093ff523fc124383ae Bilateral Cooperation
Pakistan China.pdf.chm

1645f406ab4e0d54e477330473c76664 SR ICT 030924.pdf.chm

B

o 1y [R) 2 E AR A
[B) ] BEIX ARG AR
EEAESENERAR

E A8 EFBUR
e ER KD
N 04 [ K3,
ERHIE(R) fE &
1=
E-EEATEXGA
KWER

E &8 - EXuA
BIE

EEAEES

d0030f5411698bb65f1cd281¢5d302bc 26082024 DSR_No.pdf.chm o EL 8 1 (R 22 fR

232bb5b436c0836370fde34ca7b7138a A Letter of China

Development Bank.pdf.chm

f26435785dd856ddb1fbcc682547aab0 CAPSTONE Course
2024 .pdf.chm

RS

PERRRITHRE
o N E A S

68d458d1df36eaf885116a1b6801ab42 Notice EC10 Power.pdf.chm LA 14 514 4R

A AER TR

HERS (SIFC)
KTHRNEIKEK
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STRATEGIC RESTRAINT REGIME
IN SOUTH ASIA

Dr. Muhammad Khan, Ahmed Khan and Dr. Syed Turab Hyder’

Abstract

The post-independence Indo-Pak rivelry and the hostile neture of Pek-India relations
have caused instability in the region, which conrinues ro this dey. While strategic stebility has
helped in evoiding @ major war, stable end durable peace is still ¢ distant realicy. The Pakistani
proposal for strategic restraint regime in South Asia aims af achieving @ holistic peace in the

region with cthe ultimare gim of peaceful serthement of all dispures, reducing arms race, and
preventing @ nuclear disaster. The initiation of che idea of straregic restraime regime by

Pakistan was indeed @ step rowards pesce through resolution of issues rather through
stockpiling of army and increasing the chroar.

Introduction
distinet gec-polincal and secunty developments of South Ama have besn

receiving a lot of repional and imternanonal artennon over the decades. Although
South Asia comprises of eight countmies; i3 polincal, secunity and sconomic destny
however, is largely shaped by balareral relanonship berween Pakistan and India.
hlduthuld:ic:umndummmpobuﬂlmhﬂmmpﬂpﬂllﬁd
stability in South Asia. As a resultant, intermirtent conflicts, bilateral disputes, arms
buildup and murual distrust between the two countries have prevented cooperation for
economic progress, peace and stabiliry in the region.

Deterrence instability, offensive military docrrines, the presence of non-state
actors, ongoing arms race and recurrent low- to- medium level-armed conflicts berween
Paldstan and India speak a lot abour the precarious securiry environment of the region
Above all, Indo-Pak geographical proxmity and the technological advancements in
conventional, nuclear and ractical weapons manifest mulnfacered chrears for endre
region.

‘br. Muhammad Khan is Professor of Politics amd 3 ¥ Islamuc Lniveess
muhuu-iqull—ilﬂnl_-_i:—hw—dm-nﬂ-ﬂ
Babochistan Lns y of b ion T o Eng g and Marageesart Sciences, Quetta. Dr Syed Tumb

Hydar has vast s mop
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Ciovermment of the People's Republic of Banglsdesh
Ministry of Foreign AfMars

Mo, 1900.0000.T15.37.006.24- 1476 12 September 2004

Silject: Reguest for views regarding the arvival schedule of ihe Myanmar Navy's troop carvier LMS Ohis
Dwin to enter the Bangladeshi Waters on 28 Seplember 2024

The undersigned i directed to forward herewith a Diplomatic Mote no. 17 76 (18) OL/24 (992). dated 10
September 2024 received from the Ministry of Foregn Affairs of the Republic of the Unson of Myanmar regarding
the arrival schedule of the Myanmas Naval Ship UGS Chin Dwin requesting 1o afrangs the repatriation of 113
Myanmas security troops om 19 September 2024 st BIWTA jetty and for that purpose, the Myanmar Navy s troog
carries UMS Chin Dwin s scheduled to leave Yengon on 1% September 1004 and enter into Bangladesh's
witeripace on I Japtember 2034 in this connection, the Minitry of Foregn Alfair of the Republic of the Union
of Mysnmar s weehing neceisary spprovalicdearance for the sntrance to Rangladesh territorial water snd panisge
o BIWTA jetty for the said Maval uhip at the sasliest convensent time (Urgantly by 1) September 2004|

F 8 The concemed Ministry Division Agency ire requested to convey the il vieswy'comments’ concurtences on the
absrve-mentloned wilbject o the Minmiry af the earliest

Fnelowere: is stated
22.95- 24
i Mubanumnd Sajad Howan
Assintmnt Secretary (Policy)
Ph 02-1226664004, Mob: DIB3TI 12300
Principal Stall (fficer
Arimed Forces [yision
haka Canionmeni, [Fhaka
Mo, 19000000 715 37026 24- 1478 21 September 2024

For kind information & secesary sctlon (a0l sccording to the sensority ):

I. Senww Secretary, Public Security Division, Ministry of Home Affasrs, Bangladesh Secretariat, Diaka
{Kind Attn.: Joint Secretary, Political) :

2 Senior Secretary, Ministry of Defense, Ganabhaban Comples, Sher-o-Bangla Nagar. [¥aka
iKind Alin.: Senior Assistant Secretary, D-T)

3 Secretary. Mimnsiry of Shapping. Bangladesh Secrctariat, Diaka

4 Director Ceneral, National Secunty Inelligence, Dhaka

5. Director General. Forces Intelligence, Disaks Cantonment, [Maaka

6. Chairman, Chitagong Port Authornity, Chittagong Port, Chittagong

T Direcsor Ceneral, Coast Guard Headquarters, Agargaon, Dhaka

B, Director, Direciomnite of Maval Operations. Naval Hesdquariers, Banani, Dhaka /

1 Muhammad Sagpad Hossam
Assistant Sccretary | Policy |
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BRIEF
Pakistan- China Bilateral Cooperation

Intreduction

Pakistan and China enjoy a deep-rooted and multifaceted relalionship spanning
owver seven decades. Their bilateral ties, often characterized as an “All-Weather
Stralegic Cooperative Partnership”. Pakistan-China civil nuclear cooperation has
strengthened Pakistan's power generalion mix by diversifying fuel base and
sacuring supply of electricity yet checking the economics and keeping the
environment clean.

Background

Pak-China Civil Nuclear Cooperation

Pakistan and China have a long-standing civil nuclear cooperation, with
China being a key supplier of nuclear technology to Pakistan. China has
construcied four nuclear reaclors al the Chashma Muclear Power
Generating Station houses C-1, C.2, of 325Mwe each and C-3, and C-4 of
HOMwe. C-1 starled operation in 2000, whike C-2 in 2011. Addiionailly,
two units in Karachi K2-K-3 of 1100MWe constructed through chinses
assistance are in oparation.

Currently, six nuclear power plants with a combined capacity of 3,330
MW contributles o national enengy generation mix. Nuclear power in
Pakistan has effectively avoided over 100 million tonnes of greenhouse
gas (GHG) emissions by replacing fossil fuel-based generation.

On July 14, 2023 ground-breaking of the fifth unit (C-3) al CNPGS was
carried oul. The capacity of the upcoming NPP is 1,200 MW which once
operational will increase the total installed nuclear capacity in the couniry
to 4,730 MW,

Recent Developments
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¥ ipa2branch@gmail.com
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Ao wfGamey, vran

(5TR wrader: Tomia, wapgae ferme.y = - Wy au BralTeE Ty
ire®m secretary@mopa.gov.bd, 11 @mopa.gov.bd

fufemre wfie, arferey wpmee, oo =i, oe

(9T s Bemfia (ha-y ), arfirer s wsfire)

EREn: secy@mincom.gov.bd, addl.admn@mincom.gov.bd,
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3
Ffre

HRK C# Rl HEEMT

MD5 4
27ac8eb519679530999e786281e9a578FileViewer.exe
115fb536€981c87873b0f35cb0059d93 STRATEGIC_RESTRAINT _REGIME_DETAILS.exe
4e8e1339f9754d8d2c5f74cb03f44fbb  Guidelines_on_Offset_Program.exe
00f2df1829893caa85f3968961b6e736 UsoCoreService.exe
ab59fe2c89b0000a360a8468f2b990c73 IAEA _GC_2024.exe ; Bilateral _Cooperation.exe
a3a06d50438681fc9917e22c41bd2cab SR_ICT.exe

316e8d798f7db625¢c207532e2f7a5d38 Annexure.exe
616b29bd9e20fc032bc54acd5ed8aff0 Runtimelndexer.exe
ee64e70388e422dd9a620c3d18613268Runtimelndexer.exe
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HaFEME

RIBEREAAEAD O e B MR R BN ARIRMERA, CHM X CH# B IIFFET R4
Ak, {8 C# RITRE T XHIRUEY | SEMERZEARMEED CHV IfF. BMEHELAEREEIRN
REECAAFUEM CHM S | BT CHM X#ASTEH A S OTENAE | RITERIIRAR
&, #EREEEHITIE CHM XX | Bahfaiing C# /&I,

-

=i ZHHE E-Sit] Fh

[ Minutes of meeting Intl Military Technical Forum Army 2024.pdf.chm A HTML #8... 804 KB
Runtimelndexer.exe R FER 22 KB

=R B HE =il o
FileViewer.exe 20244107 21:00 AR 24 KB

2 Upcoming high level visit from China.pdf.chm 2024/10/7 21:4 HREERY HTML #8 445 KB

C# Jal]

C# [ 1% Task H4RF2 , HP—IZp5 425 ConfuserEx fNZSAME, ThaE b , TEHIT C2 RS
25 &AM cmd &4, MHlENEFFEMBEES.

HHLC2
C# JaI THRER C2 RFMEEMANEBARE , BT L.
1) C2 3= EEHIE RIS,
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(2) MBCEXMFHiRE.

Ek.in 00f2df1829893caa85f3968961b6e736 F 316e8d798f7db625c207532e2f7a5d38 ¥ EiZHEHR T
i) SysConfig.enc XXt , BB AES #1538 C2 lRF-H[HEE.

. ETUUTE. exe 1EE0 Bk Createrile CriWindows'\Microsolt. RET \FrameworkKive. U. 3U3lY'\nlssorting. dil SUCUESS
- NETFramework' w4 0. 30319 sortdefault. nip SUCCESS
op' samples SysConfig. enc

p\samples\00f2. exe. config

(string 2)) ;

, aes. [V))

memoryStream, cryptoTransform, Crypto

streamReader = 3 cryptoStream) )

text = streamReader.

(3) AR AFBMNETERIMLE RS IENER , WEFERF 2R N AEAT.

2L a3a06d50438681fc9917e22c41bd2cab 445l , Getlpinfo ER¥GESK
“hxxp://easyiplookup.com:5080/main/get_ip_data?userld=zqlCYqgp4f&ip=8.8.8.8"

Recipe ~ ol @8 Input + O] =
aHR@cDovL2Vhe31pcGxvb2t1cCSjb2@6NTAIMCItYWluL 2d1dF9pcFOkYXRhPIVZZX I IZD16c WxDWXF ncDRmImlwPTguOC44L jg

From Base64 -

A-Za-z@-9+/ - Remove non-alphabet chars

[ strict mode

e 108 = 1 Tr Raw Bytes < LF
ra

Output 5] r[:l Mm o

http://easyiplookup.com:5888/main/get_ip_data?userld=zqlCY¥qgp4f&ip=8.8.8.8
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MaNAH Requestld FERIREUVNZ |, base64 fi#i%15%] C2 {58 “91.132.92.231:5959”, [T 5959 if
O, R—IP (91.132.92.231) #6060 ixAtH#HAIIEA C2 (5 R(FEL C# fal]l. BiEXFMA , Kif
FA[PAR A E ST KFRESM C2 fr25 IP suhbAligO .

<Ip

In [l : r = requests.get('http://easyiplookup.com:5080/main/get_ip_data?userId=zqlCYqgp4f&ip=8.8.8.8")

In [JM]: r.status_code
Bl : 200

In [Jll]: r.content

| b'{\n |"RequestId": "OTEuMTMyLjkyLjIzMTolOTU5",\n "as": "AS15169 Google LLC",\n “city": "Ashb
urn”,\n “"country": "United States",\n "countryCode": "US",\n "isp": "Google LLC",\n "lat": 39.03,\n
"lon": -77.5,\n "org": "Google Public DNS",\n "query": "8.8.8.8",\n "region": "VA",\n "regionName": '
virginia”,\n “status": "success",\n "timezone": "America/New_York",\n "zip": "20149"\n}\n’

In [JM]: base64.b64decode("OTEUMTMyLjkyLjIzMTo1l0TUS")
- b'91.132.92.231:5959"

easyiplookup.com 15 & /) 80 ¥ FIEKZ1TE IP EMARS , MEsIZA custom.js YA fetchlpinfo BR%TM
ip-api.com FREURIEM IPEE , FERERE L. [EMTA IP B1HIR “Lookup” iR XFREfT , &1
A5 ET1EK C2 {5E—#EM URL (“hxxp://easyiplookup.com:5080/main/get ip_data”) , ZREFIZM%LTE
WEENIEHIZ T,
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t @ B

D IF Lockup X +
b A F== | easyiplookup.com A5y 3 ]
Enter IP Address...
L D top 1 ${document).ready{function() {
v O easyiplockup.com 2 #("#resultContainer”).hide(};
v D assets 3 . . .
4 F#F Call the function te fetch and display the info
P s 5 fetchIpInfo();
v (Ois 6
ﬁ custom.js 7 var leoader = document.guerySelector(”.loader");
D jquery-3.6.0.min.js 8
9 #("#ipForm").submit{function(event) {
D =50 18 £(".loader"}.addClass("active");
11 £ ({"#pageContainer”).css{"pointer-events", "none"};
12 loader.style.display = "block";
13 event.preventDefault();
14 const ip = $("#ipInput™).val();
15 console.logl{ip):
[ $.get( hittp://easyiplookup.com:5888/main/get_ip_datalip=%{ip} , function(data) { I
17 const table = $("<table»«/table>");
18 for (const key in data) {
19 if {key == "ReguestId")
28 continue;
21 const row = S("<tre</treT);
22 const celll = ${"<tds</td>").text{toSentenceCase(key));
23 const cell? = ${"<tds</td>").text{datalkey]);
24 row.append(celll, cell?);
25 table.append(row);
26 H
48 /4 Function to fetch IP and location info
49 async function fetchIpInfo() {
Se iry {
51 Jf Use ip-api.com's API to get IP and location data
52 let response = await fetch{'http:/ ip-api.com/json*);
53 let deta = await response.jzon();

HAatFAMEARARE C2 55/ C# /1A :

MD5
BE>KURL

HRENHIC2
15

4e8e1339f9754d8d2c5f74cb03f44fbb
hxxp://winfreecloud.net:6396/athenalidentification?
name=f0ingMaHra&addr=6.5.6.2
162.252.175.131:8246
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MD5 115fb536e981c87873b0f35cb0059d93

¥KURL hxxp://winfreecloud.net:6396/athenalidentification?
name=9az1g3qdYp&addr=9.9.9.9

FREURIC2 46.183.186.208:6060

58

winfreecloud.net I easyiplookup.com ¥fi##TE|MEE IP (151.236.9.75 1 84.32.84.32) ,

Date resolved Detections Resolver P
2024-09-09 ,u" 94 VirusTotal 151.236.9.75

2023-09-07 /94 VirusTotal 84.32.84.32

Jal1Zhee
Jal & C2 RFHEARARENENAMAFRIEARETENRER.
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ream =s=lStream,

(;2'-: CEesE5 Process

Process.
Process.
pProcess.
Process.
PIrOCESs.
process. Start () ;
text = pProcess.

output = text:;

o )
} -

1ETIT iprm:ess, .

el LETL L

[1 bytes =

—

-
Command:
LA .

command,

—
S R

-
INSU L L .

output,

}ad;

zs1Stream VriteAsync (bytes, 0, bytes.

- -
EXeCUT1Nng COmmand.

0

id. exe , whoimI, ~/k echo zqlCYggp4f:~ + whodmI)|HandleProcessAsync

(networkStreamWiriter, networkStreamReader, networkStream, tcpClient):

ProcessHandler ( filelame,

{
dler. <> isplayClass4 0 CS$<>B_ localsl =
C53<»8  localsl.n = networkStreamWriter:
C33<>8__localsl . .file z
C33<>8__localsl. e I n

R BESTFF HAh C2 154




' i
ltexta

text3[0]:
I C : I|

BEZA a59fe2c89b0000a360a8468f2b990c73 5w C2 F540F.

C2f5&Hh TRk

dir FIEFEE BR T2 FERL
cat B HFRNE
copy B

whoami BRAFP%

upload e

tasklist F\|H BT SRR (5 EFNXT . (R mT B TR A2

schtasks S AT IHES B2 FRFNH IR

download TS

systeminfo  FKINAGZER , BRAGHRE. FIl5. =
RBERNE RN
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Hth ST

BEAS 27ac8eb519679530999e786281€9a578 1M C2 3#5410F.

C2I5418 Thgk

dir FHFEEBER TR L MFERL
copy BH

upload HEH

download T

Hb S HIT

IR RER
KEHS

JaI1HEZA 316e8d798f7db625¢2075322f7a5d38 M IE A— N E4EEF , MELE X SysConfig.enc
e C2 {55 46.183.187.42:443,

MD5 b28bb7cabfb12e9bc5b87692b065¢c83a
N4 Islamabad_Security Dialogue_Pub.rar

Scanned Detections File type Name
2024-09-29 /64 Win32 EXE _Anx\_Anx\Anx

2024-09-15 /63 VBA _Anx\_Anx\Anx.vbs
2024-07-26 / 66 Windows shortcut Islamabad_Security_Dialogue_Pub.pdf.Ink
, 2024-10-09 /63 Windows shortcut _Anx\_Anx\filename.Ink

2024-10-03 /64 PDF _Anx\_Anx\Islamabad_Security_Dialogue_Pub.pdf

2024-08-14 /65 JavaScript _Anx\_Anx\SysConfig.enc

=R EHES A F
Anx 2024,/6/25 21:41 vy 20 KB
2| Anxvbs 2024/7/24 22:40 VBScript Script ... 8 KB
o filename 2024/5/15 16:48 b 2 KB
[ Islamabad Security Dialogue Pub.pdf  2024/7/24 21:52 Microsoft Edge ... 5,482 KB
SysConfig.enc 2024/6/21 0:17 Wireshark captu... 1 KB

RIEESEAT —PMAERA EIEERMSCE filename.nk (MD5: ae55cb4988f2f45197132631f5a86632)
AT PAREXRE BB U ESE B B REEMSI B A,
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m filename EiE -

S REST 2 EACE LEmEE

F ]z | filename
Eima=: I
BHiFii=: %SystemRootd
BfR(T: aSystemRoot¥\explorer.exe " .\ \PressMe.pdf
B MD5 VT L{EHE — EEET
%#WIE

1 3b669279c534987d6d7cab08d85df55a 2024-06-19 2024-06-
04:59:57 UTC 18

2 432230af1d59dac7dfb47e0684807240 2024-07-02 2024-06-
06:04:24 UTC 28

3 865483fea76242e687aa%e76b1a37f28 2024-07-09 2024-07-
10:04:58 UTC 09

4  af669dfa074eb9b6fda3fd258f58e2d2 2024-07-16 2024-07-
02:34:10 UTC 10

5 7728fee377137e83e9bd1c609cc166¢c0 2024-07-19 2024-07-
10:45:35 UTC 11

6 dad7d9528e9506ebd0524b3ebd89ddf22024-07-18 2024-07-
10:36:13 UTC 18

PR KEXBEAT M |, A 1~4 DIRIASAEEABIE , |Al1A C++ W5, (ERBR= RS 1EAR C2,
BT ERL B

Scanned Detections File type Name
2024-09-22 /71 Win32 EXE audioadg.exe

2024-06-23 /47 Windows shortcut M ABEG-ZERF doox.Ink
2024-09-15 /63 VBA DS_Store.vbs

2024-10-09 /63 Windows shortcut filename.lnk

2024-06-19 /67 Office Open XML Document A B3 . docx

? ? file a593cb5efdb4eled27abf0c4316809da2b4a228e2e60321dT642a62072851bd00
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MA¥A 5 0 6 (Ri%4E PDF AR SEENBEEHZEERFX , MK C# /Al (MD5 :
5e7dbadaafb8176ab026e2f4aa3211dd) XA SHTEIZEINK CHM LA JEIT—2 , MEHN C2 IRE 5
FEMIBIY AES i MECE X fF “license” FEkEX. B E48BIACESAHHER] , C2 354
158.255.215.115:443,

Scanned Detections File type Name
2024-09-06 /75 Win32 EXE _cal/_cal/cal

2024-10-09 /63 Windows shortcut 12th_Edition_Of_Innovation_&_Excellence_IDEAS_2024.pdfink
2024-09-15 /62 VBA _cal/_cal/cal.vbs

2024-07-19 /65 PDF _cal/_cal/12th_Edition_Of_Innovation_&_Excellence_IDEAS_2024.pdf
2024-10-09 /63 Windows shortcut _cal/_cal/filename.Ink

2024-07-18 /61 JavaScript _cal/_cal/license

(3z]13tream =s1Stream)

[] buffer =

Process process =

1

}

process.
process.
process. 3
process. BeginOutputReadLine () ;
rReadLine () ;
num;
{ {num = 2s]Stream ReadAszync (buffer, 0, buffer.

@string = Encoding. . GetString (buffer, 0, num):

PrOCEess, .WriteLineAsync (@string) :

BT XEAARTE VT _ER)_EAER R 48 B SRR, FITAAREEEC ATTRLNHE AR
i b BRAHHET ST EREREN A,




C# G 1 51RE 2 libraofficeonline[.Jcom AR%-25_E op B RITEHIEZREAAML,

S T ? | ( E ? E /\ DY Platform Use Cases Partners Company Support Resources [:..-Geta Demn-:::-

01 INICIVENL IESPONUETS 0N U1E DENCN.
That being said, sometimes the attacker makes it easy, and they leave a copy of their backdoors on a misconfigured server, which was the
case of ([FIEETIEENINET. In addition to the payloads being available, the zip was also available, named (3. probably short for
=SB A zip file is especially useful when dealing with backdoors that may be interpreted by a handler, such as files. The
analysis of some of these interesting files is given below.

Cc 2% libraofficeonline.comfop/?C=M;0=D

Index of /op
Name Last modified Size Description

Parent Directory: -
service txt 2024-05-16 09:05 12K
service.exe 2024-05-16 08:51 9.0K
2024-05-16 06:38
2024-05-06 09:05 8.5K
2024-05-0207:25 1.5M
scm.exe 2024-04-30 11:54 366K
vle UPL/ 2024-04-30 11:35
mlibvle.dll 2024-04-22 11:58 95K
mlib32 dat 2024-04-22 11:58 120K
delay.txt 2024-04-2209:25 1
sstn.exe 2024-04-2209:25 70K

bLJG1] a597e2c89b0000a360a8468120990c73 il , op B Feh SEAAAMMITE SN T RITR , 48
27 : EMATaskRHMAL | ) C2 RSB AEMBAMA A LIEAZEEFA , EARUNENS

HRAEH S SR,

HUSFE  MDS Vi
figio.exe ~ 25e5d1790f61e6a45720da0a500be131C#/F(] , cmddi4-Ht

1T
SearchApp.jpg16c33dbd1d7f6f98827e14f9d6d918e7 C#/5|7] , cmdérd
1T
sparrow.jpg  b7289c3f37a4305b4d6898f2e71fbb2c C#/5|7] , XIFZ e
A
~
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cancel lationToken

T T
- f stream = clientSocket

}ﬂffed:l

(ztream, cancellstionToken),
., cancellationToken)

(numl;
cancellationTokenSource
(cancellationTokenSource !

cance]llationTokenSource.

IEiGﬂﬂEEtiGﬂit:EmD:E".

R4 libraofficeonline].Jcom I3/ T Bitter 4047 , MXMRF 2 LI EMESRHE —LREAMET L &
# ZE M Mysterious Elephant A3 228101,

X4 MD5 T
page/MicrosoftEdge.msi6ff3f0a2f7f1ec8a71bed37496e2e6fa A4

ORPCBackdoor
msas.msi 7dc1d21554dce36958614817e3f531e6




B

ORPCBackdoor
mMsws.msi ¢13c4c025c5¢779d5dc8848ef160d5da £14;

ORPCBackdoor
Hazel.exe 1ad818406f06d1cb728b5d0f324fb3b5 WalkerShell
Pro-CLA.exe 79ed88fa92f87bf8f36ed98c44436472 WalkerShell
GOG.exe 36edd4feS5eed415f81e2ef8da75f23734 DemoTrySpy
Gogo.exe 4b6b8135¢2d48891c68cc66cd9934c40 DemoTrySpy
Nix.exe eb9cd31960e3bc9da5a3a03cd0055180NixBackdoor

AT ORPCBackdoor —FFi4#IA k&2 Bitter ZBZRFT R , FE—EERIN L B¥{EH
ORPCBackdoor FIE{kEA#T2HLR Mysterious Elephant IB8ER , XA RSB ERBRA—FHNER., &
SCAFPATEE % ORPCBackdoor M EENHKIFF IR ERIFT—2 , BHRIIANEZ DB, EHAAGRET XY
Al Z [E /) CHM X441 C# Jal 4R AT BEIRE Mysterious Elephant 2R,

+
/Eé A

PR EITENAR R CHM BEAST I tX MEEE | SMHES , WREBFIE, EhESE. 4
ATEERT. WEEXRAT —FAKE ILAER CHM AARKIEFEL , B CHM X EREshoMNRcH , M
A AHMEEANE. 5 CHM MXISMNIXHAE C# JalT) , —#B% CH# Jal TRHRER C2 MH{EEHIEK
TR AR NG IR RS , BN EERPHETH C2 #ilt, WlFmEG R EAFA , FF7E
HAERTHER C# Jal7]. U EFSRFGHHEK —EAESARNERNEEFE , FE NN RIS
TEENTI.

[E7p = a0

TREEPMERT ORBET AR/ EHfIaRs , YOTIH SRR N ZRRAAR RN | A Rdi
ITRFKIRHBBAEI 1, RIBITARES KR A | ARFAFEARIEKIRNAPP, 2K #HER
X, EHRIRAT .

EREIT , RERNARMNNA |, Tl TR ERIMEIR R ESIT A
(https://sandbox.ti.gianxin.com/sandbox/page) #1T¥|5]. BEiCXFEIEWindows, THFEETENK
ZIE R E ST,

BaT , BT HREBMERT ONEIMEREERN 24T , BETRERMERTES (TIP) . XE. X
IRESZEIMEN RS, TRIENGSOC, HRESHRBMF , MEASHFX LB HAEHHEIN .

I0C
MD5

(CHM)
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3df2d899d6d8d827adf2d92c91b3b32b
b38aca4f2d80484d5523f1eada9afe76
75ee4f79a3ed4137a918888482ded6a1
8e2377022b80cdc51d2c98bbf0c9d313
2f7ee7c1c75fbfdc1d079fcc6e325d19
19b767974205b66a12a28ccdb69943ed
aeb0b7e40f12ba093ff523fc124383ae
1645f406ab4e0d54e477330473c76664
d0030f5411698bb65f1cd281c5d302bc
232bb5b436c0836370fde34ca7b7138a
f26435785dd856ddb1fbcc682547aab0

68d458d1df36eaf885116a1b6801ab42

(C#fai7)
27ac8eb519679530999e786281e9a578
115fb536€981¢87873b0f35cb0059d93
4e8e1339f9754d8d2c5f74cb03f44fbb
00f2df1829893caa85f3968961b6e736
a59fe2c89b0000a360a8468f2b990c73
a3a06d50438681fc9917e22c41bd2cab
316e8d798f7db625c207532e2f7a5d38
616b29bd9e20fc032bc54acd5ed8affo

ee64e70388e422dd9a620c3d18613268

(FE488)
b28bb7cabfb12e9bc5b87692b065¢83a

7728fee377137e83e9bd1c609cc166c0

22/24



dad7d9528e9506ebd0524b3ebd89ddf2

c&C

162.252.172.67:443
95.156.206.105:443
46.183.187.42:443
158.255.215.115:443
91.132.92.231:5959|6060
162.252.175.131:8246

46.183.186.208:6060

URL
hxxp://easyiplookup.com:5080/main/get_ip_data

hxxp://winfreecloud.net:6396/athenal/identification

SR
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