Mp.weixin.qg.com /s/84IlUaNSGo4lhQIpnCVUHfQ

gg%;y&w%mmﬁﬂﬁm : 8¥lLazarus (APT-Q-1) SI%1T

Upwork

@ Braintrust

2024-05-10 09:10 L5

FHR

EZ £ REMRAREH A TEISRINZIPES B | BASRIESRSEE11 RS
Unit 421 BA3% 2 11" Contagious Interview B &N P —%k.

KEH—BAE , FREBIMERT ORI , HEEERXFREERFNMERFAR T, XEETE
BEXREHTITFEE ., WHEBETIEFS (tkinLinkedin, Upwork, Braintrust®) AR E{BRRIS4 |
HEEAEE, M RESVIRIAT BN , EHABEEERMSELZIFNIEEE , TERZEE
ERHEFASERBBE. XETEEELRSIZIENERMKRNFTAE , B EITFERHEENHZIL
EEWAREET. BNeRETERNSEN , IEEXERRNIEA REEC RS _ LEITHRAIIR AR
85, —BNVEEEARMIREEHNEITEF , HPHRARGEISRIBE S TTEURLR & 5B M i 8k
B8, FHEARMEEHRM. WA TR,
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https://mp.weixin.qq.com/s/84lUaNSGo4lhQlpnCVUHfQ
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JavaScriptEE

Stage1 C&C Stage2 C&C
|8 = a ==
==~ =

i iR
BNV SNV

—

EEESATEES

l

—EESR—

B

®iF

(BeaverTail)

PythonBEEiE
(InvisibleFerret)

Xt B4 5"Contagious Interview 1T TR ME E R EESE , AEHEE AR MNEHAEHKFIEFR

MZEERT
X

TV 5LazarustA4R 2 BTRTESHAR , BRI R FFasdt

AT

MLE59E

hEE IR,

SR JSHRLER S WA A 12 % app[.Ifreebling.iolX M4 .

package.json
postess.config.js
serviceAccountKey.json
tailwind.config.js
tsconfigjson
vercel.json

WIHA S M T , EREFREweb3EFHME TS .

PHITR IS TEh ] 8EFNLazarusZHLRE
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app.freebling.io

FREE "*
I=ELING

(&} Home

ﬁ' Giveaways

Experience FreeBling.io, a web3 marketing and rewards
platForm. Access exclusive giveaways, airdrops, and
reward missions that will leave you feeling like a crypto
champion. Join today and discover the future of web3
rewards!

F§t

- Knowledge
~ Base

Create Giveaways

sers can complete tasks in a give y to get rewarded

i gllﬂw I %‘g g i gﬁlﬂf

RIEXMEL |, BRNAIES B B AR DX HsE T A Z 2050k | WE SZ sk & T/
B, TIRLERNE PERIIER ST FHRAEAED | 34 R EE S sk mE Ik 57,
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A e O

&  Echa PS Oeoen > 1A

Blockchain | Tech Enthusiast

this is so true, | received this one, and almost did it, they claimed that they
had urgent issues to fix, and gave me a code with NDA, and | found
something weird, this is their site https://app.freebling.io, and when |
mention why is she put child process on the package, she suddenly
disappears from LinkedIn.

9 Anastasiia Tikich e @ Ry X
® Active now

wait,
9 Anastasiia Tikich - 8:31 AM
Okay

™ Echa PS Oeoen (He/Him) - 8:31 AM

what is this, you put child process
on the package

RLEE9E T

X _E AT ETEINCR I TEIE R , RNERMKEEF AN ITEEERATFEEDETE
LinkedIn(®2-101 " ypwork!”-8] Braintrust!'],
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Recently, lireceived an invitation for interview on regarding a
job post:

As mentioned in the job post, it's an ongoing project. So, as usual, the
client sent me the repo of the project:

Tags: ™ IT Workers

Details |

*» || was registered on Braintrust as a freelancer and received a job invitation for part-time work.
The who invited me used the name “Bill Tin d provided me with the job requirements. He also asked me to check out the
codebase and try to reproduce the issue that he was facing locally:
FreeBling online site:

The codebase - bitbucket.org/juandsuareza/main/src/main/
2f 9d04892d4 f8dcecf - Victim

B851c5c3a822e9c881103573f5246ead710

Details Il

* | do freelance software development work through the company Braintrust (www I ).
* PBraintrust is a legitimate service that connects clients with freelance software developers and handles communication, contracts, and
payments/billing.

Wit MRS 9 5K 5| TRIKIS A S TIAIE | 6 S A REFERTERTMNER | B
SHHIRS , FBE—RIIM S TRFFRAENEEER S TR EERHMAN , BEAFREE

(1) EFREmALEE , AT MRS ENIRER B E TFEK ;
(2) FHMBRBFERATERE | ILNEEETREFEREGEEIRE.

\_

EEABE

WHEHB IR EFAFRE S EERBNRAE , HVIEETE , FRAKARBEITEF A /8FEGIthub
GitLab#0Bitbucket,

S5 dENE RNGIthublk ST , B4 Githublk 5B ZERIEINCR , Bk SZTEKS TR,
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GithublikS WiEH
https://github.com/plannet- kS hks
plannet/

https://github.com/bmstoreJ/ WS- 5%

https://github.com/CodePapaya/ k=%
https://github.com/Allgoritex/ S hks
https://github.com/bohinskamariia/iik-=- &
https://github.com/danil33110/ =%
https://github.com/aluxiontemp/ k=%
https://github.com/komeq1120/ k=%
https://github.com/aufeine/ -5 52024-04-15F- 147E3)
https://github.com/dhayaprabhu/ W= EH2019FEF447E3h

EEZARE (dhayaprabhu/Crypto-
Node.js) F2024-02-0185 k4237
https://github.com/MatheeshaMe/ k-2 5202 14FEFF 147550

EEARRE (MatheeshaMe/etczunks-
marketplace) F2023-10-113238
https://github.com/Satyam-G5/ k-2 H2023FFF147E3N

TERLE (Satyam-G5/etczunks-
marketplace) F2023-10-12 ForkH

MatheeshaMe/etczunks-marketplace
https://github.com/emadmohd211/ k-5 5202 1EFF 1455

https://github.com/alifarabi/ K= B 2020FFF147E 3N

EZ AL (alifarabi/organ-

management) F2024-03-308 X123L
GitLabfZHIESRIBEMNT , WEHEAKS : Adrian John (@cleverpand3) FINYYU 1O
(@aminengineerings)

GitLab PEéEdE GitLablik-&

https://gitlab.com/crypto-trading5202718/trading-https://gitlab.com/cleverpan43
initial-project

https://gitlab.com/e-commerce-platform1/e-

commerce-hdemo8811

https://gitlab.com/nft-marketplace-

platform/nft_wallet_hirdemo800118

https://gitlab.com/initial-card-game-

demo/2d_card_game_demo_kmug0801
https://gitlab.com/benhermas/bh-vp-beta https://gitlab.com/aminengineerings
https://gitlab.com/benhermas/bh-cryptoweb-beta
https://gitlab.com/ndbtechnology/ndb-school-

15121-express-react

https://gitlab.com/ndbtechnology/ndb-school-

15120-express-react

https://gitlab.com/ndbtechnology/ndb-school-
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16120-nest-reac

LT

M Adrian John

NYYU IO
: i T
Em

Bitbucket?Z MUKIEERIDEEANT , FARL 4k B12 K freebling b B & shic R0,

BitbucketFE
https://bitbucket.org/juandsuareza/main/src/main/
https://bitbucket.org/freebling/landing-web-app/src/main/
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& O (O hups/bitbucketorg/frocblinglanding web-app/sre/ma O I B

I Bitbucket Full requests  Repaositories  Projects

| e 2024-03-27 update huge
landing-web-app

B em 3378 2024.03.27 update huge
£» Source B .gitignore 308 2024-03-27 update huge
% Commits B READMEmd 10048  2024-03-27 update huge
1r  Branches N i

E racoconfigis 186 8 2024-03-27 update huge
T4 Pull requests

B wlliptic js 96 B  2024.03.27 update huge
f:) Pipelings

E peonfigjson 818 2024-03-27 update huge
q) Deployments

B packagejson 185KB  2024.04.11 update config
o ira issues

B tsiwindeonfigs 2808 2024-03-27 update huge
D Security

E yarn.lock GETE4KE  2024-03-27 update huge
B Downloads

README.md

Freebling App

MVP version of Freebling [hitps//appireebling.io/]

Available Scripts

n the project directary, you can nan

TR

B AR E A SILATIR )" Contagious Interview W i/Ezh—3 , R R R SHTRAKIRA.

W ESE T H A BEA T #E A S EJavaScript{th |, MARESRIRERE—ITZN , XHEEE
FERTEM L BTERM—KETAR , MRIATRERRERRITEN , BRERICEE AN EFAE.
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[ Te—y

Souron w Ir main ~ ] - Full commit
] g-web-app | backend | config { dbj -

comrt mongoors - regmirei’s

ot e

| ewne faer

Bl P TR

JavaScriptiE= (L

JSHALE L Base644mALAl 77 & Y1 53 XY K F R R P TIRIP.
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PAFEAR (MD5: 97868b884fc9d01c0cb1f3fa4d80b09f) ABFIHITAMT , HF ETHEEISRIBAERZ(T
FERHNZIX,

FERFNtE S EE Windows, Linux, macOSF& _E LSS sUREE , THENEEMEaSE i
iR i 6
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Eé& WEHKEE
Windows Chrome, Brave, Opera, Edgeil|2spinze s ek BidE L

Linux ~ Chrome, Brave, Operaj}| %28 MRS TR BIEHEE ;
“~/.local/share/keyrings/”H & F I3 4 ;

Chrome, Firefox| S 25 {R FF A REEIE..
macOS Chrome, Brave, Operaijl| 28 MRS TR BIEHEE ;

login.keychainFllogin.keychain-db3( 4 ;
Chrome, Brave, Firefoxi| 5% 25 (R 17K AL EIE .

B U S B E{EE|C2RS-28 (147[.]124.214.237:1244) , [El{&{Z,2IURLA"luploads”,

11/21



t C 'multi_file', a 'fuploads',

e _toStrinac)

{s}s{a}". ['formData’]-

MC2/R% 23 10"/clients/” FEk Ja2&Pythonil A& 31217, LinuxFlmacOSY-& Hi%EMpython3di4HYT ;
ZEWindowsF & _F 4 5B %HOME%\\.pyp\\python.exe’ 2 BFFE , NBARFZLE , NN /pdown” FEH AL
PythomZ{THRMZIPES R , FHifEE|%HOMEY% B %,

Promise(

t t “S{hd}S{"\\.pyp\\python.exe" }"

Y

["existsSync'] (S Yy ?(
t t
'fclient',
‘get’,
'writeFileSync

"[.npl',

-pyp\\python_exe'}

Y .

['rmSync' ](

tt
'[client',
'writeFileSync',
"get',

"[.npl',
"python’,

5




Python;EEXHS

MNiclients/ T EEIPython i fig 2 R LB TR AT HFsTypeZL & Acampaign_idi{E , 21R FELURL
“Ficampaign_id&HE , sTypefa i default” , FIt & A AsType BRI R FE T EIFEIKIPython 4
hash{EREZ 1.

8XUd1PCsNGTS8EATRgKBIBKh4RKT

base64 _.b6ddecode(t[8:]); [-8]:

range(

AT ZBENSMO A A FHEHIT -
o MC2iRr% 251 /payload/ FEMIA |, {REEHF"%HOME%/.n2/pay” ;
o MBIEITFEARAmMacOS , MC2RRS-2ZM Ibrow/” FE A |, {R7F 5" %HOME%/.n2/bow”,
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t Exception

" :subpr s . Popen(
ss.Popen([sys

".sys_exit(-1)

requests.get(

BowI A B #£37F:FWindows, Linux, macOS=/1F& , ATH ST SR | FFE A
[o]C2r)"/keys” URL,
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base6td .b6dde
'http://

BrowserVersion-
base name

.base_name

Chrome(BrowserVersion): "chrome" -v ["chrome”, "chrome dev", "¢ " "chrome
Brave(BrowserVersion) '‘brave” : ["Brave-Browser "Brave-Browser-Beta”, "Brave-B

Opera(BrowserVersion): "opera"; ["Opera Stable”, "Opera Next", "Opera Developer"]

>

Yandex(BrowserVersion): 'yandex" ; ["YandexBrowser" ]: ["YandexBrowser"]

MsEdge(BrowserVersion): "msedge” ;v ["Edge”];v
[Chrome, Brave, Opera, Yandex, MsEdge]

ave( self, Union[Path, str], Union[Path,
self.g t()

J:requests

Windows(ChromeBase):
Linux{ChromeBase):
Mac(ChromeBase)

"Windows" - Windows

"Darwin” Mac

"Linux": Linux

PayIABERHAINE. F—HIATUREREER  BIERAAS. RERGRA, IPABENE , [
&% [E]C2/)"/keys” URL,




Mz4r GhQ8DTwxbCAaRCYKIXUr IQNaJhwwXyo2GFLpCjAkOSEEQDPYPDg8Kw

£ E APython KL, |, C2:445[.161.131.218:1245 , KO I5A M2 iR ZRMN—2. HP—MES
ssh_anya WNE—MERC2RR %25 (147[.]124.214.237:1244)84"/adc/” URL T B T8 AnyDeskfKIPython
.,
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s NEE SIS

R B T E S AT NS E 5 - 5 Unit 423 & XBeaverTailFlInvisibleFerret—%{ , R<EXFEAR (MD5:
51494dc0c88cc2d8733dd82c2e63e0d6) {3 FRfKIC2AR S 58 172[.186.123.35: 1244 AL H IIAE M AT E SN |,

RX st 3 X aE TV 548 B a2 "Contagious Interview”JESHKIIESE,

Domain and IPs associated with the Contagious Interview campaign:

Lazarus£AZASF FLinked N ARNR R T S4 , DARRLHkEE IR R (E Ve EHmEE 2 | & mm
8 FIEMA R ESNFEAEMRMZ AL , BB MAMXESE TV KEISRERE Lazarusi BT 45, , FEitk
HATAA R KR RS B AT e LazarusZH4R G %k,

+
/E“I/\g A

KHFEAT EMGBMERTRER , &K B SRR TSR AA RS L, B S R RMLS
54, LTAEBRE AR T IR BAREHE, BT XSz R THETIENL , M EREEMeHEST
RIEFRNST SO RIE NS, RS RN ER N TIEASX Ik, —BENEERMRDHIRR LS H
BRABDRE LEITEMER AR |, BEAEH 2T | &RV =B M EgUREdmiit .

[E7a = A0

TREFEMERT ORBET AR/ AR , YT SR AN ZRRAARNGEE | AREi
ITARFICBEAEBLE A | TBITARES KRNI , RIIRIFEMBIZFIRNAPP, HEIRNEHER
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X, EETREANT

EREIT , RENARNNA |, Tl TR ERmIMEIR R ES T A
(https://sandbox.ti.gianxin.com/sandbox/page) #{T¥|5]. BeiCXFEIEWindows, THFEETENK
I SUFRE T

B37 , BT AR ERMERPONBRIMERENL AR , BETRERMERTS (TP) . X%, X
RERAMNRT, SRENGSOC, FRESHBAS , HTEHM LB FANETHAN,

I0C

MD5

(JavaScript)
0f229f0929c081cab93f8276e29fe11b
7624fc8b47cb58444ff0176edd7f15¢ch
7859ef9cabf7fa800a058d3586164672
4120ce03d7d662d5ddf10e4565495055
560a2438bea7a7421b92f66b4d7c756b
1cabbceal9b3b9b3chb338faf8161b7e8
ac55b61572eb8424192316c0970ccb54
6e5a8473832d376165906a99395ec1bd
ca294d9ccb1e41dd8592cec7158590ch
770ce85b7d4658812562be93e7a5eab2
51494dc0c88cc2d8733dd82c2e63e0d6
c753611ab87bd41cdf4ffob140440fe2
979bb789ecd5a3881ad3d4823ca8fdc1
1a7581f412ff361d82091eb5f07c27a8
804ac0a47f7bb78afa666358325629bc

c1c1chb2a76a3d463cb4f7c22c88bbes
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1e20dfc8145abced35dd934d5136e5dd
78f972104c48c25b6f5e7d3ffc2bdel1a
67d5c6db5cc292e00fdcfeb11fda9ele
b73ba1327abb95eba44a233d9d502c79
e8fcc05c328b612918b3384638873a6d
5cb77e93ebe96f22741285592cd35100
647d26e94b9be5a1237a59d0b2b38442
67cee5b180370eb03d9606f481e48f36
1822bea1d0ec9ae1db9c265386699102
ce00e20489f75fde53992bc69abe7b62
d6¢c5¢1d4510d0fccad5e0bc1de3cf80e
(E4am)
c4c62c35ac06ffa843d2f84af089c94c
04e5082bdeebfbbc2aef66b17e64e2f7
d7783ba8476f1a2f0831f32abfic3e69
1948c99104e09ecaalf4cb3fdac276d5
2ed1b50ed4ca84c0fdde84a585fac536
48fc7c946c34771b82a5e49a93d405a6
c2d7a7460bb15b3a9c082f6d88ee0b84
dbda4a6e6741fa3d7819c3c88ed22e88
f1b78698b108fbf5bfcbb6d7f3bbad76
93b7dbf5980de29cf7fb9a610229bb5a
907f39788d1d1439eed333091fd16730
ebOba3a1623e95e57fbS5a2aedb97d45f
95362a0f440990992cc9ad04e6675e77
58db0d021b75eb2a581c7773844703b5

110a7556e2ebcca7255be1c6ee999b94
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37f4c3fb5925f0e39b2c9e7e5eb4450d
53ec27df858d3d133808ec338df29fc6
7a5a694ac7d4068f580be624eced4f4f
fa174cdd22080f11e13844c1e3326cd2
€6d09c7ad340d10109e6781bfb05a319
aad9dcd3a2045dafea47eef776ec5b8a
d3a85f6cef117fb1cdb506094edddd22
31922228868dc24dfe9b067d2b3c6d18
97868b884fc9d01c0cb1f3fa4d80b09f
46b2cfef633e6e531928a9c606b40b16
355b1bedeb19b546800de5ecc7933849
2a16962b336cc5296bb4e4230a5e5404
6ca874b098ba768ad5814befocf409fa
a07cd2703361ad566c5857a4e8e1652a
ebe250b7ca9122231f1d114b12d27821
3b5501885ba5283ec08101bc4cb9d613
8e13d8b8d0c965b95408a2efdde32847
31725dc195bb09fc32a842a554cc931b
a6fad33175e33ab7306e879f4f022662
093ea7c80ab1a192a91f4132078c02b1
5e5f51a859b170151714df1c5b648e31
c&C

http://172.86.97.80:1224
http://172.86.123.35:1244
http://147.124.212.89:1244
http://147.124.212.146:1244

http://147.124.213.11:1244
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http://147.124.213.29:1244

http://147.124.214.129:1244

http://147.124.214.131:1244

http://147.124.214.237:1244

http://67.203.7.171:1244

http://67.203.7.245:1244

http://91.92.120.135:3000

45.61.131.218:1245

173.211.106.101:1245

BEGEE
[1].https://twitter.com/malwrhunterteam/status/1781619431728123981
[2].https://twitter.com/dimitribest/status/1782609281897902426
[3].https://twitter.com/asdasd13asbz/status/1782951380568936481
[4].https://twitter.com/BaoshengbinCumt/status/1783402882903277983
[5].https://unit42.paloaltonetworks.com/two-campaigns-by-north-korea-bad-actors-target-job-hunters/

[6].https://www.linkedin.com/posts/abhisheksinghsoni_blockchainsecurity-cryptoscamalert-defijobs-
activity-7127542067001475073-71xU

[7].https://www.linkedin.com/pulse/i-got-hacked-what-did-do-after-lokicheck-zuzkc
[8].https://twitter.com/syedasadkazmii/status/1769710505953026109

[9].https://www.linkedin.com/posts/nikhil-jain-385456190 _cryptoscam-jobsecurity-walletsecurity-activity-
7166506226401329153-wnGJ

[10].https://github.com/0x50D4/0x50d4.github.io/blob/main/_posts/2024-04-03-python-malware.md

[11].https://github.com/tayvano/lazarus-bluenoroff-research/blob/main/hacks-and-
thefts/braintrust_job_dev_scam.md

[12].https://www.welivesecurity.com/en/eset-research/lazarus-luring-employees-trojanized-coding-
challenges-case-spanish-aerospace-company/
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