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Introduction

Check Point Research uncovers a recent Iranian-based spear-phishing operation aimed against former
Israeli officials, high-ranking military personnel, research fellows in research institutions, think tanks, and
against Israeli citizens. The attacks use a custom phishing infrastructure, as well as a wide array of fake
email accounts to impersonate trusted parties. To establish deeper trust with new targets, the threat
actors performed an account takeover of some victims’ inboxes , and then hijacked existing email
conversations to start attacks from an already existing email conversation between a target and a trusted
party and continue that conversation in that guise.

In order to facilitate their spear-phishing operation, the attackers operated a fake URL shortener
Litby[.]Jus, to disguise the phishing links, as well as utilized a legitimate identity verification service
validation.com, for the theft of identity documents.

In this publication, we analyze the infrastructure used by the threat actor, their methodologies, a possible
attribution of the threat actor behind this attack and their underlying motives. The visible purpose of this
operation appears to be aimed at gaining access to victims’ inboxes, their Personally Identifiable
Information (PII) and their identity documents. However, the recent escalating tensions between Israel
and Iran, followed by the Israeli official publication uncovering evidence of Iranian cyber operations
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leading to actions outside of the cyber domain, could shed more light on the real purpose of the
infrastructure we describe in this report.

High profile targets of this operation include:

e Tzipi Livni — former Foreign Minister and Deputy Prime Minister of Israel

e Former Major General who served in a highly sensitive position in the Israeli Defense Forces (IDF)
¢ Chair of one of Israel’s leading security think tanks

e Former US Ambassador to Israel

e Former Chair of a well known Middle East research centre

¢ Senior executive in the Israeli defense industry

Initial Vector: Spear-phishing

From our observations, the attackers use email communication as the main tool for the initial contact with
the target. They often utilize the email thread hijacking technique and continue an already existing email
thread. The continuation of the thread takes place either from the compromised account itself, or from a
newly created email address — where they copy-paste an old thread to a new email.

For the purpose of impersonation, if the attackers want to impersonate John Doe working at corp.org,

they would often create a new inbox with an online email provider, in the following format:
joe.doe.corp@gmail.com

The conversations in many cases reference Iran and Israel security issues.

Case 1: Tzipi Livni

Tzipi Livni is an Israeli politician, diplomat and lawyer, and is also the former Foreign Minister of Israel,
Deputy Prime Minister, Minister of Justice, and Leader of the Opposition.

Livni was approached via email by someone impersonating a well known former Major General in the IDF
who served in a highly sensitive position. The email was sent from his genuine email address which had
previous correspondence with her in the past. The email contained a link to a file which the attacker
requested her to open and read. When she delayed doing so, the attacker approached her several times
asking her to open the file using her email password. This prompted her suspicions. When she met the
former Major General and asked him about the email, it was confirmed that he never sent such an email
to her. She then approached Check Point to investigate this suspicious event.

Email Correspondence (partial):

Attacker (Day 1, 11:00 AM)

Original (Hebrew)
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Translated

Hello my dear friends,

Please see attached article to summarize the year. ((*eyes only*))

Of course | don’t want it to be distributed, because it is not the final version.
| would be happy to receive remarks of any kind

Have a great rest of the day,

Attacker (Day 1, 01:59 PM)

Original (Hebrew)

DMan
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Translated

Friends

| am waiting to hear your comments.

Those friends who still were unable to access the file, | tell them
that this is a private link, and that you need to verify your identity,
when trying to access the account.

It there is a problem, | am willing to help

Best regards.

Attacker (Day 1, 02:17 PM)

Original (Hebrew)
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Translated

Tzipi
Have you managed to view the article?

This was followed by several exchanges between Livni and the attacker.
Unsuccessful to achieve his goals, the attacker resumed its phishing attempt after several days.

Attacker (Day 6, 07:16 AM)

Original (Hebrew)

210 P
PR Mune N7

1222 TIND NIIYN NNYN DA .NNYN 7 IN7 DN2N nnd

aNRAN DR RNP207Y [RTD NN DNRT7 PR wpa? M 728 TINA NPIoY DN UTI IR
AL viaw

Good morning

| haven't heard from you

Some friends sent me remarks. Your remarks are also very important to me.

| know you are very busy. But | wanted to ask you to take your time and read the article.
Good week

Translated

This was followed by an unsuccessful attempt to convince Tzipi Livni to reset an online password

Case 2: The Former Ambassador and the Security Think Tank Chair

In this case, the attackers impersonated an American diplomat (who previously served as the
ambassador of the United States to Israel), to target a Chair of one of Israel’s leading security think tanks.
The following email correspondence took place following a genuine copy-pasted thread between the two
entities, from two weeks prior, that was stolen from the inbox of one of the victims (email thread hijacking
technique).

Email Correspondence (partial):
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Attacker (Day 1, 2:25 PM)

Hi I

I am invited to a private important meeting to provide consultation about Iran nuclear deal and Vienna talks.
I wrote my thoughts in one page and like to know your ideas about it.

I uploaded it to a personal folder and gave you access to read it.

May you please take a look at it and let me know your opinion.

Look forward to hearing from you.

Kol tuv,

Victim (Day 2, 10:51 PM)

Shalom [N

Sorry! My email at [l went dead for a day! | just saw it, but | cannot access the doc you sent — what to do?

Attacker (Day 3, 8:42 AM)

shalom N

Why cannot you access the doc?
What is the problem?
May you give this one a try.

Attacker (Day 3, 2:59 PM)

]
Do you still have problem with your |l email?

Similar to the email exchange in “Case 1” above, the attackers demonstrate a less-than-patient approach.
In this case, with only six hours in between the last two messages sent by the attacker.

In both cases, the underlined blue text within the emails are hyperlinks to Litby[.]us URLs — a fake
URL shortener service.

Litby — Fake URL Shortener

The attackers created a fake URL shortener service to facilitate their attacks. Litby [ . ]us, which from

its name obviously tries to bear some resemblance to the widely used Bitly.com URL shortener — is at the
center of these attacks.
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https://bitly.com/

Browsing directly to Litby [ . ]us, shows the below page (Fig. 1), which looks like a generic URL
shortener service. Although benign at first glance, the website doesn’t hold any real functionality: trying to
create a new short URL would ask you to register for the service, and trying to click on “Sign Up” would
ask you to send an email. At this point, we became suspicious that the attackers didn’t just abuse a little-
known URL shortener, but this is in fact a site which is part of their infrastructure.

@ Litby

C @& litby.us

Litby

Enter a long URL to make a Short URL L|tby

Easy Link Shortening

Full Link History

Sign Up

Figure 1: Fake shortener Litby main page.
Redirect Flows

After noticing that Litby [ . ]us is suspicious, we pivoted on this domain via VirusTotal and other
sources, to find the various “shortened” URL paths, such as 1itby[.]us/Shagrir (Shagrir means
ambassador in Hebrew). Every such URL would redirect the victim to a different flow.

For example:

litby[.]us/Ehuziel - 1litby[.]Jus/Ehuziel/continueto.php —
litby[.]us/Ehuziel/index0.php

— Legitimate Yahoo Inbox page

The redirects themselves are implemented using JavaScript, such as in the following reply from the
attacker’s server:
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HTTP/1.1 200 OK

keep-alive:

x-powered-by:
|content-type:
|content-l1ength: 78

vary: Accept-encoding

date:

Timegut=s,

PHP,/7.2.34
text,/html;

server: LiteSpeed
_x-turbu-charged-by: LitesSpeed

<script>window. location. assign('https

max=100

charset=UTF-

-

mail.vahoo.com/d/folders/1")i</script>

Figure 2: JavaScript-based redirect on the attacker’s server.

In the below graphics, we showcase the various redirection chains we observed during this research. In
the next sections, we will deep dive into the more interesting redirect flows.
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e Each URL path, which might appear random at first, has indicators that represent the target.
¢ Phishing pages are customized specifically for the target.
¢ The redirections often end with the login page of a legitimate service such as Yahoo or some kind
of document on OneDrive and GoogleDrive.

Phishing Pages
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One of the straightforward purposes of this campaign is to gain access to the inboxes of its victims,
specifically for Yahoo inboxes from the flows we observed.

The phishing pages include several stages- asking the user for their account ID followed by an SMS code
verification page. It is interesting to note that the truncated phone number within the phishing page was
customized specifically for the target, and it corresponds to the public records.

We suspect that once the victim enters his account ID, the phishing backend server would send a
password recovery request to Yahoo, and the 2FA code would allow the attackers to gain access to the
victim’s inbox.

yahoo!/
Yahoo makes it easy to enjoy what matters most in your ]
world.
Enter verification code
Best in class Yahoo Mail, breaking local, national and global sent to your phone
news, finance, sports, music, movies and more. You get more ——

out of the web, you get more out of life. —

Figure 4: Phishing page used to bypass Yahoo'’s 2FA.

Identity Documents Theft

Using a legitimate service to facilitate an attack is always a great bonus for a threat actor. It saves
resources and the need to develop anything on their own, not to mention that the target and any security
solution would be less suspecting of a legitimate service. In this case, the attackers used validation.com,
an identity verification service created by the domain registration giant NameCheap, that allows anyone
to easily validate their customer’s identity by providing an option to scan an ID or documents directly from
the webcam, or by uploading a file.
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https://validation.com/

How to Use Validation.com

Choose documents to request Securily upload your ID Review submission
Ower the next easy steps. we will securely take pictures of.
a a . e Prcta
i Gov. Photo ID Q) s Gov. Photo ID
front Company 1O T tures ane used fat 7 ID @ [ |
port Bus Card lor eeded
Il pill E—
1. Ask your customer for their ID 2. Customer sends over their ID 3. Validate your customer's ID
Select the type of ID you want from your Once the customer receives your email link ustomer's ID, and if you're happy.

e'll ¢

asking for their security documents. desktop, tablet, or cell phone dppears suspicious, aecline

customer, anc nique email link they can submit their phot e their purchase. If their photo

Figure 5: Validation.com service workflow. Source: https://www.namecheap.com/id-validation/.

In this campaign, we have seen one redirection flow from Litby[.Jus which leads to a URL on
validation.com, and as part of our analysis, we had an indication that the attacker obtained the Passport
scan of another high end target. This scan was likely collected by the same means, highlighting the
effectiveness of this technique.

Hunting with GHunt — More Fake Profiles

Investigation of another redirection flow: Litby[.]us/Maroun showed us possible connections to more
personas, whose publications are likely used by the attackers as a lure for their phishing operations. This
redirection chain ends up in a benign document (in Hebrew) hosted on Google Docs, discussing Israel’s
strategy concerning Iran’s nuclear program. This document is just a copy of a publication available online
by the Jerusalem Institute for Strategy and Security (JISS), and was likely only used as a conversation
starter by the attacker.
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Figure 6: The lure document sent to one of the targets to start the conversation.

When we analyzed the above Google Document with GHunt (an OSINT framework for Google accounts),
we were able to find additional details about the account that was used to host this document.

GHunt output showed us the Gmail email account that the attackers likely used to impersonate a
Professor from the Jerusalem Institute for Strategy and Security (JISS).

Document ID : 1LKbhchznb3B5bISQGNC-wurZlpTrHOun
[+] Creation date : 2022/02/17 87:48:06 (UTC)
[+] Last edit date : 2022/02/17 @7:48:22 (UTC)
Public permissions

- reader

[+] Owner found !

Name - NN
email : [N ocrail . com

Google ID : ©7122295946386800582

[+] Custom profile picture !

=> <https://1h3.googleusercontent.com/a- /|| EGEGzG-GTEN-
e3kAkwyUkwlVrXQUBYErLsyqGGgHP2=564>

Profile picture saved !

Figure 7: GHunt output of the Google Docs URL.

Invitation Abroad
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In another redirection chain, the victim lands on a page inviting them to an overseas “Skier’s Roundtable”
event as shown below:

Skier's Roundtable Kickoff Email | January 21, 2022

Happy New Year everyone!!!

I am excited to say that we are planning on holding Skier's Roundtable 2022 as planned.
The event is scheduled for Wednesday, March 9 — Sunday, March 13, 2022. As |
mentioned in a prior emall, the biggest change from prior years is that we will be staying at
The Cliff Lodge at Snowbird instead of in private homes/townhouses. We will still be doing
our skiing at Alta.

We are monitoring developments with Covid-19 as closely as we can and are hopeful that
the number of cases of the Omicron virus will continue to decline over the coming weeks.
Qur timetable right now is that if we are making the decision to cancel the event, we will try
and do that by the first week in February, so stay tuned. However, if for any reason you do
not feel comfortable coming to the event, please let me know.

Figure 8: Invitation to the event abroad sent to one of the targets.

Scrolling to the end of the page, the victim is presented with two buttons, both leading to the same
redirect chain, ending with a fake corporate login process.

c @ litby.us indta : N | @ Incognito (2)

I will be following up in a few weeks with the electronic notebook, along with other
information about the logistics of the event, so please keep your eye out for future emails.

| know how much we missed seeing everyone in Utah during 2020 and 2021 and have our

fingers and toes crossed that we will have a wonderful and safe reunion in March. As
always, if you have any questions about any aspect of the Skier's Roundtable, please

reach out to me.

Logistical Info Form

Travel Info Form |

Travel Info Farm

Fingers crossed!

Figure 9: Action items at the end of the fake invitation.
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After several fake redirection screens simulating Microsoft's SSO authentication, the victim is presented
with a message saying “Access denied. Ask sender to give you access.”, likely to further engage the
victim in email communication, creating opportunities to request further information, or support
credentials stealing attempts.

& > C @ litbyus {iccessDeniedSkiers.ht fr O @ mcoanito

AN B INTAD!
( .
FR'S R TABLE

This item is private.

Access denied. Ask sender to give you access.

Figure 10: “Access denied” message following the fake login flow.

The Iranian Connection

This campaign exhibits several characteristics signaling to an Iranian backed entity:

e Prime Targets: Israeli officials are a constant prime target for Iranian state entities.
¢ A connection to the Iran-attributed Phosphorus APT group, which we explore in the next section.

The Iranian origins of the attack present another possibility, though extreme, as to the purpose of the
invitation to “Skier’s Roundtable” presented above: the victim is invited to an overseas event, possibly to
be targeted in a ground operation. Such activity by Iranian state actors is reported quite frequently, amid
increasing tension between Israel and Iran. The surrounding geopolitical events such as the Iran nuclear
deal negotiations, Iran’s increasing activity in the Middle East and Israel’s attempts to combat it, all fuel
this tension. In fact, it was recently reported that in another similar campaign, as exposed by the Israeli
security agency Shin Bet, Israeli officials were invited to overseas events, in a suspected ploy to kidnap
them.

The Phosphorus APT Connection
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A commented-out section of the source code in one of the phishing pages mentioned above
(litby[.]Jus/Shagrir/verification.html), points to the possibility that the same HTML page
was previously used by actors in a different attack.

<3 href="

title-caption">
ky@yahoo.com

</strong>
</div=>
=/div=
<button type="submit" name="index" class="pure=button puree-button-primary v
</ Li»</ae——>

Figure 11: Commented-out source code of the phishing page.

The highlighted domain de-ma [.]online, was used by an Iranian APT group named Phosphorus for

credential harvesting purposes, according to a Microsoft report from 2020. The group has a long history
of conducting high-profile cyber operations, aligned with the interest of the Iranian regime, as well as
targeting Israeli officials.

Conclusion

The Iranian-affiliated Phosphorous APT group continues its spear-phishing activity against targets of the
Iranian regime. The spear-phishing infrastructure we exposed above puts special focus on high-ranking
Israeli officials in the midst of escalating tensions between Israel and Iran. With recent assassinations of
Iranian officials (some affiliated with the Israeli’'s Mossad), and the thwarted attempts to kidnap Israeli
citizens worldwide, we suspect that Phosphorous will continue with its ongoing efforts in the future.

Indicators of Compromise
litby[.Jus — fake URL shortener

Updates and Corrections

2022-06-14: Iranian Connection section: removed an incorrect bullet that did not add to the attribution to
Iran.
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