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MEBAIE ARG R, S—HWER 2021 £ 11 BIRBIRSEES |, SR EENSIEHIRE
2022 2 B 10 E 13352 , WEBEKIR IP (R EH,

LT ARBBRBHHTEAZ%PIFERA QuasarRAT |, ZBAITREIAT. (REMTIEHERZ C2 i
uhEEE R THIRATRBEREREZE APT10 FTEEMNEE , TEHHRRNSRSERTHE,

HREBENERMTZH , FIRTEI APT AR —RE/ DT ERS /BT , AW, i
TEIP RS E R RERMERNTA , RILREAREKL TEEERESH) (Operation Cache
Panda) ETAAFER a A HATEN.

WRFIEEIN

Operation Cache Panda T8+ , FIRZE|T —IREFRIERREEN MM RGIRR. &% KBEL
BT PEEZE ¥ Fz ASPXCSharp WebShell EATARMEERITH] , 2 R EFAAFIMAMBZNBEELR
Impacket iF# AN ENS , SAE KEEEIEADotNet £ | WEBBIMZEEMER.

5% AR T BINEH DotNet 484155 (DotNet Assembly) fUBT , BIBKEF % Reflective Code
Loading (MITRE ATT&CK 4% T1620) , ENAEIT 51555 DotNet Assembly FEsIEEI R# L& ABUTHE
FF.

RSB T B2 4R R [EF & Shellcode, i@ In-Memory i/ #1T DotNet Assembly FIFFIRE
& Donut %t , JREIR £ FERS SharpSploit F2E\AEIEN DotNetBEFE , AJLUZRI MR EARADE IS E
BER , FELAR RSB ERRER,

HB BB EIGEIEAC Impacket , %EIB Remote Service/WMI FRAZMIBEEINE . —B BEhEERER
RIS EIRE | BB E ST Reverse Tunnel RDP |, {FHER S HIE B R S MER/ETEL 1,

EARFAEET , TR RER T 2 40T B EintE 2 0 F RS R TEAR TR |, #ERIES)—
ERENAEEURESN ; N , WER , BE7EEB RDP REAZEIME , RKMASB TELE

AR EZNSREARESERE /B AT , BREMEENHREERE, BRECASRLXER
Operation Cache Panda {TENRNEFEEHIZE , BiRE B RMESHEIE R 4RE |, BRE) Web EIE M
AIFFEERE |, W ARBEASIIUR TR A RTE4R (Indicator of Compromise, 10C) , B&4HE IP, HERMAR
(hash) BB RN 4HESE |, HIMUERTHRIBREER Xensor EDR |, FAREEEFERIERALE (Malware
Protection Module) A iz B [HHEAHRIRREEIEEN,
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EXECUTION

Activity Details

o Service FONTCACHE4.0.0.0 (WIN32 OWN PROCESS) was installed
() Service status (FONTCACHE4.0.0.0)

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\WPF\PresentationCache.exe -s

MITRE ATT&CK

Create or Modify System Process (Windows Service)
System Services (Service Execution) CYCARNFT

HALUARE REPOSITORY, SPYWARE AND MALWARE MALICIOUS WEB SITES KNOWH INFECTION SOURCE
HALWARE

INTRUSION SET

PUBLIC
APT10 New Activity Targeted Ba...

APT 10 aka. "Stone Panda, APTI0, APT 10,
MenuPass, Menupass Team, menuPass,
menuPass Team, happyyongzi, POTASSIUM,
Routed Block 2: 4 DustStorm, Red Apollo, CVNX, HOGFISH, Cloud
Hopper, BRONZE RIVERSIDE™

Resolved IP 2.

DNS Server n
Location

ASN A

DETECTIONS CONFIDENCE OSINT

10 APTI10 Uncaovering New Activity

2 1 Origin: China, 2009 Aliases: Cloud Hopper, Red New campaign from attackers located in China.
Apollo, CNVX, Stone Panda, MenuPass,

9 | S-PONS CERT POTASSIUM, MenuPass Group, APT 10 Key
Target Sectors: Construction and Engineering,

Aerospace, and Telecom firms, and Governme...

BT
SB—PRER : SRRESIEAE NS,
AR 7 ) WebShell ERFFRBIESR | I, Webshell 82 T P B3 340 WebShell {222

(As-Exploits) , I i@ HBhREMNEELE11T DotNet Assembly FIBES] , iR GetType[0] EUISFIE S
Payload {9 Runfa%Y | DIMERAEME BEEEAER B EARN G BT WebFRACSRZ MR,

F_FEE - BEMSAERR

Operation Cache Panda EHHHEEFMAIIAEEERRN , HP , AAZEERG%M , HEAEEEE
TEHEHN. EAEEERASXBARTARNIRE , YRFHT ARNKE , BIRREE2RTAE
R
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23.224.75.91
43.245.196.120

Install
Service
.................... » File Server
dowon.microsofts.top

Load Donut Loader

—  PresentationFrom.dll - Download

She"mde x86.bin .., » C2 Server
(Quasar RAT) cache.microsofts.cc:443
- : Inject cahe.microsofts.org:443
oa N . : 104.155.228.182
—»  PresentationStatic.dll : Open 23.224.75.92
oo Precess  explore.exe / 43.245.196.121
Download msiexec.exe 43.245.196.122
> Shellcode 43.245.196.123
\ 43.245.196.124
Check
Service Donut Loader
Alive

DogCheck.bin

Inject

svchost.exe [ winlogon.exe

MNCYCANFT

SRR\ IR AT

PresentationCache.exe #1£F1523 Quasar KIS , BB B S EMARTY , CaetaBER A% , B
.\ PresentationFrom.dll & PresentationStatic.dll #{E DLL %38, & PresentationCache.exe #H\{T

% , RlgmsMEriase TEfAARES. MR x86.bin & DogCheck.bin #3 , W HHIEMI{E Shellcode fEZRFENE
i) Process,

IEMI{E Shellcode SENFEMER DotNET HYTIRIR , WEHAKEEEK) DotNet Assembly 2R EFEITRAELT
%, 152 ® , x86.bin AT |, i EE4LBEL DotNet %P9 Quasar RAT , 17 DogCheck.bin i
STFIE , BEREEPIEGINN , HRIREHR B EE| C2 Server B , FEABEREABITRN , Y HBXIE
PresentationCache.exe ERY.

FEIBERMIET, | BXEIEE TR x86.bin {21 In-Memory IERBIT , FEite SRR A%, m
DogCheck.bin RIFARAAEFFEFIEMEARIR , MRS 5L EASEEREITHIE .

PresentationCache &R RO
$2F DotNET FHRAB 4T

AR ELTE) |, & FAZE DotNet Assembly Loader I & DotNet Obfuscator , PUEAINMTHAEKEEE .
FIF T BHIREE Donut WREEFER | BESTAR-= N &1 Shellcode , Y BFRENREHH A DotNet

Assembly, F4b , EIB In-Memory FRFTHITH DotNet Assembly , ATBLEZR! Fileless I EHR |, 451
BRRB RS, REATBRET | NE eRLERRNNEREAHEK  MEAREIEERSE

A

BZo
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- (e ¢ ) ))(v2 + 112)) (81195 < C @ nhtps//github.com/TheWover/donut/blab/master/loader/inmem.dot
((veid ( 11 *7) (int, w » in8))(v2 + 96))(v27, 81, vi0);

=B(“( ( Yint, ) ))(v2 + 92))(8, @, v4[513]);
far (=8 < va[513]; )
{
= ("(int ( )1 (w2 + 112)) (&v4[128 * + 514]);
(*(void (_stdcall **)(int, unsigned int *, int))(v2 + 96))(v27, &i, vB);
i+1;
}
}
- e;
(*(void ( ) d Nlvz v 98))(v3, & )

) - 0
LOWORD(v28) = VT_NULL;
(*(void (_stdca

g id (stdcall ‘ N CYCRANFT

2B #2300 Donut [RIARSHILLE B

KL BIREZRAREBFEF , BIBF A DotNET JEE LR DotNet Reactor Z3IEMiim HKE#EE. DotNet
Reactor & H{FETITHIRFEEI TS, RIS , WEEREAEL DotNET IL , ENFEREAA AT iRt AT,
AW REFRENMNT , WBHBAFERAZIRES) , 20FE1R DES CBC NZEEE4 7 5 3k (=il % .,

ES(byte[] \u@020, strinz \uda2e)

CYCRNFT

yptor (bytes, ofcmedcailepemohdgcjpecldmhfncadfaocb),

DES CBC N#&EEpNFE

HE—RNE , EXWBTERAECRERSREENLRE , W ERZEBTHENEERN , BNA
PRARRRBAR < R , Blans%s FTE Aiz EPIFE | ER L C# E1EHBRIRK Quasar RAT,

AT HAam{ElREETE , WBEFATEZL Defense evasion AT R |, Flapit=S 2Nz
Defender KR ZE . @& Sandboxie %% ; EFRAB1%HEEAHE SbieDLL.AI 7ETE , HERBC 2EATE
Sandboxie K &IRIEF , MR ENEEEIRMFIEEIT , FERUR IR0,

bt CYCRNFT

12 SbieDLL.dIl
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CYCANFT

B85\ Windows Defender I 4 &

AR BE{HAFEIRE(1oCs)
PATFF I AN STEIEEGREA |, FIRGEZ R Operation Cache Panda B[54+ loCs,

e Log.aspx (WebShell)
SHA1 : D42BF66485218F2ED76A8B1D63AF417FD2A82C8B
MD5 : 375270077E842624BCE08C368CDC62F9

¢ PresentationCache.exe (DotNet Downloader)
SHA1 : 4ECFC1A89B50CD8DC1B9424C3EFCF63E257525AA
MD5 : EEADD95725DE21D269933881A8E8B21A

¢ PresentationCache.exe (DotNet Downloader)
SHA1 : 6E6C399BDA3C1FO6ADE71053FDDD8FBEFA15029C
MD5 : 03B88FD80414EDEABAAAGBB55D1D09FC

¢ PresentationCache.exe (DotNet Downloader)
SHA1 : EC30990EFD04B15926F2F9DB59F3BFDFEC413C23
MD5 : F1726539E5CF68EBB2124262E695C65E

¢ PresentationFrom.dll (DotNet Library)
SHA1 : 7DSBEDEDB3104FEE9A422FC4E97B1969DC31C4EG6
MD5 : 7D12FAS8EEBBD401390F2A5046FF2B4BB

¢ PresentationFrom.dll (DotNet Library)
SHA1 : CE2925BCD3188D3CB6F8BB67CD9D3F2D72FDDC05
MD5 : 0724AC34E997354CA9FB06D57AF4E29B

¢ PresentationFrom.dll (DotNet Library)
SHA1 : BD6069BE81C70E918CF95BBDB30765A90A07FD98
MD5 : A991AC3EB2D5C66DA1BECF002C19B9E6

¢ PresentationStatic.dll (DotNet Library)
SHA1 : 333D9A94DC1A95D3C773BDE232D1BC2756C10518
MD5 : 2949C999C785AA1CA4673FC7FAES8A73

¢ PresentationStatic.dll (DotNet Library)
SHA1 : 6B47C2DEE1788017043B456C27E22193537B7A26
MD5 : D506ED774089BA11D515F28087DC3E21

e PresentationStatic.dll (DotNet Library)
SHA1 : 49E803BEAA4230E69A216B91757E35840D0C8683
MD5 : 9F1BF77452A896B8055D3EA2EF6AGA65
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PresentationCheck.bin (DogCheck)

SHA1 : A9541DEB16FFB41B6B4744D409597F9C62F7110E
MD5 : 8CE271DA8A84CD3D42552547A8BBAF5B
PresentationCheck.bin (DogCheck)

SHA1 : B6626AEG6ED2F24FB82E262A2B766F2E5FD7E5230
MD5 : 165758BA40B3CC965D98C1FDE2D56798
x86.bin (Quasar RAT)

SHA1 : 7CB09DC4BC7DD68D6AACE7A9628634248F18EBAS
MD5 : ADC84F8C72E65EC85E051FE7CC419332
File Server (& IP)

dowon[.Jmicrosofts[.]top

File Server (resolve to 43[.]245[.]196[.]120 && IP)
dowon[.]J08mma[.Jcom

C2 Server (&b IP)

cahe[.]Jmicrosofts|.]Jorg

C2 Server (resolve to 104[.]155[.]228[.]182 k= IP)
cache[.Jmicrosofts|[.]Jcc

C2 Server (resolve to 43[.]245[.]196[.]121 & IP)
cahe[.]3mmiq[.Jcom

C2 Server (resolve to 43[.]245[.]196[.]122 &i& IP)
cahe[.]7cnbo[.Jcom

C2 Server (& IP)

43[.]245[.]1196[.]120

C2 Server (& IP)

43[.]245[.1196[.]121

C2 Server (& IP)

43[.]245[.1196[.]122

C2 Server (& IP)

43[.]245[.]196[.]123

C2 Server (& IP)

43[.]245[.]1196[.]124

C2 Server (& IP)

23[.]224[.]75[.]93

C2 Server

23[.]224[.]75[.]91
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Operation Cache Panda Bl loCs

10C-MD5
375270077E842624BCE0O8C368CDC
EEADDY5725DE21D269
03B88FDB0414EDEABAAAGBBS5D1D0S
F1726539E5CFEBEBB2124262E695CES

I0C-SHAL
L4zBF)>4‘?32NF2EE-?’SARB.ID"SRAF417FE'2A‘32CRB
50CD8DC1B9424CIEFCFE3E25T525AA
DA3CIFOGADET1053FDDDSFBEFALS029C
C FDO4B15926F2F9DB5S9F3BFDFECA13C23
7L‘?EI'.EI'.B<1 4FEE A422F AESTB1969 Dt

52F9

Log.asp
Presentati
Presentati
Presentati

PresentationFrom.d ll

*HFTHBU

Do Ulﬂ
Dothe
Dothef

DotNet Library

PresentationFra 7 DatMet Library

E918CF95BRD 02C DotNet Library

3330%A%40C1ASSD3CTT3BDE232D1BC2TE T85AA1CA46T3FCTRAESBATS DatMet Library

GB47C2DEELT788017043B456C27E221 BA11D515F28087DC3E21 DatMet Library

= 49E03BEAA4230ERIAZIERY] EAZEFGAGAGS DotMet Library
Presentati DEB16FFB41E! S4TABBBAFSE
Presentati ESFDTES230 165758BA40 1FDE2D56798

4243F18EBAS ADCB4F8CT2EGSECESE051FETCCA19332 r RAT

resolve to43[.]245[.]196[.]120 ## 1P
e P
mt-”-l“ﬂjl::UZZ‘?Hl‘Q HE P
96[]121 Filt 1P
96[]122 #tEIP

43[]245].

1245 1185L.] t& P
43[]245[ J196[] &8 1P
43[]245[ [196[] 122 wi P
43[]245[ J196[] 123 S p
43[]245[ J196[] 124 S 1p

23[.]224[]75[.]93 P
23[.]224[]75[]91

NCYCANFT

FfF loCs FI3K | FEEFILELE 2 A

HARSUEMRIEIE

7.

B TR RIER

RRBEEFEAZEEEFRB LY ABR C2 A

BEMNEBRFLRIR ERNEBE(EAFEE |, WHERE S e R BRI EEFi%.
BETINENARGIMEREE As-Exploits FHEEFIFER.
% Zone N EFBUEEITER | £S5 R MTHIN ARG RERFINATE API R

28T, AJ&% OWASP APl Z£753],

. FE3E T 723 Detection & Response Hi5[H4R , RHIEGSNERNGE , IFIR B IRHE,

EDR/MDR #HIE MBS | SRR RREGEA T , B E2HEEEMNNT),

CARRHBARIR , AT RER R AR INIR , HRERTARE SR , ARER KRS , &

mESE. FHRANARE BB RESE. DIEE HIRIBHL R
A 'fﬁ%@gﬂqgmﬂi

MR BEEENERMY , BRREIFERE

SRR 2 A%
A, EAEBHEPSIRT Bk , #I20XT
HERERERD , F AR RS — R IR B IR AR BTN,

m%ﬁ:?ﬁﬂ:ﬁ% THEE |, R T fi# MITRE ATT&CK . Cyber Defense Matrix #E22 , FIFERE ML
et B S ERREEMAESER , &SI MFA EZE2F{E(T (Zero Trust) 2 524% | [REIBEEEE
BT,

I F % MITRE ATT&CK

TEY S EHATERRINKEF L , BH MITRE ATT&CK 4F5k. FK{MTELRIZ] Operation Cache Panda
ERKTFIE , SERAT DotNet ZERAMLEANREETHR. REFFAENLR , MEAFESTENE ,

"Reflective Code Loading 7 (
28 v10 A B IR IR FT B BB 54T

MITRE ATT&CK %35 T1620) , EERHZH—hIR MITRE ATT&CK #E

B R N BTN T ETEASE
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Operation Cache Panda B E 4
BIEF % MITRE ATT&CK a3

ATT&CKID BUEFE HHEAREA
T1620 Reflective Code Loading fEH donut BIEEELA .NET Assembly Shellcode
T1569.002 Service Execution R EAZR Windows Service
T1543.003 Windows Service FEMEEIER Windows Service
T1047 Windows Management Instrumentation AT H WM HE TR 250
T1021.001 Remote Deskiop Protocol BVAS PO BRIt » B EIR 17 Reverse Tunnel RDP
T1505.003 Web Shell R H E ) ASPXCSharpWebShell
T1082 System Information Discovery Quasar RAT BES F H &
T1518.001  Software Discovery: Security Software Discovery Quasar RAT & ENfS & Hibh B Ensd & il
T1543.003 Create or Modify System Process *86.bin Jz DogCheck #F & A R FIEF
T1055 Process Injection x86.bin Bz DogCheck & & iE1TProcess Injection
T1027 Obfuscated Files or Information K= EH DotNet Reactor FLR A DotNet BRIER
T1480 Execution Guardrails W G A IR
T1562.001 Impair Defenses: Disable or Modify Tools ERENXTIEE5INE Defender 1 AZH

NCYCANFT
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