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void _ fastcall main_main()

{

[

_QWORD *Drives; // rax

__int64 Drive_Count; // rbx
retval_454760 v2; // kree_16
__inté4 v3; // [rsp+eh] [rbp-16h]

_QWORD *v4; // [rsp+8h] [rbp-8h]

Drives = main_getDrives();
while ( Drive Count > @ )

{

Drive_Count;

v4 = Drives;

v2 runtlme _concatstring2(@, *Drives, Drives[1], ":\\", 2);
Yurei_filewalker_EncryptDirectory(v2._re, v2._ril);

Drives = v4 + 2;

Drive Count = v3 - 1;

V3

}

main_setWallpaper(Drives);
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windows, system32, programdata, program files, program files (x86), public, system volume
information, \system volume information, efi, boot, perflogs, microsoft, intel, appdata, .dotnet,
.gradle, .nuget, .vscode, msys64
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.Sys, .exe, .dll, .com, .scr, .bat, .vbs, .ps1, .Ink, .inf, .reg, .msi, .ini, .Yurei
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boot, bootmgr, bcd, desktop, config, autoexec, _README_Yurei.txt
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Public Key
04cda3116235e886747162fb375131ea37
11932cc763025270a55f6172338711c9436

Ephemeral Key Pair

Sde2e625fe78c36abS4aTfbac56d%ealbab Ep hemeral KE}’ Pair
9fd7afSbbf38f82b3293ceact

Shared Secret

Ephemeral
Private Key

Key
Derivation
Function

Nonce

AES-GCM Key

g AES-GCM y Ciphertext
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! Dear Management,
i1 If you are reading this message, it means that:
|- Your company’s internal infrastructure has been fully or partially compromised.
|- 211 your backups both virtual and physical and everything we could access have been completely wiped.
- Additionally, we have exfiltrated a large amount of your corporate data prior to encryption.
We fully understand the damage caused by locking your internal rescurces., Now, let’s set emotions aside and try to build a cons
! WHAT YOU NEED TO EKNOW
I— Dealing with us will save you a lot — we have no interest in financially destroying you.
We will thoroughly analyze your finances, bank statements, income, savings, and investments, and present a reasonable demanc
If you have active cyber insurance, let us know — we will guide you on how to properly use it.
L Dragging out negotiations will only cause the deal to fail.
' PAYMENT BENEFITS
|- Paying us saves time, money, and effort — you can be back on track within approximately 24 hours.
|— Our decryptor works perfectly on all files and systems — vyou can request a test decryption at any time.
- Attempting recovery on your own may result in permanent file loss or corruption in such cases, we won’t be able to help.
SECURITY REPORT & EXCLUSIVE INFO

|- The repert and first-hand insights we provide upon agreement are invaluable.
L Ho full network audit will reveal the specific vulnerabilities we exploited to access your data and infrastructure.

WHAT HAPPENEDL
l— Your network infrastructure has been compromised.

|- Critical data has been exfiltrated.
- Files have been encrypted.
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Ransom/MDP.Event.M1785 (2017.11.23.00)
Ransom/MDP.Decoy.M1171 (2016.07.14.02)
Ransom/MDP.Event.M1875 (2018.03.10.01)
Ransomware/Win.YureiCrypt.R721068 (2025.09.08.03)

Ransomware/Win.YureiCrypt.R721188 (2025.09.08.03)



Ransomware/Win.PrinceRansom.R722378 (2025.09.10.01)

Ransomware/Win.PrinceRansom.C5753655 (2025.04.17.02)
Ransomware/Win.PrinceRansom.C5682303 (2024.10.14.02)
Ransomware/Win.PrinceRansom.C5738216 (2025.03.09.01)
Ransomware/Win.PrinceRansom.C5709845 (2024.12.24.03)
Ransomware/Win.PrinceRansom.C5685012 (2024.10.21.03)
Ransomware/Win.PrinceRansom.C5682303 (2024.10.14.02)

Ransomware/Win.PrinceRansom.C5685192 (2024.10.21.03)

EDR

Ransom/EDR.Decoy.M2470 (2022.09.29.03)
Ransom/EDR.Event.M1946 (2018.09.07.03)

MD5
1263ffe930e8ccdeSbc62b043a5b6bd8

1f9700295e592ce3ea40b282e91597a2
24b4a69e3220b4e52e7c14f71e0f8dd6
32d489eef7cbbdf51dc41d07648d7d8f
331f9e123696007a9b2cc962dfb86d12
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