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The Bybit Incident: When Research Meets Reality

: 2/23/2025

Research by Dikla Barda, Roman Ziakin and Oded Vanunu

On February 218t Check Point Blockchain Threat Intel System alerted on a critical attack log on the
Ethereum blockchain network.
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The log indicated that the Al engine identify anomality change with this transaction and categorize it as
critical attack in real time. It was indicated that ByBit cold wallet got hacked, resulting in the theft of
approximately $1.5 billion worth of digital assets, primarily in Ethereum tokens. This incident marks one of

the largest thefts in the history of the digital asset industry.
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Executive Summary:

¢ In one of the largest thefts in digital asset history, hackers gained unauthorized access to a multisig
Ethereum wallet and stole $1.5 billion worth of digital assets, primarily consisting of Ethereum
tokens.

¢ The recent incident with Bybit marks a new phase in attack methods, featuring advanced
techniques for manipulating user interfaces. Rather than just targeting protocol flaws, the attackers
used sophisticated infrastructure compromise to manipulate the Ul that signers interacted with.
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e This past July, Check Point’s Threat Intelligence Blockchain system identified and published a
concerning new findings where attackers manipulating legitimate transactions through the Safe
Protocol’s execTransaction function.

¢ The recent hack highlights that multisig cold wallets are not secure if signers can be deceived,
emphasizing the growing sophistication of supply chain and user interface manipulation attacks.

e The Bybit hack challenges previous beliefs about crypto security, showing that despite strong smart
contracts and multisig protections, the human-interface layer remains vulnerable. This incident
highlights how Ul manipulation can compromise even the most secure wallets.

The Evolution of Protocol Exploitation

Published in July 2024, our research provided technical analysis of how the execTransaction function
operates within the Safe framework and documented cases where it was used in attack chains.

The research focused on understanding the technical mechanics of the Safe Protocol’s execTransaction
function and its potential for misuse, highlighting the importance of understanding how legitimate protocol
features could be leveraged unexpectedly.

The recent Bybit incident represents a significant evolution of these attack patterns, introducing
sophisticated Ul manipulation techniques not previously seen. Instead of just exploiting protocol
mechanics, the attackers compromised Safe’s infrastructure to manipulate what signers saw when
approving transactions, allowing them to compromise a significant institutional multisig setup.

The Attack Breakdown

Initial Compromise

The attack originated from wallet address 0x47666fab8bd0ac7003bce3f5c3585383f09486e2, which
executed an ExecTransaction on the Gnosis Safe multisig proxy contract.
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Internal i Token Transfers (ERC-20) Events  Analylics  Multichain Portfolic  Cards Info <% Advanced Filter

m Read Contract  Write Contract @  Search Source Code v A

© Contract Source Code Verified (Exact Match

Contract Name: GnosisSafe Optimization Enabled: No with 200 runs

Compiler Version v0.5.14+commit. 1f1aaad Other Settings: default evmVersion, MIT license, Audit

This widely used multisig implementation relies on externally provided bytes signatures to authorize
actions on behalf of the multisig.

A critical vulnerability in this setup stems from Gnosis Safe’s reliance on externally generated signatures
rather than on-chain voting. This design choice makes it susceptible to:

¢ Ul manipulation
e Supply-chain attacks
¢ Manipulation of transaction data
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Bybit Attack Flow

1. Social Engineering 2. Initial Transaction 3. Contract Manipulation 4. Funds Extraction

= Tricking signers nto approving malicious +The altacker leverages stolen signatures lo * Delegates lo altacker's conlract to execule * Executes Sweep functions using malicious
transactions by compromising their computers jperform an ExecTransaction on a Gnesis Safe malicious payload contract and transfers 400,000 ETH to
multisig. attacker-controlled addresses

Attack Execution Flow

1. The attacker executed an ExecTransaction on the Gnosis Safe multisig proxy contract,
manipulating what signers saw in the interface.

2. The signers interacted with what appeared to be the legitimate Safe interface to approve what they
believed was a legitimate transaction.

3. The attack involved manipulation of the transaction data between what was displayed to signers
and what was actually executed.

4. The attacker then executed a delegate call to their contract at
Oxbdd077f651ebe7f7b3ce16fe5f2b025be2969516, triggering the transfer function

Expand: Default D) static can Gas Used Parameters  GnosisSatesol % [ Exit Debug Mode
100 succass 1= call{twGas, to, value, add(data, @x20), mload(data), @, @)
| . 1 4872 101 1
exocuteDelogateCall (address to, bytes memory data, uintiSé txGas
bool success
f solium-disable-next-line security/no-inline-assenbly

L assembly {
118 success = delegatecall(txGas, £0, add(data, 0x28), mload(data), @, 8)

contrac

Ooebug oo
JSOM  Rawdata
& Safe: Mastercopy 1.1.1. (dataHash:=@xb3476d061aebEic1doN5at73c483a2402d88a81
=] Safe: Mastercopy 1.1.0x {to:Bx96221425681a6d52c184d44BaBefccbblosc7242, valuesd, d
msg.sender ; “@xldb92elech o @ bed2d
func : “transfer a safe: Mastercopy 2 e (t0s0x9622142368106d520184d440a80 £cobblos:
args
BRLIAP i 77 £a51atin7 ETbECHl o LeE E2NI5he2PEITLE 3 i X96221423681a6d520184d440a8efcebbl@5cT 242 @i . tosxbdde77L651abe 7 1
-value : "8 . = =
retuzn : [ Sate: Mastercopy 1.1.1.sub(as135,140, bs128,819) *  (6,321)
1 Proxy.1db9 _fcf4, Ex i (txHash=Bxb34T6d061achB c 1605287 5caB3a

5. Since the malicious contract was unverified, it needed to be decoded to understand the function of
the transfer:

transfer(address recipient, uint amount) public
3.data.length - 4 64
require(msg.sender 53f8de Error('Ownable: caller is not the owner'));

I_tr‘ansfer‘ = recipient;

It contained code that overwrote the _transfer address in SLOT[0] of the contract, which executes
the function in the original ByBit contract. Since the attacker’s contract declares _transfer as its first
state variable, when called via delegatecall, this storage slot maps to the target contract’'s SLOT[O].
This means that when the Safe multisig executes the delegatecall to this contract, the malicious
contract’s code runs in the context of the Safe contract. By overwriting this slot, the attacker could
alter the contract’s behaviour.

6. This manipulation redirected further delegations to the attacker’s contract at
OxbDd077f651EBe7f7b3cE16fe5F2b025BE2969516

7. The attacker’s contract includes Sweep functions, which were executed via delegation to transfer
funds.
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sweepETH( 55 receiver)

require(msg.sender E ) : caller is not the owner'
v@ = receiver.call
requir

require(

require( Error('Ownable: caller is not the owner'
Ve,

requi l1(ve), ©, RETURNDATASIZ

require(MEM[64] + RETURNDATASIZ

MEM[MEM[64] + 68] = vi;

{
MEM[v2 + MEM[64]] = MEM[32 + (MEM[64] + v2)

v2 += 32;

MEM[MEM[64] +
n.call(68, ), to).gas(msg.gas);

] (RETURNDATASIZE());
.data, @, RETURNDATASIZE(

require(v4, Error('Token transfer failed'

8. This series of transactions resulted in the theft of over $1 billion in assets, including 400,000 ETH

15 Latest 25 from a total of 1:

@ Transaction Hash w Block Age From To Amount Txn Fee

Sweep ERC20 18 hrs ago Ox0falsC 1N Bybit: Cold Wallet 1 OETH 0.0005395

8 transactions #; Download Page Data Vo

@© Oxa28dalbede Sweep ERC20 18 hrs ago Ix0fa09C3A... 3b7: Bybit: Cold Wallet 1 OETH
@  Oxbef316f5835.. Sweep ERCID 18 hrs ago Ox0faC Bd2e N Bybit: Cold Wallet 1 0ETH
@ ¥ Sweip ETH 18 hrs ago 0x0fa09C3A Bybit: Cold Wallet 1 OETH
@  Ox25800d105¢ Sweep ERCI0 18 hrs ago x0fa09C3A...3b Bybit: Cold Wallet 1 OETH
L] x4 Exec Transact 18 hrs ago 0x0fa09C3A... 3b72a6d2¢ N Bybit: Cold Wallet 1 OETH
This transaction is responsible for stealing over 1 billion dollars in lost:
For example, 400,000 ETH:
¢ M Q.', hitgs://etherscan.io/tx 5979210885b1 2630316825107 2c¥interna &) Googlelens @, f.*) B 5 &£ @
h Txn Hash / Block / Token / Domain Name of = 4
m Etherscan Home e - Tokens ¥ NFTs ¥  Resources ~ Developers ¥  More ~ | @ Signin
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1 Bybit Explait
Sponsored: [l be.game - Free Bonus Up To 5 BTG Everyday! Trade up 1o 1000x Leverage! Play Now

There are reports that this transaction was involved in an exploit on Bybit. Reported by ZachXBT FXY

ovrion (D) s -
E= The contract call From 0x0fa09C3A...3b72a6d2e To 0x1Db92e2E uced 1 Int | Tr ion !

Type Trace Address From To Value Gas Limit
Q@ call_o11 ybit: Cold Wallet 1 » @) Bybit Exploiter 1 401,346.76685840467 1846374 ETH 2300

Why This Attack is So Significant
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This hack sets a new precedent in crypto security by bypassing a multisig cold wallet without
exploiting any smart contract vulnerability. Instead, it exploited human trust and Ul deception:

¢ Multisigs are no longer a security guarantee if signers can be compromised.
e Cold wallets aren’t automatically safe if an attacker can manipulate what a signer sees.
¢ Supply chain and Ul manipulation attacks are becoming more sophisticated.

Conclusion

The Bybit hack has shattered long-held assumptions about crypto security. No matter how strong your
smart contract logic or multisig protections are, the interface layer remains vulnerable. This attack proves
that Ul manipulation through infrastructure compromise can bypass even the most secure wallets. The
industry needs to move to end-to-end prevention, where each transaction must be validated through
multiple independent channels.
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